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Introduction 
 

Over the past few years, the WCO Environmental Scan has been published annually in order 

to provide Customs administrations and external stakeholders with an overview of the main 

global trends affecting trade during the given year and their potential impact on Customs’ 

roles, policies and practices. In more recent years, this document was profoundly reviewed 

so that it might become strategically useful for the WCO, especially with regard to the kind of 

responses Customs could define in the light of world trends and future perspectives. 

Numerous discussions were held within the WCO on how to further use of this document at 

strategic level. The outcomes of these discussions highlighted the need to reinforce the 

linkages between the WCO Environmental Scan and the triennial Strategic Plan, given that 

the overall strategy followed by the WCO should be based on the findings emanating from 

the Environmental Scan analysis. 

This year, therefore, the Environmental Scan will be different in the sense that its 

observations and conclusions will fully inform the Strategic Plan 2022-2025, together with the 

risks identified through the risk mapping audit conducted by the External Auditor. The 

document presented here is the result of an inclusive approach which draws on the collective 

wisdom of the WCO Members, the Secretariat’s senior management and staff and the 

private sector, through a series of workshops held between November 2020 and March 

2021. Given that the overall strategy of the WCO needs to reflect the actual realities and 

concerns of people composing the Customs community, it appeared essential to draft this 

document on the basis of collective efforts in which all relevant actors had a chance to share 

their views. 

The exercise has been a success, in terms of both participation and inputs. The results of the 

consultation are presented in a way that will allow for the proper definition of specific KPIs 

and key objectives for the future Strategic Plan. In line with the approach taken during the 

workshops, the Environmental Scan follows the PESTLE methodology1 in order to cover 

broad areas of strategic review. For each of the aspects included in PESTLE, the outcomes 

of the workshops and Secretariat’s analysis are presented and a desirable future is defined. 

Initial considerations 
 

The workshops were organized in such a way to allow for brainstorming on a variety of 

aspects impacting Customs activities both now and in the future. Various ideas and 

comments were expressed in varying shades of optimism and pessimism. At the end of this 

exercise, it was possible to identify a common ground for agreement: 

 there is a future for Customs administrations; 

 adaptability and international cooperation will be essential to cope with the new 

opportunities and challenges; 

 the evolving world presents more opportunities than challenges, provided that the 

issues at stake are approached in a problem-solving manner and in a spirit of open-

mindedness. 

                                                           
1 PESTLE is a mnemonic which in its expanded form denotes P for Political, E for Economic, S for 
Social, T for Technological, L for Legal, and E for Environmental. It gives a bird’s eye view of the 
whole environment from many different angles that one wants to check and keep a track of while 
contemplating a certain idea/plan. 
https://pestleanalysis.com/what-is-pestle-analysis/  

https://pestleanalysis.com/what-is-pestle-analysis/
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The Environmental Scan seeks to outline how Customs can sustain their relevance in future 

and emerge as a modern, dynamic and trustworthy partner for governments and business, 

as well as how the WCO can support this objective. 

The SWOT analysis undertaken during the process highlighted that strengths can also be 

weaknesses and that opportunities could become threats if not properly addressed. The 

world evolves quickly and becomes increasingly complex, but there is no place for defeatism. 

There is no situation so dire that it cannot be remedied, and the impacts of any situation will 

depend greatly on how it is handled. Regardless of what the future might hold, Customs 

should always be fully prepared for any eventuality, and be able to tackle it appropriately and 

respond to it in the best possible way. 

One aspect often referred to during the regional workshops concerned differences in the 

level of development of WCO Members. This certainly represents a challenge in some 

respects, but it is also a valuable asset for any organization. The noticeable differences in 

development levels should not prevent the WCO from developing a common understanding 

and defining common goals that could easily be shared by Customs administrations all over 

the world. 

The Environmental Scan was drafted with the above considerations in mind. The world of 

today requires harmonized methods and approaches designed to facilitate initiatives and 

simplify the work of governments and businesses. The ability to define a common 

methodology is clearly an important part of the WCO’s mandate, and there is certainly plenty 

of scope to do so. The Environmental Scan represents the interests of the WCO as a whole, 

focusing on a number of aspects of major importance for the entire Membership and for the 

trade community. 

Potential future risks and opportunities were discussed and analysed in order to propose 

possible responses by Customs that will enable them to remain sustainable going forward. 

Visions of a desirable future for each PESTLE perspective are developed in order to set a 

clear path forward that Customs’ should proactively seek. It is, of course, impossible to 

predict the future with any degree of certainty, and so the adaptive capacity of structures and 

processes is of fundamental importance in enabling them to respond appropriately to 

different scenarios, while preserving their core role and functions. These visions of a 

desirable future are to be considered as objectives that can be shared by all Members 

of the WCO. 

According to the WCO Mission Statement, “The World Customs Organization develops 

international standards, fosters cooperation and builds capacity to facilitate legitimate trade, 

to secure a fair revenue collection and to protect society, providing leadership, guidance and 

support to Customs administrations.” This statement captures the essence of the WCO’s role 

in support of its Members and describes, in a few words, the overall purpose of Customs. 

Although the thrust of the statement will remain applicable in future, the definition to be given 

to the terms trade, revenue collection, society and leadership may be subject to change. By 

analysing the six key factors of the PESTLE methodology, the Environmental Scan will 

endeavour to provide reflections to reply to these questions, to envisage the future of 

Customs and determine the best possible way forward for the entire Customs community. 

Uncertainty after the Pandemic 
 

Envisaging the future with accuracy is not possible, the world of today is complex and 

embraces many different realities which are sometimes contradictory. This is even more the 

case at a time when the word is facing a situation like the COVID-19 pandemic.  
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In order to respond in a coherent manner and to address multiple possible realities, it was 

decided to keep potential scenarios at macro level. These scenarios are representative 

enough to be recognized as plausible by most Customs administrations and are directly 

linked to the way our societies will recover from the COVID-19 pandemic. The issue here is 

not about knowing what the future will look like but how to be prepared and how Customs 

should position themselves appropriately when faced with multiple potential realities.  

The six aspects covered by the PESTLE methodology aims at providing possible responses 

from Customs administrations and from the WCO, in order to remain relevant in the future 

and, this, notwithstanding the global environment. During the workshops, different scenarios 

were discussed; the following two present opposite situations, the reality will likely be 

somewhere between them. 

 

 

 

  
Scenario 1 – The world faces a positive recovery from COVID-19 pandemic 

The optimistic scenario envisaged for the global recovery of the COVID-19 pandemic takes 

place in the six different perspectives of the PESTLE:   

1. Political: There is general support to multilateralism and international cooperation. 

National strategies are in line with international efforts.  

2. Economic: Countries are focused on global growth and enter into a plurality of 

multilateral or bilateral agreements to facilitate trade. Commercial tensions are low.  

3. Social: Security risks and organized crime are decreasing together with poverty levels. 

Migration is being regulated and societies feel safe in the new post-pandemic life.  

4. Technological: the use of IT solutions and new technologies such as Artificial 

Intelligence, Internet of Things, Blockchain, among others is booming. Digitalization 

and automation of procedures is the priority.   

5. Legal: Together with global support to multilateralism, a need to enforce the correct 

implementation of international conventions and standards is a priority.   

6. Environmental: The world is turning green, and every sector is scrutinized regarding its 

environmental impact; businesses and public administrations are required to report on 

their practices and their environmental footprint. 
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As stated before, it is not the 

objective of this paper to 

guess how the future will be. 

The purpose is to identify 

those potential risks and 

opportunities that might 

arise in the coming years 

and raise awareness on 

possible actions that could 

lead to a desirable result in 

which such opportunities are 

grasped, and risks are 

mitigated regardless of the 

environment’s uncertainty 

and volatility.  This can only be achieved by keeping a high level of proactivity, flexibility, and 

adaptability in WCO’s strategy.  

 

 

  

Scenario 2 – The world faces a difficult recovery from COVID-19 pandemic 

The pessimistic scenario envisaged for the global recovery of the COVID-19 pandemic 

takes place:  

1. Political: High political tensions. Nationalism is on the rise and international 

cooperation is not seen as a strategic component in national plans. As a result, government 

structures are rigid and little international cooperation is pursued.   

2. Economic: Countries are focused on the protection of their national markets and 

societies. Protectionism is high, and trade barriers are on the increase.  

3. Social: As less international cooperation is in place; criminal structures try to benefit 

from the lack of information and risk exchange. Migration is high with people trying to get to 

developed economies in illegal ways and there is general discomfort in societies.  

4. Technological: Political and trade tensions have led to an increasingly fragmented 

world that is also reflected in the use of technologies. The large number of IT providers 

offering many different kinds of IT solutions worsens the situation, leading to a growing lack 

of compatibility. 

5. Legal: Together with little international cooperation, the need to harmonize 

international trade is a low priority.  

6. Environmental: The green economy falls behind other priorities and the relationship 

between growth and a high environmental footprint remains. 
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I. Political aspect - Customs and policies: what role can 

the WCO and Customs administrations play at 

international, regional and national levels? 
 

(A) Outcomes of the workshops and Secretariat’s analysis - Discrepancy 

between the position of Customs in times of major events and in their 

day-to-day operations 
 

Customs strategic role 
 

The COVID-19 crisis has undoubtedly brought Customs administrations a significant amount 

of visibility and media coverage, especially with regard to the movement of medical supplies 

and vaccines. During the crisis, Customs administrations have been viewed and portrayed as 

an important actor in addressing the pandemic and contributing to the fight against the virus. 

The momentum generated by the global situation has thrust Customs into the centre of the 

attention. Their relentless efforts have shed light on and raised public awareness of their role. 

In reality, Customs administrations have not undergone any changes during the COVID-19 

crisis; they have simply maintained their operations in a difficult environment, managing the 

flows of goods according to their usual practice. Adjustments have clearly been made to 

facilitate the movement of essential goods and to limit physical contacts, but overall 

Customs’ operations have remained much the same as when they were performed under 

normal circumstances. Nevertheless, this situation – in particular the urgent need for medical 

supplies and vaccines – has demonstrated the strategic importance of Customs as part of a 

global response to a crisis such as this. 

Generally speaking, major events have the effect of propelling Customs administrations to 

the forefront of international efforts. This has occurred during the COVID-19 crisis, but it is 

also often the case in connection with comprehensive economic negotiations conducted for 

the purpose of concluding regional, multilateral or bilateral agreements. The technical nature 

of Customs’ function makes them a crucial partner for governments in negotiating trade 

agreements. USMCA, Brexit, the African Free Trade Agreement (AFTA) or the Regional 

Comprehensive Economic Partnership (RCEP) in the Asia-Pacific region, to name but a few, 

are recent examples of highly important negotiations in which Customs were fully involved, 

demonstrating an acknowledgement of their importance in trade and economic affairs as well 

as offering opportunities for raising awareness of politicians and the broader public on the 

role of Customs in protecting society and boosting economies.. 

In the meantime, especially in their day-to-day business, it was highlighted that Customs do 

not always receive proper recognition from their government at policy or strategic level. They 

are often expected to implement political decisions and laws that can affect their efficiency 

and results and can sometimes be counterproductive to their annual objectives.  
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Differences in structures 
 

Another observation is the trend of integrating Customs services into bigger departments 

involving other agencies, thus diminishing their visibility on the political radar. This has 

negative consequences on the positioning of Customs matters on political agendas and on 

the investments made in Customs’ infrastructure. Here, they are considered as a purely 

technical tool that is operated by high-ranking officials under a broader portfolio and can be 

used either as a facilitator or a barrier depending on the commercial environment and their 

governments’ political relationships. Disruptions at the borders are therefore commonly 

caused by political decisions, with factors such as the high level of rotation of the most senior 

government positions, the lack of understanding of Customs’ functions and the usual 

absence of direct ministerial representation jeopardizing the continuous improvement of 

Customs’ operations and procedures. 

In addition, the main focus of Customs, within these combined departments, seem to differ 

from one country to another. Their role is sometimes further related to revenue collection, 

facilitation or security. This calls for deeper analysis and research regarding the composition 

and role of Customs all around the world, to understand the variation and the trends. This 

situation could lead to incoherence and increase the differences in the priorities followed by 

Customs. There is an opportunity here to gather understanding and support Customs in 

defining a common basis regarding their mission and function in future. Messages would 

definitely be clearer if the role of Customs is clearly defined. 

Communication strategy 
 

The delivery of common messages, based on the definition of common objectives for the 

future, always heavily relies on an appropriate communication strategy. It has been 

frequently observed that Customs administrations were not communicating enough on their 

operations and contribution to society. This definitely has as impact on their visibility and the 

understanding related to their role. This is valid both for citizens and for government officials. 

Organisms are duly recognized when they are vocal and benefit from media coverage. The 

COVID-19 crisis brought this media coverage to Customs and this should be maintained, to 

shed light on the value of their actions on a daily basis, not only in times of crisis. The 

communication aspect is a point where improvement is necessary and feasible, a proper 

strategy in this regard would support the customs community in its exchanges with 

government, international organizations and the private sector. 

(B) Customs response 
 

Customs strategic role 
 

Potential scenarios are legion, and the entire world is increasing in complexity. The COVID-

19 crisis has reminded us that we cannot claim to be able to predict the future with any real 

accuracy. However, it has been conceded that better preparedness is required. It certainly 

makes no sense to develop a comprehensive strategy based on a single potential future 

scenario. Sustainability has always been and will remain closely linked to adaptability. In this 

connection, it is relevant to note that, no matter what future situations may arise, Customs 

should be prepared to face them accordingly and to emerge as a dynamic structure able to 

navigate a plurality of futures. 

Political tensions, the rotation of governments, changes in Directors General of Customs will 

remain. Customs administrations will always face different realities depending on their level 
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of development or their geopolitical environment. This has never prevented Customs from 

defining common tools and methodologies at the level of the WCO, and it should not 

constitute an obstacle now or in the future. Realities are different, but concerns and 

expectations are somehow comparable. This is where the value of the WCO as a whole 

naturally comes to the fore, as a common place for the exchange of ideas and information, 

definition of solutions and sharing of knowledge. 

Customs and the WCO as a whole have clear strengths that need to be harnessed to 

overcome the challenges currently faced by Customs and to ensure that they continue to 

play a key role in the decision-making process of national strategies. Customs must take on 

their strategic advisory role to their governments as data providers. Through the effective use 

of this data, Customs and WCO can develop analysis and publications to raise customs role 

importance.  By making data available to other government agencies, trade and academia, 

they could contribute to open governance.  

Multilateralism has been highlighted as the best way to respond effectively to a global crisis. 

The momentum that has set the world on a path towards increased global coherence and 

cooperation should be maintained through a multiplication of contacts between international 

organizations. The WCO is the worldwide representative of the international Customs 

community and has an uncontested expertise in Customs matters that should be further 

acknowledged at the highest policy levels. There is clear scope for the WCO to expand its 

influence in political matters, while preserving its core technical capabilities, by strengthening 

its relations with organizations that advise policy-makers in governments, including the WTO, 

the World Bank and the IMF, the OECD, the United Nations Agencies as well as inter-

governmental political fora, such as G5, G7 and G20. A sound reflection is needed at the 

level of the WCO to get the right balance between finding the necessary support at political 

level, raising the profile of Customs and the WCO, and keeping the ability to explore 

independently the most appropriate solutions for Customs on the technical side. The WCO 

has the potential to provide a link between the various agencies operating at the borders, as 

well as with the private sector, and to serve as a relevant forum to include those agencies not 

represented at international level. Political consideration and support will follow naturally if 

the WCO can consistently prove its worth as the key organization for cooperation and 

partnership. This aspect should be implemented using a proper communication strategy, 

used by the WCO and its Members, to concretely highlight the role of Customs and the 

results emanating from their daily operations. 

Differences in structures 
 

At national or regional levels, Customs administrations appear to be somewhat bound by 

their technicality, seemingly considered more as a tool than a policy adviser for governments. 

This raises the question of the inherent nature of Customs. The day-to-day management of 

massive flows of goods and information keeps Customs extremely busy, particularly in times 

of crisis, as has been the case during the COVID-19 pandemic. It could be asked whether 

Customs’ role is limited to the daily clearance or seizure of goods and revenue collection. In 

reality, Customs are in possession of an inconceivable amount of information that remains 

largely underused for data analytics applications and the reporting of trends and results. 

Governments would greatly benefit from the intelligence extracted from these data and could 

logically base their political decisions on the actual results of proper analysis. Given that the 

means exist to enable Customs to serve as a reliable adviser in trade, security and political 

matters, capacity for the treatment of the data should be developed as a priority. In addition, 

the nature of Customs work and their proximity to the realities of trade provides Customs 

administrations with valuable insight into trade and its needs. Since rational decisions are 
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always based on an analysis of their pros and cons, providing the bigger picture in terms of 

the economic, social and fiscal aspects of such decisions could drastically change 

behaviours and perceptions of the role of Customs. In addition, defining a common and clear 

way forward for Customs would be an asset in delivering coherent messages at 

governmental level regarding their role and functions in future. In this regard, the WCO could 

conduct a benchmark study to further analyse the current composition of Customs 

administrations and the global trends related to their local functions. 

Having been given impetus at local level through the efforts made by the WCO at global 

level, Customs could be in a position to take the lead in border management aspects with the 

support of other agencies involved in trade and security and of the private sector by 

delivering common messages to decision-makers. Becoming a recognized adviser to 

governments would protect Customs from the current fallout from the rotation of political 

leaders and establish stability over time. Unlocking the full potential of the WCO as an 

international platform for exchange and learning would improve coordination between 

Customs administrations and with other agencies and the private sector, imbuing initiatives 

with greater coherence and credibility. Ultimately, transitioning from their traditional role at 

the borders to a role of information provider to governments would create a new paradigm for 

Customs. Information is power, and Customs already have the means at their disposal to 

harness it. This absolute objective will progressively be reached and it is certain that before 

becoming an information provider, Customs should first enhance its capability as an 

information processor. This aspect will be further deepened in the Technological aspect of 

the PESTLE methodology. 

Communication strategy 
 

All these efforts should be accompanied with strong and clear communication. As a centre 

for information exchange, the WCO has the appropriate position to circulate Customs’ 

messages and actions to the whole world. An enhanced communication strategy is therefore 

necessary to bring the WCO at the level of other international organizations, bringing more 

visibility and understanding on Customs. The development of specific and useable tools, 

based on the numerous communication channels available today, would be beneficial for the 

WCO as an organization but also for Customs in their daily communication at national and 

regional level. Customs’ initiatives greatly need more advertising, the crisis highlighted that 

their actions in protecting citizens and facilitate the movement of essential goods are 

appreciated by society. This should be replicated under normal circumstances and not only 

in specific situations. The WCO already took some initiative in that sense, through the 

development of a Communication Handbook that would set a sound basis for moving 

forward. As a follow-up action, the establishment of a Communication network for Customs 

professionals is planned and should offer an appropriate platform for a facilitated and more 

efficient exchange of information. This kind of initiative would certainly call for additional 

ones, in order to reinforce the network of Customs professionals and place the WCO in a 

stronger position when it comes to the delivery of common messages and the sharing of 

good practices. 
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(C) Desirable future 

 

II. Economic aspect - Customs and international recovery: 

how to deal with matters of urgent necessity while 

addressing major challenges to modern trade 
 

(A) Outcomes of the workshops and Secretariat’s analysis - A world to heal 

and the increasing complexity of the global economy 
 

Economic recovery 
 

The entire world has been hard hit by the COVID-19 pandemic, and the road for recovery will 

be long and arduous. The estimates regularly provided by the WTO show that, despite the 

signs of recovery identified over the past few months, trade volumes still fall below the trends 

predicted based on the figures from previous years and could only potentially reach their 

level in 2022 in the most optimistic scenario (Table I). 

Table I – World merchandise trade volume, 2015Q1-2022Q4 

 

Recovery seems to be on its 

way, but it is important to 

consider the bigger picture. The 

crisis has left businesses 

reeling and disrupted the entire 

global economy. There has 

been a dramatic decline in 

imports and exports on a global 

scale, as shown in Table II. 

This aspect should be duly 

taken into account in future 

projections. Recovery does not 

mean that growth and 

businesses will automatically 

regain their strength, let alone 

resume their pre-crisis level of activity, without any difficulties. 

Customs administrations and the WCO are trusted government advisers on trade and 

security matters and are fully engaged in political decision-making processes through the 

provision of information derived from the data they collect. The WCO acts as a global 

coordinator between multiple agencies and the private sector, providing a discussion 

platform to reach agreement on common procedures and bringing coherence to 

international practices. The daily work of Customs and their contribution to the global well-

being is properly disseminated in the public space, through a strong and clear 

communication strategy. 
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Some national strategies to mitigate the impact of this crisis have included big fiscal relief 

measures, resulting in big national deficits. These measures have put big financial pressures 

on governments, forcing them to reprioritize their expenditure.   

Table II – Volume of merchandise exports and imports of selected economies, 2015Q1-

2022Q3 

 

 

 

 

 

 

 

 

 

 

 

  

 

Collaboration with private sector/ SMEs 
 

The years to come will be marked by a strong need for all stakeholders of the global 

economy, including Customs, to work together in order to mitigate the profound impacts of 

the crisis. The collaboration and partnership between the public and the private will be even 

more important than ever. Customs administrations will have a significant role to play in this 

context and could potentially act as a valuable support for those businesses severely 

affected by the crisis. The direct contact that Customs have with the business community 

offers considerable scope for initiatives and actions aimed at further facilitating procedures 

for vulnerable businesses, especially SMEs. The crisis has had a significant impact on cash 

flows, the price of commodities and the costs of logistics. Customs administrations have a 

responsibility to respond appropriately to these challenges to the greatest extent possible. 

SMEs are an important backbone of the economy. According to the World Bank, “they 

represent about 90% of businesses and more than 50% of employment worldwide. Formal 

SMEs contribute up to 40% of national income (GDP) in emerging economies. These 

numbers are significantly higher when informal SMEs are included”2.  Their vulnerability 

requires proper action, and Customs administrations are well placed to provide adequate 

solutions to help them. It is clear that SMEs represent a significant part of the business 

community worldwide, one that should be protected with regard to employment, growth and 

competition. 

                                                           
2 https://www.worldbank.org/en/topic/smefinance  

https://www.worldbank.org/en/topic/smefinance
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Supply Chain resilience 
 

The COVID-19 crisis will impact on the way businesses – both SMEs and larger companies – 

manage their operations. Restrictions at the borders, increased logistics costs, misalignment 

of regulations and barriers to trade may potentially lead to the reshoring of global supply 

chains. Businesses could benefit from further localizing their production, integrating their 

supply chains and acting at regional level to minimize their costs and overcome any potential 

obstacles to international trade. Customs already play a key role with regard to supply chain 

continuity and resilience. This will continue to be the case in future and the new 

characteristics of these supply chains need to be properly addressed, allowing businesses to 

rely on adapted procedures to pursue their activities without disruption.  

E-commerce 
 

In parallel, the crisis has been a catalyst for the rise of e-commerce and of digital 

transactions worldwide (Table III). The use of digital transactions was already on the rise 

long before the crisis hit, and it is hardly surprising to see a gradual increase in its figures 

over time. However, the restrictions imposed during the pandemic and the absence of 

physical interaction have significantly accelerated their progression. The crisis has not 

prevented citizens or businesses from buying and selling; it has simply led to a change in the 

way they behave within the global environment. E-commerce is here to stay and will continue 

to increase in popularity, with all the characteristics directly associated with this type of trade: 

a multitude of actors, the “parcelization” of trade and digital transactions, to name but a few. 

Table III – Google search interest in “delivery”, selected OECD countries (February to 

April 2020) 
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This trend has consolidated the position of e-commerce multinationals such as Amazon and 

Alibaba. It has also prompted more “traditional” companies to increase their digital marketing 

presence. These aspects were certainly driven by the needs arising from the global crisis, 

but they also give a clear indication of how trade will be conducted in future. 

Trade is growing in complexity, mostly because of the shift from a traditional business 

environment to a digital world where traders are more numerous and less identifiable, where 

there is a huge increase in the number of consignments and the types of products available 

on the market, and a rise in the use of complex multi-entity models of marketing and 

distribution raising questions about origin, value and compliance with regulations. In this vein, 

the reflection related to the treatment of intangible goods appears as a matter to carefully 

address, considering the trends in digital economy. 

 

(B) Customs response 
 

Economic recovery 
 

The role of Customs in global trade varies from one country to another and is traditionally 

closely related to the national priorities. This situation can however evolve over time as 

governments begin to view Customs as a strategic player (as discussed in Section I above). 

The December resolution on vaccine distribution is a start on how Customs can contribute to 

global recovery, but more harmonization and border coordination is needed to facilitate the 

flow of goods.  

The COVID-19 crisis has highlighted the important contribution Customs can make to 

facilitating the movement of goods, in this case medical equipment and vaccines, in times of 

emergency. Customs have demonstrated that no challenge is unsurmountable with the right 

know-how and approach, acting as a genuine facilitator for the movement of these goods 

when they were most urgently needed. 

To lead the harmonization efforts and strengthen cooperation, WCO needs to be kept 

relevant. This is where the WCO can play a role in harmonization and standardization of 

procedures and ensure connectivity at borders and thus enhance supply chain in a resilient 

and sustainable way.  

Collaboration with private sector / SMEs 
 

In preparing for the world of tomorrow and beyond, Customs could position themselves to 

play a critical role in ensuring trade recovery and resilience. Particular attention should be 

paid to businesses, especially SMEs, with a view to facilitating this transition and easing their 

financial burden. Customs administrations have real potential here to push forward their 

partnership with trade, including by reviewing the regulations and practices to facilitate the 

compliance of SMEs and explore the applicability of AEO to SMEs. At all events, a healthy 

environment for traders and a resilient economy are also beneficial for Customs. The figures 

support this statement; businesses and Customs could reinforce their common messages to 

governments by highlighting the economic benefits of the smooth functioning of the trading 

system for their countries. Here again, the data collected by Customs could be used for a 

purpose other than their usual one in connection with the clearance and control of goods – 

information compiled in this way could indeed be helpful for informing political analysis. 
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Supply chain resilience  
  

International organizations such as the OECD3 and IMF have already produced specific 

reports on how tax and fiscal policy could be adapted with a view to effectively addressing 

the impacts of the COVID-19 pandemic on the global economy. Exploring cooperation 

between the WCO and these organizations could enable Customs to contribute to the 

international discussions on the resilience of economic systems. Given that Customs serve 

as an enabler of business continuity, as demonstrated during the COVID-19 crisis, they 

should establish themselves as such. 

This consideration should go beyond the crisis context. Fiscal policies having direct impact 

on Customs operations must be part of the discussion on global reform taxing. Customs and 

the WCO should engage further in high-level discussions related to global tax reforms. The 

OECD is particularly engaged in this area and already initiated work to adapt to modern 

realities, especially working on reaching a multilateral, consensus-based solution to the tax 

challenges arising from the digitalisation of the economy. Resilience of modern supply chains 

will heavily depend on the appropriateness of fiscal policies in place. As an enabler of 

business continuity, Customs should take part to the definition of such schemes to be able to 

concretely support supply chain resilience in their operational practices. 

Another aspect that should deserve further consideration from the Customs community with 

regard to supply chain resilience relates to the export control. Traditionally, Customs have 

devoted their efforts in import controls, applying risk assessment and procedures in the 

context of the clearance of merchandises. However, national and regional rules are 

disparate, and the treatment of specific goods may vary between exporting and importing 

countries. In order to ensure business continuity, knowledge and practices should be raised 

at the level of export, in order to make sure that exported goods are adequately treated at the 

time they reach the borders of the importing country. Export controls appear here as a 

relevant area that should be further deepen by Customs. 

E-commerce 
 

The growing complexity of trade, primarily as a result of the digital economy, should not be 

seen as a valid reason for Customs to step back from its role as trade facilitator. The digital 

economy, which includes e-commerce, is neither a threat nor an opportunity for Customs as 

such. It is a reality that will shape the entire world in future years. The usual concerns 

expressed about the challenges brought by the digital economy are legitimate, but these 

challenges should be regarded as characteristics of the modern economy that should be met 

with open-mindedness rather than resistance. 

Customs will have to determine their role in the light of these characteristics and find the 

most appropriate way of responding to them. These are areas that should be given prior 

consideration in the development of future standards, as well as a reworking of the definition 

of “trader” and “transaction”, and a review of the principles of liability. This consideration 

should focus on the treatment of goods arising from the digital economy, whether tangible or 

intangible, and an appropriate framework should be developed to facilitate their clearance 

and control. Customs will definitely not move in the right direction by continuously drawing a 

comparison between traditional and digital trade. It is necessary to adapt to the new world of 

the future – one that will definitely be digital. 

                                                           
3 https://read.oecd-ilibrary.org/view/?ref=128_128575-o6raktc0aa&title=Tax-and-Fiscal-Policy-in-

Response-to-the-Coronavirus-Crisis 

https://read.oecd-ilibrary.org/view/?ref=128_128575-o6raktc0aa&title=Tax-and-Fiscal-Policy-in-Response-to-the-Coronavirus-Crisis
https://read.oecd-ilibrary.org/view/?ref=128_128575-o6raktc0aa&title=Tax-and-Fiscal-Policy-in-Response-to-the-Coronavirus-Crisis
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Many questions and concerns are being raised with regard to digital goods, their valuation 

and the applicable rules of origin. These sorts of questions also apply to the greater number 

of small consignments. Customs should have no difficulty in dealing with different types of 

scenarios if their structures are adapted to global realities. This was the case in the past and 

still is today. These times of change call for the development of tools that can respond 

effectively to the current challenges faced by Customs in terms of the determination of origin 

and valuation, revenue collection leakages and taxation of digital products, intellectual 

property rights, digital payments, increasing volumes of trade and so on. 

The responses brought by Customs need to be made in a coherent manner, with the 

involvement of the private sector so as to determine what the needs are and in cooperation 

with international organizations in order to move towards greater standardization and a 

common understanding. This approach should naturally also be applied to the “new” actors 

engaged in the digital supply chain and to companies seeking to achieve the full integration 

of their businesses. 

(C) Desirable future 

 

III. Social aspect - Customs and new threats to societies: 

what skills and competencies are required to address 

future risks appropriately? 
 

(A) Outcomes of the workshops and Secretariat’s analysis - The changing 

face of organized crime and its offenders 
 

Security threats  
 

The fear of Jihadist terrorist attacks, inspired by ISIL, were prominent, particularly in Europe 

in 2014-2017. Thanks to the counter-terrorist measures where Customs contributed, the 

terrorist threats in Europe receded. However, jihadist insurgency has spread to other regions, 

including the Sahel region in Africa.  This is relatively a new trend and security has become a 

priority for many Customs administrations in the Sahel and the surrounding region. 

 

Globally the terrorist landscape is becoming more complex. For example, many areas have 

seen significant rises in right-wing terrorist activities and nationalist inspired terrorist 

activities. Regional variation in actors and the rise of diverse movements make predicting the 

range of future security threats difficult. 

Harmonization of customs procedures and border coordination are key in the global 

economic recovery.  Customs administrations are fully adapted to the modern economy 

and digital trade, are aware of the new realities and demonstrate a clear understanding of 

the main stakeholders involved. Customs procedures are responding appropriately to 

business needs and to the characteristics of the digital economy. Linkages between 

Customs and businesses, and between the WCO and other international organizations, 

have been reinforced, facilitating the communication of common messages to 

governments in support of business resilience and supply chain continuity. 
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This context calls for adequate responses, based on the lessons learnt regarding the 

management of these threats in Europe. Such developments should be used for shaping 

actions in regions where security is a matter of prior consideration. Experience and 

knowledge are there, Customs should pursue their contributions in protecting borders in 

fragile environments. Internal risk assessments and adequate security clearances are also 

essential tools for Custom administrations to protect against infiltration. Appropriate 

instruments and training are needed and should be part of priorities of WCO action towards 

Members operating under these complex circumstances.   

 

Health and safety risks 

 

The COVID-19 crisis has clearly demonstrated that situations of any kind can involve 

attempts at smuggling and counterfeiting physical goods. The results of the WCO Operation 

STOP4 showed that there should be no relaxation of controls at borders in order to protect 

societies from potentially dangerous goods, especially in the case of medicines and medical 

equipment. They also demonstrated that new realities bring new challenges which require 

the continuous development of competencies within Customs administrations. Operation 

STOP was particularly interesting in the way that it enabled the WCO to work with other 

international organizations, such as INTERPOL, UNODC, OLAF and Europol, and also the 

private sector, made possible with the participation of pharmaceutical companies. This 

collective effort highlighted the benefits of engaging in multi-sectoral collaboration for 

strengthening intelligence and gathering expertise. Customs competencies can be developed 

to a certain extent, but enhanced partnerships could help fill the gaps in expertise and offer 

new opportunities for fighting effectively against global crime. 

Another relevant aspect highlighted by the COVID-19 crisis can be identified in the 

movement of people. In order to fight against the spread of the virus, countries applied strict 

policies regarding travels for bio-security purposes. As vaccination has started in many parts 

of the world, it is expected that the rules related to the movement of people will be 

progressively relaxed. However, the fight against the propagation of the virus will be 

maintained and Customs could be expected to broaden their scope of action and potentially 

include bio-security controls. This will require appropriate training and capacity, with a clear 

impact on the evolution of the role of Customs at borders. 

The risks related to health and safety become even more prominent in a digitalized world, 

where the multiplication of online transactions makes it difficult to apply proper risk 

management and to be able to adequately control all the goods crossing borders. 

Digital economy 
 

The digital economy is presenting new business realities, but it is also providing new 

opportunities for organized crime, terrorism and offenders. As stated in Section II above, 

Customs put efforts to building capacity to deal with traditional trade practices where 

offenders would have limited scope for action, focusing their efforts on finding ways to ensure 

that their illicit goods would cross borders without being seized. Customs were able to 

conduct physical inspections and detect these illicit products by means of techniques and 

technologies adapted to these methods of inspection. 

                                                           
4 http://www.wcoomd.org/en/media/newsroom/2020/october/operation-stop--the-wco-operation-hits-

hard-the-illegal-trafficking-linked-to-covid19.aspx 

http://www.wcoomd.org/en/media/newsroom/2020/october/operation-stop--the-wco-operation-hits-hard-the-illegal-trafficking-linked-to-covid19.aspx
http://www.wcoomd.org/en/media/newsroom/2020/october/operation-stop--the-wco-operation-hits-hard-the-illegal-trafficking-linked-to-covid19.aspx


 

20. 

Cybercrime definitely opens new doors for a new kind of criminality that directly impacts on 

Customs’ functions. In its definition of cybercrime, UNODC states that “cybercrime can be 

described as having cyber-dependent offences, cyber-enabled offences and, as a specific 

crime-type, online child sexual exploitation and abuse”.5 The role of Customs could therefore 

be associated with the prevention of potential offences starting with security breaches and 

data violations. 

In a report6 published in July 2020, IBM assesses that the average total cost of a data 

breach, worldwide, was USD 3.86 million. Data breaches can affect a multitude of sectors 

and mainly target customer data, corporate data and intellectual property data (Tables IV and 

V).  

Table IV – Average total cost of a data breach by industry 

 

 

  

                                                           
5 https://www.unodc.org/e4j/en/mun/crime-prevention/cybercrime.html 
6 https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-
Study-2020.pdf 

Source © Copyright IBM Corporation 2020 

https://www.unodc.org/e4j/en/mun/crime-prevention/cybercrime.html
https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
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Table V – Types of records compromised 

 

 

This clearly represents a tremendous amount of money worldwide and should be duly 

considered by Customs in the light of the confidential data and IPR-related issues that they 

handle on a daily basis. Organizations all over the world are investing more and more heavily 

in security hardware, with the International Data Corporation (IDC) predicting “worldwide 

security spending to reach $174.7 billion in 2024 with a compound annual growth rate 

(CAGR) of 8.1% over the 2020-2024 forecast period”.7 Data is the new gold, and its 

protection from breaches is now an essential element for the prosperity of businesses and 

the fight against criminal activities. 

The lack of controls and adequate tools or regulations applied to digital goods is proving to 

be an invaluable vector for criminals who are in measure to freely operate in this unregulated 

environment. On another hand, the physical goods arising from transactions in the digital 

economy also constitutes an opportunity for criminals, who have the possibility of freely 

selling counterfeit or dangerous goods on e-markets and dispatching them in small parcels 

that cannot be properly controlled by Customs because of their multiplicity and the lack of 

resources. This will therefore require a strong response from the Customs community to 

demonstrate its commitment to deal with the implications of the digital economy. Again, this 

response should be made in accordance with a collaborative action undertaken at global 

level and involving all interested stakeholders. 

Money laundering 

 

While money-laundering involves a big sphere of activities, Customs major focus is trade-

based money laundering (under/over invoicing) and smuggling of cash and precious metals.  

Focusing on this aspect would position Customs well in the big picture and be especially of 

interest to many developing country Members.   

                                                           
7 https://www.idc.com/getdoc.jsp?containerId=prUS46773220 

Source © 

Copyright IBM 

Corporation 2020 

https://www.idc.com/getdoc.jsp?containerId=prUS46773220
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In December 2020, the Egmont Group and the Financial Action Task Force (FATF) published 

together a report on the trends and developments in trade-based money laundering8. The 

report provides a valuable overview of trends in these activities, the challenges faced both by 

governmental agencies and private operators in identifying and fighting against these 

practices, and the applicable measures that could be taken to improve the overall approach 

in this area. The report notes that the evolution of trade patterns did not prevent the use of 

trade-based money laundering techniques, which include under or over invoicing of goods, 

under or over valuation and/or phantom shipments, as they are highly adaptable and flexible. 

While traditional methods remain and still need to be combatted, such as the case of criminal 

complicity between an importer and exporter or the reliance on Black Market Peso Exchange 

(BMPE), the report observes the continued occurrence of third-party intermediaries in 

transactions and their integration into supply chains. These intermediaries can sometimes be 

related to organized crime or terrorism, and their involvement is financial transactions is not 

always questioned by legitimate trade, accountants or auditors. The report also highlights 

new challenges related to “the growth in online businesses, restricting scope for proactive 

compliance activity, and new technologies and the digitalisation of trade processes, 

increasing the speed of trade operations”. 

 

The opportunity offered by the digital economy, and especially cryptocurrency, for money 

launderers does not have to be demonstrated. Indeed, the pseudo-anonymity9 of 

cryptocurrency transactions on blockchain, the lack of regulatory framework and the lack of 

appropriate tools to face these threats, opens the door for money laundering and related 

criminal activities. Because of the nature of this criminality and the inexistence of instruments 

to properly address it, the extent of the matter is insufficiently know and is undoubtedly 

growing in a continuous way. 

A number of international organizations, such as the World Bank, have been working on 

these issues for some years now. A report from the World Bank, entitled “Do Digital 

Technologies Facilitate Illicit Financial Flows?” already stated in 2016 that “new digital tools 

for money transfers, such as online and mobile banking, electronic payments, 

cryptocurrencies, e-commerce providers, and online gambling services, especially if they are 

combined, provide a countless number of opportunities to distance money from illegal 

sources of profit or to illegally transfer money from legal sources. New forms of doing 

business online, and the digital economy as a whole, facilitate the transfer of illegal profits 

and the aggregation of illicit funds in offshore accounts, and their placement in fake e-

commerce companies and offshore online businesses”10. 

These trends are therefore not completely new but they are still not properly addressed and 

deserve clear attention from international organizations and countries, as noted in the WCO-

Egmont Group Customs-FIUs Cooperation Handbook11. The amount of money circulating 

through these channels is uncounted and likely to represent significant losses for 

governments but also viable funding and money distribution solutions for criminals and 

terrorist networks. 

                                                           
8 http://www.fatf-gafi.org/media/fatf/content/Trade-Based-Money-Laundering-Trends-and-
Developments.pdf  
9 Means that a person will be linked to a public Bitcoin address, but no one will get to know the actual 
name or address of this person 
10 http://documents1.worldbank.org/curated/en/896341468190180202/pdf/102953-WP-Box394845B-
PUBLIC-WDR16-BP-Do-Digital-Technologies-Facilitate-Illicit-Financial-Flows-Tropina.pdf  
11 http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/enforcement-and-
compliance/report/wco_fiu_handbook_sanitised-public-version_wco_en.pdf?la=en 

http://www.fatf-gafi.org/media/fatf/content/Trade-Based-Money-Laundering-Trends-and-Developments.pdf
http://www.fatf-gafi.org/media/fatf/content/Trade-Based-Money-Laundering-Trends-and-Developments.pdf
http://documents1.worldbank.org/curated/en/896341468190180202/pdf/102953-WP-Box394845B-PUBLIC-WDR16-BP-Do-Digital-Technologies-Facilitate-Illicit-Financial-Flows-Tropina.pdf
http://documents1.worldbank.org/curated/en/896341468190180202/pdf/102953-WP-Box394845B-PUBLIC-WDR16-BP-Do-Digital-Technologies-Facilitate-Illicit-Financial-Flows-Tropina.pdf
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Crisis management 
 

The COVID-19 crisis highlighted that the entire world was not sufficiently prepared to 

overcome the impacts of such a situation. The world was put in a position where quick 

adaptation was needed and lessons should be learnt from this. As the future remains 

unpredictable, it seems relevant to develop adequate framework and quick adjustments for 

future situations. When considering the heavy disruptions caused by the COVID-19 

pandemic, the objective for Customs and all stakeholders of society should be to have the 

right tools to mitigate these disruptions as much as possible in future, notwithstanding the 

type of crisis faced. The effects of COVID-19 pandemic will remain in the next years and the 

distribution of vaccines will be phased in the different regions of the world. The attention of 

Customs will therefore have to be continuous and their role in ensuring a smooth flow of 

vaccines will be key in contributing to the world recovery. 

 

(B) Customs response 
 

Security threats 
 

Lessons learnt from the past should be the basis for responding to security threats and 

fragile borders currently experienced in certain regions. Customs and the WCO definitely 

have an expertise in this area, illustrated by the Security Programme and the close 

cooperation with United Nations in key issues such as the Container Control Programme. 

Security is definitely a priority area for a number of Customs administrations and the WCO 

should keep pursuing its efforts to respond to these needs. 

Health and safety risks 
 

Health and safety risks related to criminal activities are still increasing and the attention of 

Customs administrations have to remain high to protect societies. Proper competency in the 

inspection of physical goods at borders is still required and there is a need in enhancing risk 

management using pre-arrival electronic data for assessment and using seizure records for 

analysis of smuggling trends.  

The significant increase in the number of small consignments clearly provides an opportunity 

for criminals to move their illicit goods through regular channels, which means that Customs 

need to develop appropriate means to deal with these flows, especially as they will continue 

to grow in future. The task in from of Customs and the WCO is to ensure sharp responses 

and efficient actions in this context, with the improvement of existing tools, the development 

of new ones and the need to adapt competence through training and capacity building.  

Given the trends, especially in relation to the movement of people, Customs will probably 

need to become more heavily involved in the area of passengers, potentially in bio-security 

matters. The approach to be taken will differ dramatically from that for inspections of physical 

goods, and new competencies will need to be developed in order to equip Customs with the 

know-how and tools to manage the human dimension. Here again, a clear opportunity arises 

in the diversification of Customs’ functions and their visibility at borders. The challenge will 

involve the understanding of and attention paid to human dignity, clearly putting Customs at 

risk of reputation damage if the actions they take are deemed inappropriate. This represents 

a further area of consideration, underlining that the role of Customs at borders is in perpetual 
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evolution, and support needs to be sufficiently flexible to help them adapt to these new and 

emerging realities. The WCO already moved forward to deal with these matters, through the 

establishment of a dedicated Passenger Facilitation and Control Working Group (PFCWG) 

which became operational in 2021. 

Digital economy 
 

As societies and trade are evolving, so is criminality. Customs certainly have recognized 

competency in the fight against organized crime, smuggling and counterfeiting. However, as 

a result of new methods used by criminals, it is imperative that operations adapt in order to 

remain relevant.  

In this connection, and in view of the size of the task before them, Customs will have to 

continue developing its contacts with other agencies and the private sector in order to work 

together in addressing the specific features of e-commerce in particular and of digital trade in 

general. A collective effort will be needed to define a relevant framework for the treatment of 

these goods and identify a proper risk management process. In spite of the good attitude 

demonstrated by Customs and the WCO during the COVID-19 pandemic, as well as of the 

relevance of the tools and instruments available for Customs, it has to be admitted that, at 

present, Customs are not sufficiently equipped to deal with all the new trends. The WCO E-

Commerce Framework of Standards already provides a sound basis to ensure a harmonized 

approach of WCO Members towards e-commerce goods. This Framework should be further 

developed with practical and implementable solutions that would ease the daily management 

requirements and minimize the risks posed by the growing number of small parcels. Ideally, 

a solution should be developed on the basis of cooperation with agencies and the private 

sector, involving the adoption of tools that would be useful for all stakeholders and would 

guarantee an integrated approach. There is room here for the WCO and Customs to 

contribute to these matters. 

Money laundering 
 

From a broader perspective, such an integrated approach, combining multiple intelligence 

sources and responding to multiple needs, appears to be an appropriate response to the 

treatment of goods arising from the digital economy. There are many unanswered questions 

regarding how to handle intangible goods, how to combat trade-based money laundering and 

illegal practices on the blockchain, how to guarantee respect for IPR in a world where 

patents can be stolen and sensitive material made public using electronic channels, or how 

to collect revenue from digital transactions. Customs administrations cannot develop 

appropriate solutions in isolation, and such a task requires collective intelligence and 

expertise. There is scope for participation in global efforts by providing a collaborative 

workspace and by supporting greater coordination, all the while ensuring that initiatives do 

not duplicate or contradict each other. 

With regard to money laundering, the WCO already initiated efforts in this context, through 

the Study Report on Illicit Financial Flows12 and its recommendation on the importance of 

exchange of information among Customs and with tax authorities and greater involvement in 

Blockchain. The World Bank report previously mentioned also states that “digital 

technologies could also be considered as a tool to tackle the problem of the illicit financial 

flows. They can serve as a source of empowerment and transparency, and could be used in 

                                                           
12 http://www.wcoomd.org/-/media/wco/public/global/pdf/media/newsroom/reports/2018/wco-study-
report-on-iffs_tm.pdf?la=en  

http://www.wcoomd.org/-/media/wco/public/global/pdf/media/newsroom/reports/2018/wco-study-report-on-iffs_tm.pdf?la=en
http://www.wcoomd.org/-/media/wco/public/global/pdf/media/newsroom/reports/2018/wco-study-report-on-iffs_tm.pdf?la=en
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investigations, detection, and disruption of the illegal money transfers.  Technology as a tool 

for tackling the problem of illicit financial flows can complement, but will never substitute for, 

proper legal frameworks, international cooperation, and public-private collaboration”13. 

Technology will be an important vector to respond to these threats, as further detailed in 

Section IV of this document. In the meantime, it will have to be supported by close 

cooperation of organizations at global level. The WCO already initiated a reinforcement of its 

collaboration with financial units and will continue to do so. A global network with 

international organizations already dealing with these issues will have to be set in order to 

define and develop an urgently needed framework of action. 

Crisis management 
 

The WCO adopted a Resolution in December 2020 on the Role of Customs in facilitating the 

Cross-Border Movement of Situationally Critical Medicines and Vaccines, which led to the 

development of a COVID-19 Action Plan running from January 2021 to June 2022. This 

Action Plan clearly is related to the contribution that Customs should bring in facilitating the 

movement of essential goods, such as the vaccines, but it also covers broader areas linked 

to global crisis management and business continuity. The efforts undertaken should 

hopefully lead the WCO and Customs to get the right set of tools in case of future situation. 

The work in this regard should be pursued even beyond in constantly updating these tools 

and enriching them with additional considerations in order to be able to respond to any kind 

of crisis in future. It appears that the social role of Customs is even more important during 

global crisis, where the counterfeiting of highly demanded goods is high. This is especially 

the case of vaccines, in the context of the COVID-19 pandemic, where Customs have a clear 

role in raising awareness of citizens on the dangerousness of fake vaccines and in 

preventing their trade. Customs’ functions could also evolve in this regard and this calls for 

proper capacity building to enhance competency. 

(C) Desirable future 

  

                                                           
13 http://documents1.worldbank.org/curated/en/896341468190180202/pdf/102953-WP-Box394845B-
PUBLIC-WDR16-BP-Do-Digital-Technologies-Facilitate-Illicit-Financial-Flows-Tropina.pdf  

Customs administrations are fully equipped to face the new risks and threats emanating 

from the modern economy. The complexity of the trade landscape is mitigated by a smart 

and targeted approach, focused on an efficient risk management strategy. Customs’ 

actions are integrated appropriately into broader mechanisms at borders, commonly 

defined and coordinated by all legitimate stakeholders for greater efficiency and 

coherence. New competencies are developed, as Customs take on new roles, witnessing 

their portfolio of actions growing towards further diversification. 

http://documents1.worldbank.org/curated/en/896341468190180202/pdf/102953-WP-Box394845B-PUBLIC-WDR16-BP-Do-Digital-Technologies-Facilitate-Illicit-Financial-Flows-Tropina.pdf
http://documents1.worldbank.org/curated/en/896341468190180202/pdf/102953-WP-Box394845B-PUBLIC-WDR16-BP-Do-Digital-Technologies-Facilitate-Illicit-Financial-Flows-Tropina.pdf
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IV. Technological aspect - A digital world: how can 

Customs functions be served in a digitally growing 

environment? 
 

(A) Outcomes of the workshops and Secretariat’s analysis - A new digital 

era? 
 

Disruptive technology 
 

The COVID-19 crisis has had major impacts on the use of IT and the investments made in 

infrastructure. According to the Harvey Nash/KPMG CIO Survey 2020, which is the largest IT 

leadership survey in the world with over 4,200 responses from CIOs and technology 

executives across 83 countries, global IT leaders reported a median additional spend of 5% 

of their IT budget on technology to deal with the COVID-19 crisis, representing around 

USD 15 billion a week during the first three months of the crisis14. 

The crisis has strongly highlighted the fact that IT has the potential to provide efficient 

solutions in a disrupted world where physical contacts are restricted. In view of the outcomes 

of the Harvey Nash/KPMG survey, it appears that even IT companies have had to move 

rapidly in adapting their services to cope with this reality. This speaks volumes about the 

extent to which the entire world was unprepared to deal with such conditions. 

Nonetheless, the fact that technology is a valuable and essential enabler in the modern world 

is not a recent discovery. The crisis accelerated a movement that has been undeniable for 

quite a significant amount of time and where efforts are clearly unevenly distributed between 

sectors and even within the same sectors of activity. The digital divide is a notion often used 

to emphasize these differences and appears to be a major stumbling block when it comes to 

defining specific actions to be taken in this area. However, technology is a must and should 

be at the heart of every organization’s strategies, its continued use and development being 

essential in order to meet their present and future needs. The digital divide should clearly not 

be used as an excuse for not moving forward, as the entire world is becoming increasingly 

dependent on technologies, impacting as they do on global operations, consumption patterns 

and all other aspects of human life. 

However, it is not that the crisis has revealed the extent to which IT is an integral part of 

human activities; it has revealed that many economic actors do not have the right approach 

to respond to the basic needs of the modern world. Disruptions to trade flows, queues at the 

borders or empty container management are examples of areas where a great deal remains 

to be done for a number of Customs administrations. The 2018 Logistics Performance 

Index15 noted a global improvement in online processing of Customs declarations and in the 

standardization of core procedures. However, it also noted that burdensome procedures still 

applied, especially in developing countries, through repetitive physical inspections and 

excessive requirements. This clearly indicates that improvement is still needed worldwide to 

improve the overall performance of Customs. 

Fundamentally speaking, it is obvious that technology can provide invaluable support in 

increasing the efficiency of Customs’ core functions, schematically divided between the 

                                                           
14 https://assets.kpmg/content/dam/kpmg/xx/pdf/2020/10/harvey-nash-kpmg-cio-survey-2020.pdf 
15 https://openknowledge.worldbank.org/bitstream/handle/10986/29971/LPI2018.pdf  

https://assets.kpmg/content/dam/kpmg/xx/pdf/2020/10/harvey-nash-kpmg-cio-survey-2020.pdf
https://openknowledge.worldbank.org/bitstream/handle/10986/29971/LPI2018.pdf
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clearance of goods, risk management and revenue collection. There is a need to develop a 

technological culture, and practical steps should be taken so that all stakeholders can move 

together in the right direction. In this respect, the main objective of a service provider is to 

have intimate knowledge of its customers’ needs. Accordingly, better knowledge of specific 

business needs would definitely allow the entire Customs community to develop appropriate 

solutions. The WCO already assessed the existing technology that could serve Customs’ 

purposes, in its Report on Disruptive Technology. It is now time to build on this overview to 

define priority areas and a limited set of implementable technologies that could be embraced 

on a short-term basis to improve Customs’ operations. 

The World Economic Forum 2020 global survey on TradeTech,16 based on 340 responses 

from firms of different sizes across sectors and from the world over, provides valuable 

information to understand how firms are using technologies in trade and to assess which 

technologies will have the most impact on global trade going forward. Appropriate responses 

from the Customs community should be based on a report of this kind, one that provides an 

overview of the most urgent needs for increased business efficiency (Table VII). 

Table VII – Most transformative technologies for trade 

 

 

These outcomes already provide valuable insight into where priorities should lie for IT 

developments in Customs administrations. Many technologies referred to by international 

businesses are in fact neither new nor disruptive, they are simply required in the modern 

world to respond appropriately to fundamental needs. This is, for instance, the case for digital 

payments, which are already significantly used by a growing number of stakeholders all over 

the world. A number of the technologies mentioned above require a basic IT infrastructure 

that should not be seen as unreasonable, even in the light of differences in resources and 

levels of development. 

                                                           
16 http://www3.weforum.org/docs/WEF_Mapping_TradeTech_2020.pdf 
 
  

http://www3.weforum.org/docs/WEF_Mapping_TradeTech_2020.pdf
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These considerations should also be carefully assessed in the light of the challenges faced 

by businesses regarding the use of IT (Table VIII). 

Table VIII – Emerging challenges associated with TradeTech 

 

Data Analytics, automation and digitalization of core procedures 
 

The field of data analytics offers promising perspectives when it comes to the development of 

appropriate responses and solutions. Many international organizations already entered in this 

field and provides automated reports in open source based on the data they collect. Customs 

are lagging behind and should move forward in this area considering the tremendous amount 

of data they get. The extended use of data analytics would support the definition of relevant 

actions and initiatives to implement in order to improve the daily functioning of Customs 

administrations. 

Another important aspect, as noted by the TradeTech survey is the urgent need to move 

forward on the automation of procedures and their digitalization. Trade operators all around 

the world have already moved to the electronic management of their operations. The private 

sector has developed solutions in the tracking of their consignments and the digital 

communication with their customers. They are expecting the same conditions in their relation 

with Customs and to benefit from digital services in a broader manner. The world is definitely 

moving in this direction and the needs in this area were further highlighted during the COVID-

19 crisis. The restrictions in the movement of people and the social distancing proved the 

importance of further relying on technologies avoiding physical contacts. This is also 

absolutely true for the protection of officers when they operate controls on suspicious 

merchandises. 

International Framework for use of technologies 
 

The use of IT is particularly challenging as a result of specific issues which should be 

addressed at international level. There is scope here for harmonizing regulations and for 

rendering technologies interoperable. The lack of competency is another area that should 

also be properly addressed. Technologies are in place, but their extended use is hampered 

by issues related to their implementation. Policies can differ, and tensions can reinforce the 
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decoupling of technologies and create a patchwork of different solutions that increase 

complexity precisely when IT should be making the whole process much simpler. 

The principle of knowing one’s customers can also be applied to knowing one’s enemies. 

The social aspect mentioned in Section III above refers to the new kind of threats that 

emanate from the extended use of IT in our societies. In this perspective, IT must be used to 

combat these threats, as the traditional method of physically operating at borders will 

definitely not provide a solution to such matters. 

IT is a life-facilitator and should be taken as it stands. The increasing complexity of the world 

also stems from a lack of coordination in the area of IT, leading to an increasing number of 

solutions and the need to use different software for the same purpose, depending on the 

countries or the organizations concerned. There is clear potential to take on a leadership role 

and insist on the need for greater coherence, using IT as a practical solution instead of 

creating new challenges. As mentioned earlier, there are many aspects of Customs’ role that 

could be supported by efficient IT systems; however, a proper vision and strategy are 

required in order to define the exact needs and prioritize what should be addressed first. 

 

(B) Customs response 
 

Disruptive technology 
 

Technology is complex. Technology requires new skills and competencies. Technology 

evolves very quickly, and the risk of obsolescence of IT systems and software is high. 

Technology is also expensive. All these frequently made remarks are correct, but they do not 

recognize the undeniable reality that IT is the future of this world, if it is not the case already 

in the present. As stated earlier, the potential of IT in supporting Customs’ functions is 

extremely significant and should be considered in a transversal manner across all aspects of 

these functions. The question is how to address IT matters appropriately and make the best 

use of them, while acknowledging issues related to their development and to the digital 

divide. 

The digital divide is not a problem in itself; it is a fact that should be considered when 

developing IT strategies for any kind of organization. The truth is that, without a proper 

response in this area, the digital divide can be expected to grow continuously in future. IT is 

an overarching matter which deserves a particular approach, based on a detailed and 

specific strategy with clear targets that will respond to Members’ expectations and to the 

needs identified in the light of the global situation. 

Developments occur so rapidly and are so significant in IT that it is possible to feel constantly 

confused and to experience difficulties in assessing what kind of priorities should be set. 

Ultimately, the best way to respond is to approach the matter in terms of the needs and 

expectations expressed by Customs administrations’ main customers. The outcomes of the 

World Economic Forum provide interesting inputs in this regard.  

Another step would be to intensify research and partnerships, especially with other 

organizations, the private sector and academia, with regard to the use of more advanced 

technologies such as the Internet of Things, blockchains, 3D printing, artificial intelligence 

and robotics. Efforts are currently under way to assess where Customs administrations stand 

in their implementation of digital solutions involving these advanced technologies, but the 

practical work undertaken so far is still at the initial stage, and more should be done. It is still 

not clear to all Customs administrations how these technologies could improve their 
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operations. Research and discussions with partners could be helpful in defining a way 

forward and developing pilot projects based on clear objectives with a generally high 

understanding about the rationale of such initiatives. Technologies are numerous, and 

resources cannot be spent on each of them; it is important to focus in on those IT solutions 

capable of bringing about significant and positive change to the future of Customs 

operations. All the steps presented above will require a strong commitment from the WCO 

and Customs administrations in the development and implementation of a clear IT strategy, 

as well as an appropriate allocation of financial and human resources in order to move in the 

right direction, to develop competencies and to provide high-level capacity building support. 

At national level, Customs officers should also fully be part of this technological shift, being 

granted with the appropriate training in order to embrace new procedures and Customs 

functions.  

Data Analytics, automation and digitalization of core procedures 
 

Many points raised in connection with the TradeTechsurvey call for the further digitization of 

procedures, such as digital payments, cloud computing, digital documentation, smart borders 

or open supply chain information systems. These aspects are far from being new, and, as 

the whole world is moving forward, there is clearly an urgent need for Customs 

administrations to step up to the mark. Lagging behind in these areas will become 

increasingly problematic, and so they will probably serve as a good starting point for the 

WCO and Customs administrations to implement IT developments. Considering the rapid 

technological developments, Customs declarations as they currently stand could become 

obsolete at some point and be replaced by the collection of Customs data through shared 

digital channels with involved parties. The WCO needs to be prepared to this evolution by 

playing a role in the collection and sharing of Customs data. With regard to the digital divide, 

there is a need to return to basics and to allocate the resources necessary to equip all 

Customs administrations with a set of tools to firstly fully achieve basic objectives, as well as 

provide them with proper capacity building support. 

If practices vary according to the resources available and the level of development, some 

preliminary steps should be taken at the very least to enable each Customs administration to 

become more digital with regard to its basic procedures of control, facilitation and revenue 

collection. The concept of smart borders will never be possible without smart Customs and 

smart interoperability. A second step, which would involve Customs administrations from 

developed countries as well, would be to lead a global movement towards further border 

integration and connectivity of multiple agencies and actors. The full potential of IT is 

naturally realized with harmonization, which seeks to avoid having a large number of isolated 

systems that cannot communicate with each other. The aim here is not to implement the 

same system for all actors, but to ensure fair competition and independence in making 

choices. It should be realized in a spirit of enhanced interoperability through the 

reinforcement of partnership between agencies and also with IT service providers. The 

successful developments observed in the context of NII should constitute the main basis for 

going further and for extending the same principles to other aspects of Customs functions. 

Through NII, the WCO demonstrated that it was feasible to gather all interested parties 

around the same table and to ask them to work together on harmonized solutions. 

Fragmented markets with a distinct infrastructure, standards and ecosystems were reported 

by almost the half of the respondents to the World Economic Forum survey as being the 

emerging challenges associated with TradeTech.  

Digital Customs will facilitate the collection and treatment of data for analytical purpose. 

Sections II and III of this paper highlight how the amount of data collected by Customs could 
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become a strategic tool with regard to facilitation and the protection of societies. Modern 

organizations and administrations should rely on dedicated units specialized in the analysis 

of data, an aspect that should be integrated in the culture of Customs. The WCO already 

relies on its Information & Intelligence Centre (I2C) for shaping outlooks based on 

information obtained through open sources. This Centre should gain more importance in the 

future and establish itself as a structural necessity for Customs in general. The world of open 

source is extremely valuable for raising collective intelligence and for observing trends over a 

specific period of time. As is the case for other international organizations, the WCO would 

gain in visibility and recognition by sharing data that allows external stakeholders to refine 

their own vision and forecasts, in a globalized world where information is fully accessible and 

useable on a large scale. Regarding the treatment of confidential data held by Customs, the 

WCO initiated the BACUDA project to train data analysts in Customs.  This is part of the 

WCO efforts to nurture data literacy and scientific culture within Customs, but this change of 

mind set should not be limited to practitioners but also should involve Customs managers.  In 

this connection, it is important to consider the need to internalize data analytics within 

Customs rather than outsourcing the key parts that require Customs domain knowledge. In 

the meantime, a proper attention should be given to data protection, especially when it 

comes to personal information, as this represents an area where cyber-criminality will 

increasingly try to benefit from.  

International Framework for use of technologies 
 

This is where you could emphasize the role of the WCO in ensuring interoperability by setting 

standards, including Data Model. 

The extended collaboration with other international organizations and the private sector that 

is needed in this area could naturally respond to the most predominant challenge mentioned 

by the private sector in IT: the different technology regulations across jurisdictions. Global 

rules on technologies and also on the sharing of data are necessary to ensure a coherent 

approach and to avoid over-complexity. There is a responsibility for Customs and all 

stakeholders at borders to come together and provide solutions that are adaptable and 

comparable between each other. Tensions and barriers are expected in the future; this is 

something that everyone will have to deal with. Global standards commonly agreed between 

agencies and industries should make it more difficult to leverage the differences between IT 

systems in an attempt to disrupt trade flows and alienate countries. 

In this context, the WCO could play a key role in developing IT standards that could ensure 

full interoperability between the systems of Customs administrations and for the sharing of 

information, taking into account data protection and commercial sensitivities. Global Customs 

standards in IT, such as the Data Model, constitutes a clear path forward to move as a 

Customs community as a whole. 
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(C) Desirable future 

 

V. Legal aspect - Customs and regulation: what is the 

future for WCO standards? 
 

(A) Outcomes of the workshops and Secretariat’s analysis - Soft power and 

WCO mechanisms 
 

Implementation of standards 
 

The WCO, as a standards-setting organization, provides its Members with a significant 

number of tools and instruments of different kinds to guide them towards greater 

standardization of Customs procedures. The WCO instruments are kind of soft-law in nature, 

meaning either non-binding or binding but not enforceable before a court. This approach 

allows for greater flexibility compared to hard-law. Some of these instruments are binding in 

nature, such as the RKC or the HS Convention, but the majority of them have not been made 

mandatory. In addition, the Organization does not rely on a monitoring or control mechanism 

to follow up on the implementation of these standards. 

 

The direct consequence is an uneven implementation of WCO standards by Members with 

no means of assessing their level of implementation. A standard must be properly 

implemented in order to become useful and to be referred to as such, and countries are 

relatively free to agree to Customs regulation without paying any attention to WCO 

standards. 

The WCO annual survey on Members’ engagement, conducted between February and April 

2020, included specific questions on the use and/or implementation of WCO tools and 

instruments in the past. From the 102 responses received from Members, it has been 

possible to produce some estimates regarding the overall usage of these tools by Members. 

The conclusions showed that, out of the 137 tools and instruments listed, 12 had allegedly 

been used/implemented by more than 70% of the respondents. This list especially included 

the WCO flagship instruments such as the HS Convention, the RKC, the SAFE FoS, the Risk 

Management Compendium and the Customs Valuation Compendium. A total of 33 tools and 

instruments had allegedly been used/implemented by at least 50% of the respondents. On 

the contrary, 104 tools and instruments had allegedly been used/implemented by less than 

IT and the digitization of procedures are embedded in the DNA of Customs 

administrations. A clear understanding of the technologies present on the market allows 

for the proper allocation of resources in connection with relevant solutions to improve 

Customs’ functions. Smart Customs are leading agencies in the development of smart 

borders, cooperating fully with other agencies and the private sector towards smart 

interoperability and connectivity of IT systems. Customs leaders and officers are properly 

trained to manage their evolving role, closely related to an increasing proportion of digital 

goods and transactions in world trade and to migration. Full use is made of the data to 

enhance intelligence, and their analysis forms part of the Customs culture for appropriate 

initiatives and decisions. 
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50% of the respondents and 68 tools and instruments by less than 30% of the respondents 

(Table IX). 

Table IX – WCO Members’ engagement survey 2020 – general overview on the 

use/implementation of tools and instruments 

Another aspect for consideration is probably the very high number of tools and instruments 

produced by the WCO, which makes it difficult for Members to follow up on any 

developments and for the Secretariat to keep them all up to date. Ultimately, a single robust 

tool is worth more than a hundred obsolete ones, and so attention should be paid to this 

aspect in order to remain relevant in a fast-paced global environment. This is especially true 

with regard to the burdensome procedures involved in reviewing and updating instruments 

and tools, which can impact negatively on the agility of the Organization in the international 

context. 

Other International Organizations 
 

The lack of control and monitoring does more than merely hamper efforts in calling for 

greater political will from governments. A trend was observed over the past few years 

regarding the gradual foray of international organizations into the field of Customs, where the 

WCO is the leading organization in such matters. Other international organizations develop 

their offer in capacity building support for Customs-related matters, often with more 

significant resources at their disposal than those of the WCO. The same trend was recently 

observed in global regulation through the WTO Trade Facilitation Agreement, which contains 

a large number of articles directly borrowed from the WCO RKC. 

This international context may raise some concerns, especially with regard to the potential 

loss of influence of the WCO as demonstrated in the results of the external audit performed 

in 2020. However, it is a context that the WCO and Customs will have to deal with in the 

future, as it is unlikely that this trend will come to an abrupt end.  

9%

15%

26%

50%

More than 70% of the respondents

From 50 to 70% of the respondents

From 30 to 50% of the respondents

Less than 30% of the respondents
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(B) Customs response 
 

Implementation of standards 
 

There is no doubt that the expertise of the WCO in Customs-related matters is recognized 

worldwide. The WCO is the only organization that focuses exclusively on Customs, and it 

has incomparable technical knowledge in this area. This is a real strength, but it can also 

appear as a weakness at international level. 

Other international organizations might be bigger in terms of financial and human resources. 

WCO’s technical expertise lends it legitimacy and wide recognition, but other aspects have a 

tendency to diminish its influence. This results in a lack of political will when it comes to 

garnering support for the proper implementation of WCO standards, leaving room for other 

international organizations to enter the Customs field.  

The high number of WCO tools and instruments probably calls for discussions on their 

relevance, especially in view of the changing environment and new realities. Some essential 

instruments in priority areas could be flagged to be the focus of efforts to keep them 

constantly up to date and ensure their timeliness. In this connection, a discussion on WCO 

procedures for the development and review of tools could be launched in order to make it 

more dynamic and offer the possibility for immediate reaction in case of urgent need. This 

need for agility was clearly highlighted by the COVID-19 crisis and calls for specific attention. 

The development of the Secretariat’s notes during the crisis demonstrated the benefit of 

being able to respond without being constrained by burdensome procedures, and could thus 

serve as a basis for possible ways forward. More efforts could be deployed in highlighting a 

limited number of WCO flagship instruments, formally supported by minor tools and 

instruments to facilitate their implementation. In this perspective, a review and cleaning of 

WCO library of tools and instruments could constitute a relevant path forward. 

 

Same consideration could be applied on WCO working bodies, where those which do not 

produce results could be closed, while the agenda of others could be refined to be more 

strategic and focused on specific priorities and instruments according to needs emanating 

from current realities.  

 

The proper implementation of WCO standards and Customs rules should further be 

addressed at regional level, where the priorities and challenges are comparable. In this light, 

the regional network of the WCO could serve as a valuable tool that should be further 

developed. The WCO counts on ROCB, RILOs, RTC and laboratories, representing a strong 

asset at regional level that should be enhanced. The current situation implies that 

communication, partnership and cooperation could be push forward in order to circulate 

WCO tools, messages and recommendations in a more efficient way. The relation between 

the WCO and its regional offices could be clarified and reinforced through the use of more 

engaging framework, establishing clear commitments on both sides. This could support the 

development of common strategies and the establishment of a solid Customs network. This 

would appear as an area of further consideration to strengthen WCO’s positions and 

influence at international stage. Strengthening regional cooperation could increase the 

involvement of Members provided that they agree on common achievable ground for regional 

projects. Another option could be to support enhanced cooperation on certain issues with 

willing Members (from the same Region or not) and leave the choice to other Members to 

join the initiative or not. 
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The expertise of the WCO could be utilized in the resolution of Customs-related conflict, 

given that the Organization is the most relevant one to deal with these specific matters. The 

WCO could develop its understanding in this field in order to create its own mechanism. This 

would certainly constitute a way of shedding light on the organization as an authority in 

Customs matters. Similar consideration could be given to monitoring the implementation of 

WCO standards, using the first lessons learned from the use of the recently developed 

performance measurement mechanism to reflect on opportunities to raise Members’ 

commitment in implementing these tools. 

Other International Organizations 
 

The move of other international organizations entering in Customs field is not prohibited, and 

they are moving forward because there is room for them to do so. There is no reason to 

believe that they will step back at some point from their activities in this area. This will require 

the WCO to adapt and make the best of the situation. Other international organizations 

certainly have the means, and the WCO definitely still has the expertise. There is an 

opportunity to introduce a number of joint initiatives where this expertise would be fully 

utilized, reaching a larger scale and opening new horizons for WCO action. 

WCO influence could benefit from closer relations with bigger international organizations, as 

a result of which it would enjoy greater visibility and access to discussions and exchanges at 

ministerial level. These partnerships would offer ideal conditions for raising awareness about 

WCO tools and instruments and facilitating their adoption and implementation by 

governments. The WCO could turn this whole environment to its advantage, taking the lead 

in the development of a proper legal multilateral framework of cooperation between 

international organizations and promoting the importance of strengthening partnerships. 

Again, this move would position the WCO as the leading organization in bringing multiple 

actors to the same table, working towards better coordination and coherence in different 

initiatives. 

Setting standards should serve the purpose of drafting international regulations. If the WCO 

is not, by nature, a true regulator, it always can put forward new areas for discussion at the 

level of other international organizations and participate in the development of new laws. In 

this light, the WTO TFA could be a typical case of development of international norms with a 

WCO-administered RKC evolving from soft law to hard law. This development was helpful for 

WCO to get more political support and the scope extended to other border agencies.  In turn, 

the WCO produced more tools in support of RKC to make RKC an indispensable 

implementation tool for the TFA. This example could constitute a basis for future use of WCO 

tools and instruments and their inclusion in international regulation. 

 

Some specific issues, directly impacting Customs operations, are not legally addressed in 

depth at global level, providing room for the WCO to enter new fields. This is, for instance, 

the case for the non-fiscal aspects of Customs cooperation. Article 12 of the WTO Trade 

Facilitation Agreement17 offers a legal framework limited mainly to fiscal aspects of Customs 

cooperation. There is an opportunity here to also place the non-fiscal aspects of such 

cooperation on political agendas and be involved in shaping international rules in this area. 

This is just an example to show that the WCO could also demonstrate proactivity in 

highlighting the need for international rules on specific matters. This assumption could be 

applied to a wide variety of topics such as e-commerce, digital trade, passenger control, etc. 

                                                           
17 https://docs.wto.org/dol2fe/Pages/SS/directdoc.aspx?filename=q:/WT/L/940.pdf&Open=True 

 

https://docs.wto.org/dol2fe/Pages/SS/directdoc.aspx?filename=q:/WT/L/940.pdf&Open=True
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When drafting new legal instruments that focus on Customs, international organizations 

should always consider the opinion of the WCO and fully involve it in the various stages of 

consultation and development. 

(C) Desirable future 

 

VI. Environmental aspect - A sustainable world: what role 

can Customs play in the green economy? 
 

(A) Outcomes of the workshops and Secretariat’s analysis - A shift in 

mentalities 
 

Green economy and society 
 

An important aspect related to the COVID-19 crisis is certainly the fact that environmental 

issues have again been thrust to the forefront of attention. The disruption to human activities 

has had an impact on greenhouse gas emissions, which has helped raise awareness of their 

negative consequences for the planet as a whole and of the need to modify our production 

and consumption habits.  

The fact is that what is traditionally referred to as growth has always induced, in its original 

form, a negative impact on the planet (Table X). Our willingness to break this vicious cycle is 

gradually informing public debates and will grow in importance in the future, as the survival of 

the human species also depends on the sustainability of our world.  

The WCO is an agile organization that focuses on clear priorities and is sufficiently flexible 

to keep its main tools and instruments up to date in a rapidly changing environment. The 

WCO is widely recognized as the main authority in Customs-related matters; it is a 

proactive partner in its communications with other International organizations and a strong 

promoter of global cooperation. This role gives clear visibility to the WCO, which is 

considered as a viable and indispensable interlocutor by senior government officials. Its 

expertise is duly considered for the purpose of global regulation and the provision of 

capacity building support. 
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Table X – Relative change in main global economic and environmental indicators from 

1970 to 2018 

Source: European Environment Agency (EEA) 

 

Over the past 50 years, producing wealth and growth has been closely related to increasing 

our environmental footprint. The world is now entering a time period where discussions about 

ecology are placed high on political agendas. Some legislative developments are already 

taking place in that sense, especially in the EU through the Carbon Border Adjustment 

Mechanism. The potential extended developments of such mechanisms could lead Customs 

to take care of the collection of a new kind of taxes. Their preparedness and understanding 

on these aspects should duly be considered in this context. 

Ultimately, it is likely that entire societies will have a negative regard for those sectors that do 

not seem to contribute to global efforts in this respect. Every sector and every citizen have a 

role to play in this regard and should assess how, at their individual level, they could make a 

change in their daily lives and behaviour to become more environmentally responsible. 

This shift will take some time, however; changing habits is possibly one of the most difficult 

objectives for humans to achieve. The world still relies heavily on polluting industries, and our 

production and consumption patterns still imply an over-harvesting of natural resources, an 

over-exploitation of soils, and an over-usage of chemicals. Every day, new types of products 

appear on the market and offer an ever-increasing choice to consumers, who are not always 

aware of the environmental footprint of the products they buy. 

The trends of these past few decades are also moving towards a multiplicity of products with 

planned obsolescence. Awareness of sustainability matters is increasing, as is the range of  
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consumption products, leading to an unprecedented amount of waste that will continue to 

grow in the future (Table XI). 

Table XI – Projected waste generation 

Source: World Bank 

This trend is global, and the figures are alarming, given that countries are already 

experiencing challenges with regard to waste management and recycling. Multisectoral 

efforts are also needed to respond effectively to new kinds of criminalities related to the 

smuggling of dangerous waste. The life-cycle of products is traditionally assessed, but little 

has been done regarding their after life-cycle, and recycling remains at the initial stage in 

many countries. 

Questions related to the life-cycle of products will also have a growing place in societies. 

Reducing waste and extending the use over time of certain products, while accelerating 

developments in recycling, will be accompanied by new challenges regarding the border 

treatment of these goods. The circular economy concept is becoming predominant, and 

global discussions on how to move forward in this context are already taking place. Trade in 

second-hand goods is flourishing and was not fully taken into account in national laws and 

international regulations. It is time to rethink the tools, practices and laws currently in 

application, in order to adapt them to a global economy that should drastically change in the 

future. 

Wildlife 
 

Customs have been involved in the protection of wildlife for many years, preventing the trade 

of endangered species and the traffic of products emanating from poaching. This is 

particularly demonstrated through the yearly conduct of WCO operations specifically 

targeting these criminal activities. The role of Customs in the protection of wildlife could 
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become even more pregnant in the future, as statistics show a dramatic continuous increase 

in the number of endangered species on the planet (Table XII) 

Table XII – The number of endangered species is rising 

 

These traffics are not only an environmental disaster, accelerating the disappearance of 

entire species, they also constitute a threats for society. As the correlation between global 

warming and the spread of some infectious diseases had been demonstrated, the potential 

of the animal-human interface to act as the primary source of emerging zoonotic diseases 

has also to be considered. 

The COVID-19 pandemic brought many questions regarding the future of humanity and the 

potential rise of viruses because of human activities. The fight against this illicit trade might 

become a priority area in future and Customs should be ready to contribute to these efforts, 

appearing as an active agency in these matters and registering significant results 

(B) Customs response 
 

Green economy and society 
 

The shift towards more eco-responsibility leads to procedural changes and modifications of 

lifestyles, and sometimes faces opposition because of these necessary adaptations. Even 

though the COVID-19 crisis has helped to raise awareness on these issues, discussions on 

all aspects involved are still necessary to move forward on these questions. 

Customs have traditionally been involved in the fight against environmental crime through 

their activities related to the trade of livestock, the trade of protected species and their related 

products, as well as the trade of illegal timber. The recent cooperation with the Basel 
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Convention also demonstrates its commitment to finding appropriate solutions with regard to 

environmental issues in the future. 

In terms of environmental matters, the position adopted and messages conveyed should be 

strong and accompanied by practical measures. The WCO and Customs administrations 

should act as role models in international debates, stating their commitment as a 

governmental body. The change in societies will begin with attitudes demonstrated by 

governments, and there is a clear role to play for the WCO in this respect. There is a clear 

opportunity for Customs to take part to environmental education of citizens and be seen as a 

strong defender of the environment. Environmental considerations should become part of the 

Customs culture and should be included by default in the tools and instruments developed. 

The shift of Customs towards carbon neutrality and more environmentally-friendly practices 

will begin with raising the awareness of their staff and developing internal policies to move in 

the right direction. 

Other logical moves are related to the previous sections presented in this document. The 

increased use of technology would reduce the use of paper and make Customs operations 

more efficient, doing away with the queues at borders. The link between traffic jams and 

GHG emissions has already been clearly demonstrated and should become a matter of 

particular attention for Customs. 

The trends observed in trade should also be thoroughly assessed, to develop responses and 

solutions in line with future flows. The WCO has begun investigating further into the 

questions related to waste management, especially plastic wastes. This is a positive signal 

that will have an impact on general procedures. Consideration could also be given to the 

questions related to the circular economy. Borders will increasingly face major flows of waste 

and recycled goods. The right instruments should be in place for the determination of their 

origin, valuation and classification. Customs will need to be prepared to provide appropriate 

responses and be equipped with the right tools to manage these flows and demonstrate their 

readiness in the light of this evolution. There is therefore a need for proactivity in adapting 

these instruments in a timely manner. 

Within this perspective, cooperation with other international organizations in developing 

common solutions and providing the necessary expertise will also be deemed essential. 

Carbon neutrality and circular economy, including plastic wastes, are already of particular 

interest for the WTO and the G7/G20, which offers opportunities for partnership. The WCO 

has already developed contacts with agencies, and this kind of initiative should be pursued in 

future. This should go hand in hand with the development of global frameworks as an 

appropriate response to these new trends and a means of all moving together in the same 

direction. 

 

Wildlife 

 

Customs will continue to play a key role in the protection of endangered species and the 

WCO will continue to support developments in this important area. The current trends call for 

greater commitment in order to contribute to a more sustainable world and Customs have 

clearly all the tools and expertise to bring value. Globalization and increasing trade 

transactions allow for the circulation of expensive goods emanating from poaching and exotic 

species that should not be displaced. Preventing these flows is already engraved in Customs 

DNA and would become more important in light of global warming and the related circulation 

of infectious disease. The role of Customs will be increasingly preponderant in these matters. 
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(C) Desirable future 

 

Conclusion 
 

This paper presents the most important issues to be considered in the preparation of the 

future of Customs and of the WCO. The trends and outcomes presented will shape the 

development of the Strategic Plan 2022-2025, which will seek to be entirely relevant with 

regard to the desired direction that Customs should take in the future. 

All the aspects of the PESTLE methodology and many interrelated issues will be addressed 

through the coherent adaptation of the WCO and Customs in the light of world trends. 

Essentially, this paper calls for better adaptability, greater proactivity and further cooperation 

on a global scale. The urgent needs in these areas have been clearly demonstrated during 

the COVID-19 crisis, which should be viewed as an exercise in lessons learned that require 

action by the entire Customs community. 

The future of Customs will greatly depend on the initiatives taken, in a coherent and timely 

manner, by both the WCO and Customs to achieve the desirable outcomes presented in the 

six sections above. Customs will continue to be needed in the world of tomorrow, and they 

are expected to devise appropriate solutions in preparation for its challenges and 

characteristics. 

Anxiety and scepticism are not viable solutions for moving forward. The world is increasingly 

complex, but every challenge can be addressed with an open mind and appropriate 

solutions. There is an opportunity for the WCO and Customs to show leadership in 

connection with many emerging challenges and to position Customs as a global solution 

provider. 

Key words for years to come: what Customs need? 

 Adaptability: notwithstanding the scenario in front of them, Customs should be able to 

address in consistent and flexible manner the matters it brings. Adaptability is the key 

for ensuring sustainability. 

 Proactivity: emerging trends and new development bring new needs and call for 

adaptation of tools, procedures and regulation. Customs should be a leading agency 

in proactively addressing what needs to be addressed now to prepare the future, and 

not react in emergency to a matter that was known for a certain time. 

 Agility: Customs should be equipped with the right tools to immediately intervene in 

case of crisis. Agility is key to secure business continuity and ensure resilience of 

supply chain. The WCO could benefit from such agility in the procedures to update its 

tools and instruments. 

The WCO and Customs are recognized for their initiatives aimed at promoting stronger 

commitment to environmental matters. The conventions, tools and instruments of the 

WCO include an environmental perspective, demonstrating that sustainability is part of the 

Customs culture. The treatment of waste and recycled goods has been considered and 

included in practices related to classification, valuation and origin, leading to an update of 

the relevant tools as an appropriate response to the characteristics of new trade flows. 
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 Open-mindedness: nothing is impossible and every problem has its solution. The 

world of today and the world of tomorrow need to be regarded with confidence and 

positivism to move forward and avoid of being stuck in endless worries. 

 Coordination: the recovery of the post-crisis world will not be possible without proper 

coordination of efforts and cooperation between sectors. Customs should act together 

with their partners in order to define common solutions, common goals and common 

success.  
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ANNEX – Results of the SWOT analysis 
 

The following SWOT Analysis were the views expressed during the six regional workshops 

discussions, the PSCG and WCO Management discussions. These results have served as 

basis for the above Environmental Scan.  

 

Political Aspect 
 

Strengths Weaknesses 

 Importance of Customs in facilitating the 
movement of essential goods 

 Role of Customs, as the “umbrella” at 
the borders 

 Importance of Customs in national 
budgets 

 The role of Customs give them a natural 
leadership 

 Crisis are highlighting the importance of 
international organisations – new 
momentum 

 Geopolitical aspect that brings Customs 
to the front (BREXIT) 

 Regionalization of trade (USMCA, 
AFTA, ASEAN, RCEP) 

 Customs is an information provider 

 Disparities between countries on the 
status of their enforcement agencies, 
including in the structures of Customs 

 Lack of coordination between agencies 

 Lack of coordination between Customs 
administrations 

 Increase instability, on security and 
economy and even political environment 

 Lack of agility to quickly adapt 

 Customs are not always considered in 
the political agenda 

 Gap between political (dis)agreements 
and operational daily practice / political 
interference 

 High rotation in governments and 
political leaders 

 Customs are not directly represented at 
State secretary/Ministerial level 

 Misalignments that come with different 
and sometimes contradictory laws and 
regulations 

 Customs agencies have limited political 
influence and are not always consider as 
a competitive tool 

 Act on basis of day-to-day information 

 Lack of mid-term and long-term visions 

 Technical aspect of Customs function 

 Investment in Customs infrastructure not 
always the priority 

Opportunities Threats 

 Customs should be the focal point at the 
borders, in charge of liaising with other 
enforcement agencies, extend the 
coverage beyond traditional partnership 
with enforcement (quarantine, health, 
environment) 

 Integrated systems at the borders, with 
enhanced partnership between 
stakeholders 

 Build on the structural importance of 
Customs to become a trusted advisor of 
governments, while being managed in 

 Unbalanced approach between 
facilitation and enforcement 

 Lack of recognition of Customs’ role and 
limited scope of action 

 Customs not able to quickly adapt to 
changing economic and security 
environment, and political landscapes 

 Insufficient coordination between 
Customs, lack of networking 

 Increased level of protectionism 

 Outdated tools and instruments to face 
realities 



 

44. 

an autonomous way  Increased 
political will 

 The WCO could provide more stability 
in the global environment / Business 
continuity plans 

 The WCO could have stronger role and 
leadership in operational responses, as 
demonstrated during COVID-19 

 Enhance CBM at national, regional and 
international levels 

 Empowerment of the regional network 
to get closer contact with RILOs and 
affiliated countries 

 Broad adoption of IT solutions to 
exchange information in real time, 
development of appropriate platforms to 
ensure this 

 Raising WCO profile at international 
level, including in trade agreements – 
Address challenges not covered by an 
official world organization (quarantine, 
money laundering, intangible) – 
Customs were not traditionally a policy 
agency, moving role – World Border 
Organization 

 The WCO could develop new products 
that raise visibility of Customs 

 Stress to governments the importance 
of value chain and avoid disruption 

 Become the moderator regarding 
regulations, contribute to revenue 
collection and collaborate with the 
economy and Trade by partnering with 
industry and government 

 Solid partnership with the private sector 
makes sense in terms of communicating 
customs' agenda to other government 
authorities 

 Technical aspect in drafting legislation 

 Cooperation for development 

 Role in disaster preparedness, going 
beyond natural disaster 

 Customs as a hub 

 Lack of visibility and international 
consideration for the WCO 

 Other International Organizations 
entering in Customs field and providing 
assistance on Customs matters. 

 Integration of Customs into bigger 
departments involving other services / 
Disappearance from political radar 
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Economic Aspect 
 

Strengths Weaknesses 

 Direct contact with economic operators 

 Development and management of 
facilitation tools such as AEO and MRA 

 Framework of Standards on E-
Commerce 

 Position of Customs to ensure business 
continuity 

 Customs are essential in times of crisis 

 Agility and proactivity showed in times of 
COVID-19 

 Customs do not sufficiently leverage on 
new technologies to ease procedures 
and flows of goods 

 Small consideration to the new realities 
brought by technologies such as 3-D 
printing and autonomous transportation 

 Treatment of e-commerce goods and 
intangible goods 

 Lack of implementation of WCO tools 
and instruments 

 Not tool to identify revenue leakages 
due to e-commerce 

 Many Customs administrations are not 
equipped to cope with ever-increasing 
trade volumes and the accompanying 
complexity of transactions 

Opportunities Threats 

 Use of new technology by Customs to 
fully connect supply chains – invest in 
the appropriate infrastructure 

 Manage data at global level through a 
dedicated platform, apply a fee for each 
transaction 

 Regionalization of Customs tariffs and 
procedures, Regional FTA / Localization 
of supply chains, warehouse and hubs 

 Adaptation to a world “de-globalized”, 
connected and ruled mainly by 
electronic transactions 

 Provision of E-Services – Build trust with 
other stakeholders 

 Revenue collection models, adapted to 
new international actors 

 Facilitation for legal trade and SMEs, 
keep the world competitive and avoid 
the apparition of multinational more 
powerful than countries 

 Development of secure trade lanes 

 Exploration of new ways of funding for 
the WCO 

 Work on digital transaction at 
international level, adapted solutions to 
be found 

 Parcelisation of trade 

 Integrated businesses 

 Many of these businesses have been 
unable to sustain viable revenue levels, 
and many of them will fail without 
external support. Measures may include 
deferral of duties and taxes or 

 Data management, access and 
treatment being exclusively the property 
of private business 

 Some concepts could become irrelevant 
or outdated, such as rules of origin or 
valuation methods 

 Outdated procedures, not relevant with 
the new normal 

 Trade disruption if not properly 
addressed according to new needs 

 Regional communities complicate tariff 
regulations and applications as well as 
documentary requirements. Bilateral 
trade agreements cause additional 
complexity and confusion. 

 Revenue collection could become 
problematic if not properly addressed  
Re-consideration of Customs role and 
financing? 

 Economic diversification could be 
challenging, as well as the reshoring of 
supply chains 

 Limited resources of the WCO while the 
work load is continuously increasing 

 Disappearance of SMEs, world ruled by 
digital multinational above states 

 Digital multinational push the focus of 
Customs on revenue more than 
facilitation 

 Crisis came with an increase of revenue 
function for Customs, possible rise of 
duties or additional measure to protect 
local markets 
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waiver/leniency in respect of monetary 
penalties and punitive interest charges 

 Specific sub-set of documents and 
procedures designed to simplify the 
process of clearing low-value shipments 
from e-commerce 

 Entering in era of recovery that will be 
slow 

 Shared effort in the treatment of e-
commerce 

 Assessment framework on fiscal matters 
to make sure of compliance of traders 

 Faster oriented trade flows 

 Diversification of consignments increase 
the risk of fraud and illicit financial flows 

 Electronic currencies increase the risk of 
illicit financial flows and money 
laundering 

 Parcelisation of trade 

 New barrier to trade regarding 
intellectual property (in the case of 
digital trade), archaic customs 
procedures that misalign with modern 
technologies for transportation and 
cargo tracking 

 

Social Aspect 
 

Strengths Weaknesses 

 Data collection and handling, if properly 
used could be a game changer 

 Capacity building programmes well in 
place to educate 

 Customs are not sufficiently agile to 
cope with rapidly changing world 

 Diversity of WCO Membership with 
different level of development 

 No approach when it comes to the 
treatment of dematerialized goods 

 Traditional risk assessment is not 
adapted to e-commerce reality 

Opportunities Threats 

 Redesign Customs operating models to 
be able to adapt borders quickly 

 Explore new competencies for Customs 
(human migration in vulnerable situation 
and intangible goods) 

 Use of technology to track and identify 
dangerous goods circulated in a 
dematerialised way 

 Training of officers to deal with the new 
challenges and threats – Establish 
capability in new trends 

 Enlarged Customs mandate with regard 
to border protection and protection of 
societies – Diversification of tasks 

 Crisis and major change put Customs 
and WCO at the centre of attention – 
Need for more agility and resilience to 
deal with urgent matters 

 Reinforce the role of RILOs 

 Customs could appear as a true 
facilitator in the distribution of vaccines 

 Explore fully the opportunities offered by 
data analysis and the publication of 
statistics 

 More involvement in biosecurity border 

 Integration of intelligence 

 Customs are too heavy to quickly adapt, 
loss of influence and credibility 

 Transfer of technology: smuggling of 
dangerous goods in an electronic way 

 Customs are not equipped or trained to 
deal with the new challenges, technical 
expertise should be developed 

 Reputational threats if Customs are not 
equipped to deal with new challenges 
and expectations 

 Demographic trend and aging of 
population 

 Illegal migration 
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Technological Aspect 
 

Strengths Weaknesses 

 Data collection 

 Standardization of procedures 

 Capacity building 

 Role of WCO in informing and raising 
awareness among Members on existing 
international standards that could serve 
Customs’ purposes 

 Larger reach and savings through the 
use of electronic communications and 
conference platforms 

 Fruitful collaboration with tech 
companies on NII 

 IT solutions do exist but they are not 
sufficiently implemented in Customs 
operations 

 Strong differences in the level of 
development between countries 

 Lack of clear strategy and programme 
at WCO level 

 Customs are facing difficulties to keep 
pace with technological developments 

 Customs systems are quickly outdated 

 Investment in IT is considerably high 

 Lack of interoperability in the IT 
solutions used by Customs 

 Infrastructure limitation and privacy 

 The crisis highlighted over-reliance on 
manual workflows and paper-based 
processes 

Opportunities Threats 

 Fill the gap by providing a significant 
level of capacity building in this area 

 Development of Customs standards in 
IT, leveraging on technologies such as 
blockchain and artificial intelligence 

 Enhance access to new tech offering 
free tools (Data Model) 

 Enhance usage of open-source 

 Development of a proper IT and data 
analytics strategy 

 Availability of technology 

 Enhancing the interoperability of 
systems and partnership with other 
stakeholders 

 Engage with other international 
organizations, such as the WTO, on 
digital services 

 Engage with tech companies, trade, 
institutes and academia to develop 
appropriate solutions 

 Find right balance between use of IT 
and human intervention 

 Develop appropriate solutions and 
realistic, such as digital payment, 
electronic certificates, electronic 
authorization, tracking devices, 
automated clearance and e-invoicing 
standards, to respond to concrete 
issues and inefficiencies 

 Missed opportunity for modernization 
and adaptation to world’s realities 

 Lack of interoperability and proliferation 
of different IT solutions 

 Massive cyberattack, hacking or spying 

 Concerns regarding personal data and 
privacy 

 Massive breakdown that would oblige 
societies to go back to paper-based 
procedures 

 Absence of rules and common 
standards regarding the treatment of 3D 
printing and products emanating from 
other technologies 

 Lack of access to new tech – Digital 
divide 

 Loss of focus on realistic and 
implementable solutions – Lack of 
concrete vision on how to apply digital 
solutions for Customs purposes 

 Decoupling technology 
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 Explore the potential of soft 
infrastructures 

 System designs should be aligned with 
user capacity and be compatible with 
commercial e-doc systems in common 
use by the trading sector 

 From Single Window to Trade 
Connectivity 

 Blockchain is one technology that could 
be explored to collect data and keep it 
secure. In contrast, big data analysis 
should identify problems and 
complications in the customs and the 
entire supply chain. 

 Donor funding 

 To be successful, digitalization will mean 
modernizing old processes and not just 
automating them 

 Control of IPR with IT 

 Customs as a hub 

 IT unit within the WCO 

 

Legal Aspect 
 

Strengths Weaknesses 

 Global recognition of WCO expertise 

 Quality of standards published 

 No monitoring or control mechanism to 
follow on the implementation of 
standards 

 Other organizations enter on Customs 
field 

 Many WCO Convention and Customs 
legislation are outdated 

 Implementation of WCO Convention is 
not mandatory 

 Heavy procedures when it comes to the 
update or review of Conventions 

 Dispute settlement and enforcement 
mechanism 

 Political will 

Opportunities Threats 

 Establishment of a control procedure to 
ensure proper implementation of the 
tools, binding nature of the tools 

 The WCO could develop a dispute or 
resolution mechanism in case of tension 
– increase legitimacy and trust 

 Reinforce the role of WCO at 
international level, making it the 
Organization in charge of Customs rules 

 Review of the update procedure for the 
Conventions, making it more agile 

 Loss of influence of WCO tools, loss of 
interest and momentum 

 Customs matters being dealt with in 
binding agreements developed by other 
International Organizations 

 Outdated Conventions and legislation 
that could make Customs irrelevant at 
some point of time. 
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 Modernization of legislation to include 
new and next generation topics 

 Multiply WCO actions at ministerial 
level, like the WTO is doing, reaching 
WB and IMF Finance Ministers 

 Establish a system of WCO certification, 
widely recognised and approved 

 Use of Secretariat’s notes to respond to 
heavy procedures 

 Audit model (OECD) 

 Trade review 

 Explore partnerships with other entities 
benefiting from political will, such as UN 
on security check, and WTO on 
facilitation 

 Lack of framework on non-fiscal 
aspects, article 12 WTO is limited to 
fiscal cooperation between Customs 

 Legal multinational framework of 
cooperation 

 Phased approach for implementation 

 

Environmental Aspect 
 

Strengths Weaknesses 

 Customs have a longstanding 
experience in matters related to the 
Environment and the Planet 

 WCO actions and focus in line with the 
Themes of the Year - coherence 

 RILOs are dealing with environment 
matters but are not sufficiently 
recognized  

 Not sufficient communication on 
Customs action in this matter 

 Queues at the border 

 No ecological knowledge 

Opportunities Threats 

 Reinforce the recognition of RILOs  in 
the fight against the smuggling of CITES 
products and illegal trade 

 Raise recognition of Customs by 
communicate further on their actions 
against the smuggling of endangered or 
protected species and illegal trade 

 Join Convention to contribute to the 
overall efforts – example of Basel 
Convention 

 Significant efforts can be made in waste 
matters, waste smuggling 

 The COVID-19 crisis and the lockdowns 
put environmental matters back at the 
centre of the attention – Right time to 
develop further the focus on these 
issues and on circular economy 

 Influx of grey import not always 
adequately managed 

 In a globalized world, viruses and other 
threats will appear more frequently 

 Societies will turn to “green” and will 
look at sectors that do not seem to 
contribute to the global effort in this 
regard 
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 Take advantage of the shift towards 
more environmental friendly policy 
(control, facilitation, revenue collection) 

 Explore the use of techtrade to 
contribute to the greening of trade 

 Circular economy: treatment of recycled 
goods and waste, what about origin and 
valuation? 

 
 
 

____________________ 


