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Countering the illegal trade in waste in electrical and 
electronic equipment, also known as e-waste or by the 
acronym WEEE, is a challenging, and actual topic for 
governments, industries, and academics alike. Human 
health and safety issues, environmental protection 
concerns, and the economic aspects related to the re-
use of raw material, all call for increased attention 
and enhanced enforcement in the context of e-waste 
trade, transport, and treatment. To assist government 
policymakers and enforcement bodies, as well as WEEE-
related industries, in countering illicit activities around 
e-waste, the European Commission decided to launch, 
in 2013, the Countering WEEE Illegal Trade (CWIT) 
project. This article outlines the recommendations 
developed by a group of experienced professionals who 
participated in the project.

WEEE volumes
Estimating the total volumes of e-waste 
produced and the size of the illicit mar-
ket was one of the first tasks undertaken 
by the experts who participated in the 
CWIT project. They found that the total 
amount of WEEE generated in 2012 by 
the 28 European Union (EU) Member 
States plus Norway and Switzerland 
was 9.45 million metric tons. Of these, 
3.3 million tons were reported by EU 
Member States as having been collected 

and recycled, 0.75 million tons were 
estimated to have ended up in the waste 
bin, and 2.2 million tons of mainly steel-
dominated consumer appliances were 
collected and processed under non-com-
pliant and sub-standard conditions with 
other metal scrap.

Based on a market survey, it is estima-
ted that 750,000 tons of valuable parts 
do not make it to the official collection 
points. They include significant amounts 

of refrigerator compressors (84,000 tons 
out of 300,000 are scavenged; roughly 
equal to the annual CO2 emissions of five 
million cars!), and cable and information 
technology (IT) components (180,000 
tons), all of which are commonly expor-
ted to Asia. In total, 1.5 million tons 
leave the EU annually: 200,000 tons 
are documented as used electrical and 
electronic equipment (UEEE) exports, 
since it is legal to export functioning 
UEEE; and the remaining 1.3 million 
tons are also predominantly UEEE, but 
are frequently mixed with WEEE before 
being exported.

We a k n e s s e s  i n  l e g i s l at i on  a n d 
enforcement
The group then looked into the existing 
gaps in legislation and enforcement sys-
tems. Several loopholes created enough 
leeway for criminal operators to circu-
mvent controls, and in case of detection, 
to get away with minimum penalties. Some 
of the major gaps are mentioned below:

• Ambiguities in the definition and clas-
sification of WEEE in international 
legislation have led to discrepancies in 
classification among EU Member States, 
and made distinction between waste 
and non-waste particularly difficult for 
Customs officers;

• Shortage of human capacity among 
port authorities to physically inspect 
all containers dispatched from Europe 
– as an indication, at a major European 
port about 20 containers of WEEE are 
packed each week (approximately 1000 
containers per year), and the port autho-
rity only manages to inspect about 10 
containers a year;

• No unified information system among 
national and international agencies to 
enable targeted inspections;
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• Lack of specific training for Customs 
inspectors and police on WEEE issues;

• Lack of technical equipment to assess the 
hazardous nature of WEEE shipments;

• Cumbersome process of collecting 
evidence against the perpetrator, and 
proving the hazardous nature of the 
shipment;

• Low pena lt ies imposed in many 
countries that do not act as a deterrent 
to crime;

• Large discrepancies in the penalty levels 
and systems across EU Member States 
that cause offenders to shift their activi-
ties to less stringent jurisdictions;

• Limited number of prosecutions carried 
out.

Individual recommendations
A set of recommendations to improve the 
situation were provided to policymakers 
and regulators, the law enforcement com-
munity (Customs, police and environ-
mental administrations), and the WEEE 
treatment and electronic industry, under 
four overarching themes.

Recommendations under theme 1: col-
lect more, prevent leakage, and monitor 
performance

i) Educate consumers
 A lack of public awareness on WEEE 

issues is related to bad disposal prac-
tices. Concrete improvement measures 
include rolling out communication 
campaigns for end users to raise awa-
reness around the proper disposal of 
WEEE, running of attitudinal surveys 
to investigate motivations and poten-
tial incentives for users, and assessing 
the possibility of running law enforce-
ment campaigns for end users to tackle 
fly tipping and improper kerbside dis-
posal of WEEE.

ii) Improve collection
 In many EU countries, collection 

facilities are too few, insufficiently 
accessible, or exposed to thefts. 
Improvement suggestions include 
increasing the number of collection 
points, enhancing the visibility and 
accessibility of existing ones, impro-
ving security at collection points, and 
introducing a ban on cash transactions 
to reduce the profitability of unlawful 
activities and the viability of cash 
transfers related to WEEE illegal trade.

iii) Improve national monitoring
 Reliable quantitative data is crucial 

to determine progress towards achie-
ving WEEE collection targets, or the 
amounts of e-waste that end up outside 
the official WEEE chain. The proposed 
action steps include improving local 
monitoring and benchmarking in all 
official collection points, improving 
access to information by creating 
specific lists for WEEE-related com-
panies, developing a national WEEE 
monitoring strategy, and improving 
current methods for calculating 
e-waste indicators that form the basis 
for national mass balance calculations.

iv) Reporting by all actors
 EU countries face the common pro-

blem of non-reporting, incorrect 
reporting, and underreporting of 
collected and treated WEEE amounts 
by compliance schemes, producers, 
and recyclers of WEEE due to certain 
deficiencies in the system and incom-
patible codifications. The suggested 
improvement measures include esta-
blishing reporting obligations for all 
actors collecting WEEE products, 
using an unequivocal description of 
WEEE that is understood by all actors 
that have to report, use of the same 
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codes or use of codes that allow com-
parability in reporting processes, and 
establishing a control system of data 
collected that will assess the reliability 
of the data reported.

Recommendations under theme 2: tra-
ding, treatment, and the economic drivers

i) Improve treatment
 A core problem is the lack of quality 

standards in WEEE treatment. A 
specific challenge is that many of the 
recycling requirements do not posi-
tively impact the legitimate industry 
over non-regulated players. As a 
consequence, unqualified treatment 
operators put responsible recyclers 
at a disadvantage. Initiatives must, 
therefore, be designed to support 
the legitimate treatment industry 
through the implementat ion of 
(ma ndator y) WEEE sta nda rds , 
improving reporting on treatment 
within and outside Europe, making 
de-pol lution more economical ly 
rewarding, and improving treatment 
in developing countries.

ii) Improve reuse
 There is an urgent need for clarity on 

the implementation of the various 
guidelines, and to develop measures 
on how to discriminate between ship-
ments for proper reuse, and those ship-
ments of mixed quality with too many 
appliances of low, or no remaining, 
useful life. Low quality shipments can 
be reduced by using harmonized defi-
nitions for reuse and refurbishment, 
developing uniform reuse standards 
and guidelines, providing training and 
capacity building for the refurbish-
ment/reuse industry, and establishing 
‘green’ reuse channels and approved 
reuse centres, under the precondition 
that sufficient upstream inspections 
take place, and that the various gui-
delines for testing and packaging are 
fully implemented.

iii) National WEEE networks
 Poor cooperation across authorities 

– including Customs, police, prose-
cuting, and other specialised agencies 
– results in difficulties in the iden-
tification of environmental crimes, 

and in securing evidence required for 
successful prosecution. Two actions 
were recommended: enhancing multi-
stakeholder networks by involving 
different types of stakeholders in pro-
grammes aimed at tackling the WEEE 
illegal trade; and establishing National 
Environmental Security Taskforces 
(NESTs) to ensure a coordinated 
multi-agency response.

iv) Smarter inspections and investigations
 A c c o r d i n g  t o  t h e  E u r o p e a n 

Commission, only 2% of all the world’s 
maritime containers are physically ins-
pected by Customs authorities, and of 
the 2%, only a small number of inspec-
tions are done for WEEE shipments. 
As regards investigation procedures, 
there seems to be no general methodo-
logy for investigating environmental 
crimes, and the numbers of investiga-
ted cases are limited. These issues can 
be appropriately handled by ensuring 
more effective and successful inspec-
tions through targeted border inspec-
tions, conducting intelligence-led risk 
assessments and improving detection 
techniques, improving WEEE inves-
tigations through better investigative 
procedures, and conducting more and 
smarter upstream inspections of facili-
ties in order to prevent illegal activities 
moving downstream.

Recommendations under theme 3: robust 
and uniform legal framework, and 
implementation

i) Improve waste codifications
 The suggested actions to improve the 

classification of WEEE are to develop 
import/export codes for WEEE and 
second-hand commodities in order 
to differentiate between new and used 
ones, have a consistent interpretation 
of waste versus non-waste, encourage 
collaboration and agreement between 
stakeholders to progress towards more 
harmonized WEEE classifications and 
definitions, and develop compatibility 
tables to allow for conversion between 
codification systems.

ii)  Produce and maintain consistent 
guidelines

 Various definitions and guidelines 
related to WEEE exist at national, 
regional, and international levels. 
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These issues can be addressed by 
improving the availability, awareness 
and understanding of existing guide-
lines, providing sufficient support and 
training to authorities, developing cer-
tification in the use of guidelines, and 
campaigning for official endorsement 
of guidelines by relevant authorities.

iii) Train authorities
 Insufficient guidance and training 

often prevent Customs and environ-
mental officers from proving the illegal 
nature of a shipment. Proposed actions 
include the establishment of centres of 
excellence and/or an EU waste agency, 
providing specialized training for per-
sonnel (Customs officers, environmen-
tal inspectors, etc.), facilitating cross-
border inter-agency capacity training 
between stakeholders involved in both 
the export and import of WEEE, and 
the establishment of public-private 
partnership schemes (between law 

enforcement authorities (LEAs) and 
the WEEE industry).

iv) Harmonize and enhance penalty 
systems

 Participation in WEEE illegal activi-
ties does not appear risky to offen-
ders due to the low probability of 
being prosecuted and sentenced, 
and there are large discrepancies in 
the penalty systems and levels for the 
illegal trade in e-waste across the EU. 
The proposed actions include asses-
sing if sanctions are proportionate 
and dissuasive, increasing penalty 
levels for natural persons who are 
company representatives, harmo-
nizing offences related to WEEE 
crimes at the EU level (wording, 
definitions, and severity), harmoni-
zing penalty types at the EU level, 
and providing specific penalties to 
tackle organized crime involvement 
in WEEE illegal activities.

Recommendations under theme 4: best 
practices in enforcement and prosecution

i) Enhance information management 
systems

 A lack of information exchange, and 
a lack of statistics about illegal WEEE 
activities have been reported both 
at national and international levels. 
Discrepancies have been identified 
in data reported by different autho-
rities in the same country. Suggested 
actions to counter the situation 
include putting in place formalized 
agreements for the exchange of infor-
mation between law enforcement, 
judicial authorities, and the WEEE 
industry, establishing an Operational 
Intelligence Management System 
(OIMS) that enables the secure input, 
management, development, analysis, 
and dissemination of intelligence and 
critical information especially during 
the planning of law enforcement 
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actions, using intelligence to prioritize 
and direct resources towards the ope-
rations and policies that will be most 
effective in combating crime, and buil-
ding a national intelligence model to 
implement a full set of best practices 
in intelligence-led policing and law 
enforcement.

ii) Invest in capacity building for LEAs
 A common bottleneck for poor imple-

mentation in most countries is limited 
resources and capacity. It is therefore 
deemed necessary to provide more 
human resources and equipment, 
facilitate international cooperation, 
including the exchange of Customs ins-
pectors, across competent authorities, 
conduct a risk assessment and allocate 
staff according to the expected risks 
identified, and strengthen the capacity 
of existing networks (such as EUROPOL 
and INTERPOL), as an effective and 
cost-efficient capacity building initiative, 
instead of creating new networks.

iii) I mprove  i nter nat iona l  W E E E 
networks

 To strengthen international coopera-
tion in law enforcement, two actions 
are proposed: first, encourage the 
participation of relevant agencies 
involved in international waste opera-
tions and enforcement actions to bring 
together neighbouring countries to 
target waste and WEEE trade/opera-
tions; and second, create an EU waste 
implementation agency to support 
Member States through training, and 
to act as a platform for the exchange of 
knowledge and best practices.

iv) Enhance prosecution and sentencing 
capabilities

 Environmental crime seems to be an 
under-sentenced area. There appears 
to be a major gap between the number 
of WEEE violations and the number 
of successfully prosecuted cases across 
Europe. This can be addressed by 
improving the capacity and resources 

of prosecutors and judges, and enhan-
cing communication and cooperation 
among prosecutors and judicial autho-
rities, in order to establish a database 
of information, contact points, and 
joint investigation teams. Increasing 
the role of EU and international 
networks, such as EUROJUST (an EU 
agency dealing with judicial coopera-
tion in criminal matters), is considered 
another positive step.

Roadmap
These recommendations are not standa-
lone, but rather mutually dependent and 
impact one another. Hence, the final step 
in the project was to prioritize and struc-
ture the recommendations, and to develop 
a roadmap illustrating the time needed for 
implementation, as well as the actors that 
are primarily involved. This roadmap is 
reproduced below.

Moreover, for the benefit of  global 
Customs and police communities, a fol-
low-up project called “Development of 
tools to counter illegal management and 
trade in waste, or  ‘DOTCOM Waste’ , has 
just been launched.

More information
www.cwitproject.eu
www.dotcomwaste.eu
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