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3. 

 

DEFINITION 
 
 

Scanning/NII equipment 
For the purpose of this document, scanning/NII equipment means equipment/technology that is 
deployed to inspect all types of cargo and conveyances, such as a road vehicle, train, aircraft or 
ship, in a non-intrusive manner. 
 

 
CONTAINER 
For the purposes of this document only, the term container includes maritime containers, 
aircraft containers and any portable compartment in which freight is placed (as on a train, truck, 
aircraft or ship or any other means of conveyance) for transportation.  
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GUIDELINES FOR THE PROCUREMENT AND DEPLOYMENT OF SCANNING/NII 
EQUIPMENT  

I. INTRODUCTION  

Members are looking at the potential of inspection equipment, particularly X-ray or 
gamma ray equipment, to help detect threat materials while increasing the efficiency of 
Customs controls. Scanning/NII equipment can increase the number of consignments which 
receive Customs attention without causing undue delay, and it can help to identify illicit 
goods. The equipment requires a large capital outlay and the process of introducing it, from 
conception through to operation, impacts on both control and intelligence sectors and may 
entail changes to Departmental infrastructure and procedures. To justify the outlay cost, and 
to ensure maximum return for the investment, it is necessary to ensure that scanning/NII 
equipment is used effectively and is fully integrated into the risk assessment regime. The 
experience of Customs administrations that currently use scanning/NII equipment 
emphasizes that planning at an early stage for the introduction of the equipment is essential. 

One of the key objectives and principles of the SAFE Framework is to promote the 
seamless movement of goods through secure international trade supply chains. The SAFE 
Framework consists of four key elements 

 Harmonisation of advanced cargo information requirements 

 Employment of a consistent risk management approach 

 Outbound inspection of high risk containers and cargo, preferably by using non- 
intrusive inspection equipment 

 Definition of benefits that Customs will provide businesses that meet minimal supply 
chain security standards and best practice 

SAFE Framework has identified in standard 3 of the Customs to Customs Pillar that 
non-intrusive equipment and radiation detection equipment should be available and used for 
conducting inspections, where available and in accordance with risk assessment. The 
equipment is necessary to inspect high risk containers or cargo quickly, without disrupting the 
flow of legitimate trade. 

While these guidelines focus largely on scanning/NII equipment, modern Customs 
administrations deploy a range of additional inspection equipment as outlined in the EU 
“Threats and Technology Solutions” document which is annexed at ANNEX 2. This document 
provides an overview of types of threats encountered by Customs together with suggested 
technology solutions. It is intended to provide support to those involved in the decision-
making process involved in the purchase and deployment of detection equipment by 
providing the relevant technical information.  

Given the complexities involved in the procurement, deployment and management of 
NII equipment. The sharing of experiences in this area plays a critical role in the development 
of the expertise required by Members. The Australian Customs & Border Protection Service, 
together with Hong Kong Customs, have shared their respective experiences of NII, including 
the associated benefits, in the document which is annexed at ANNEX 3. 
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II. OBJECTIVE 

These Guidelines assist Member Administrations which are considering the 
procurement of scanning/NII equipment (including the upgrading of existing equipment) by 
detailing relevant administrative issues. These Guidelines do not necessarily reflect all 
national needs (e.g. legislation or regulatory requirements). Crucial to the effective 
deployment of this equipment is the integration of the scanner into Customs controls as part 
of a risk management process. This equipment requires that a proper infrastructure exists to 
ensure efficient delivery of selected containers to the scanning unit. 

These Guidelines cover the various ionizing radiation detection technology applications 
but do not include nuclear and radioactive material detection equipment including radiation 
portal monitors (RPMs); nonetheless, radioactive and special nuclear material detectors may 
be considered as optional extras when procuring container scanners. 

The International Atomic Energy Agency (IAEA) has produced suitable technical 
guidance for nuclear and other radioactive material detection equipment entitled “Technical 
and Functional Specification for Border Monitoring Equipment [IAEA Nuclear Series no.1]”  

III. DEFINING NEEDS  

Customs administrations are faced with increasing volumes of traffic and greater 
expectations from business for faster clearance times without a corresponding increase in 
resources. At the same time, governments and society expect Customs to provide an 
effective control of imports, exports and transit traffic. Global terrorist attacks have also 
raised the expectations placed upon Customs administrations in respect of border security. 
To cope with this situation, many Members are looking at the potential of technical 
equipment, particularly X-ray or gamma ray NII equipment to help meet their objectives by 
increasing efficiency in inspections.  

It is important to understand the operational and business environment and other 
factors that need to be taken into account. Some important issues to be considered at the 
outset are:  

 Why do we carry out NII inspections? 

 What do we need to inspect? (types of cargo and transport modes) 

 What are the risks/threats to be identified? (e.g. drugs, explosives, tobacco, fiscal) 

 Where do we carry out the inspections? (is enough space available and at what 
cost?) 

 What type of technology and resources do we need for inspections? 

 Does existing equipment need to be upgraded? 

 What research do we need to carry out into commercially available and emerging 
inspection systems? 

 What budget is needed both in terms of capital outlay and future ongoing cost? 

 Have future needs, including traffic flows and international scanning requirements 
been taken into account? 

 How will NII equipment fit into existing Customs operational procedures?   
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The underlying consideration is whether container scanning/NII equipment is a justified 
acquisition. It should be emphasized that prior to investment in NII equipment a full business 
case, including a cost-benefit analysis, should be conducted to determine whether the use of 
scanning equipment would be more beneficial than manual intervention.  

In preparing the business case, the following issues should be addressed:  

1. Ensure that budgetary provision is made for annual operational and maintenance 
costs bearing in mind that annual maintenance costs will be significant over the life 
time of the NII equipment. (It may be financially attractive to negotiate a long term (10 
year) maintenance contract at the outset). 

2. A programme manager should be appointed to manage the implementation of the 
project. 

3. A procurement group should be formed to include expertise from the following areas: 
Customs policy, radiological issues, technical issues, procurement procedures, 

Customs operations and financial issues. This procurement group will be responsible 
for writing the delivery contract, the maintenance contract and the formulation of the 
programme of requirements. 

4. A Radiation Safety programme should be developed to ensure the safe operation of 
the scanning system in accordance with national regulatory requirements, as well as 
the training of Customs officers. 

Procurement of equipment and scanning sites (where necessary) are major costs for 
Customs administrations. The potential returns against this investment will vary according to 
traffic volumes and associated revenue risk. The deterrent factor, although not quantifiable, is 
also an important consideration, especially in the areas of drugs and explosives detection.  

For the most effective and efficient use of this equipment input from trade groups, other 
relevant authorities and Customs administrations must be considered. It is important to 
address concerns of the trade and other relevant stakeholders from an early stage. Trade 
bodies and relevant stakeholders must be kept informed of intentions and progress and 
should be involved in planning to minimize delays in the flow of legitimate trade. 

The effect of the deployment of NII equipment on trade patterns and whether traders 
will divert their goods to other ports or border crossings (“port shopping”) should be 
considered. To address this concern, it will be necessary to show, through consistent 
application of procedures, that traders wishing to avoid a port with a scanning facility will not 
obtain material benefits in alternative locations.  

IV. USER REQUIREMENTS and TECHNICAL SPECIFICATIONS  

Before deciding on technical specifications, the purchaser should carry out sufficient 
research into technology solutions which are currently available, as well as new and 
emerging technologies. Existing users should be consulted to identify best practice and also 
limitations of existing systems. Every effort should be made to ensure that requirements can 
be achieved within the available budget. 

An in-depth uunderstanding of operational constraints on deployment of a particular 
imaging system, e.g., availability of sufficient space, national radiation requirements, (a 
license to hold and use equipment will be required, usually involving a series of conditions), 
must also be taken into account. One of the most important considerations that an 
administration must address is which of the commercially available technologies best meets 
the user requirements within financial constraints. If no such technology application is 
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currently available, Customs should discuss potential solutions with suppliers, including their 
willingness to carry out research and development. 

Listed below are the specific considerations an administration must address, both in 
contract with a vendor and within its own operational environment, throughout the 
procurement process.  

 It is recommended that potential suppliers should be ISO 9001 certified 

 Necessity for all systems that use ionizing radiation to meet national and IAEA 

standards/regulations for radiation equipment 1Local health and safety 
requirements 

 e.g. shielding, exclusion zone, personnel safety programme including maximum 
radiation exposure limits (in consultation with the national regulatory body) 

 National transportation requirements (when NII equipment is required to be 
transported) 

 Maximum and minimum dimensions of scanning tunnel and targets to be 
scanned 

 System footprint dimensions (to include equipment and safety exclusion zone, 
for Nll systems that use ionizing radiation, as well as container/vehicle 
marshalling areas).  

1. Technical Specifications  

Scanning indicators 

 Penetration capability: the maximum thickness of steel through which the 
orientation of a specified test object can be determined in an X-ray/gamma-ray 
image. An average penetration of 330 – 350 mm of steel is suggested for X-ray 
systems.  

 Spatial resolution: the minimum separation between the features of a test object 
can be distinguished in an X-ray/gamma-ray image. Spatial resolution of 4mm 
(horizontally) and 3mm (vertically) should be achieved  

 Contrast sensitivity: the ability to distinguish a thin sheet of metal behind 100, 
150 and 200 mm of steel. X-ray systems should be capable of achieving contrast 
sensitivity of 1mm (1%) behind 100mm steel, 3mm (2%) behind 150mm steel, 
and 8mm (4%) behind 200 mm steel.  

 Wire detection: to determine the smallest diameter wire that is visible in the x-ray 
or gamma-ray image. Systems should be capable of detecting a steel wire with a 
cross section of 1.3 mm behind 100 mm steel in both horizontal and vertical 
planes.  

 (Note: The methodology for testing for these requirements is set out in ANSI 
Standards : ANSI N42.46.2008) 

 Material discrimination: the ability to distinguish between organic and inorganic 
materials, steel and lead in the X-ray/gamma-image.  

 Throughput 



 

8. 

 Scan speed (Most suppliers offer a range of scanning speeds) 

 Potential interference with any existing radiation portal monitors 

 The ability to scan the complete transport including the wheels, where 
appropriate, in one single action. Where scanning of vehicle wheels is required, 
a ramp or platform may be required to raise the vehicle to a suitable height.  

 Maximum and minimum dimensions of scanning tunnel and targets to be 
scanned 

 Suitable electrical power availability 

 Communications availability; between scanner /other operational staff/remote 
image analysis station.  

 
In order to have interoperability and interconnectivity capabilities between NII systems, 
and to have a global view of the database of vehicles inspected, systems may be 
connected to a dedicated central server  

Radiological 

 It is recommended that potential suppliers should be ISO 9001 certified. 

 Necessity for all ionizing radiation systems to meet national and IAEA 
standards/regulations for radiation equipment. Local health and safety 
requirements 

 e.g. shielding, exclusion zone, personnel safety programme including maximum 
radiation exposure limits (in consultation with national regulatory body) 

 Personal certification in field of radiation safety where required 

 Appointment of radiation safety advisor where required  

Financial 

 Port authority charges (i.e. rent for the land where the system is deployed and 
scanning handling charges) 

 Future upgrades can lead to additional investment in the re-design of existing NII 
equipment 

 Other costs to be taken into account: radiological license fee, radiation detection 
monitoring costs (dosimeters and analysis costs etc), radiation training costs, 
support vehicles, additional staffing costs, fuel and electrical power costs, 
maintenance costs, including scanning vehicle maintenance in the case of 
mobile systems.   

Logistical 

 National transportation requirements. 

 Indoor/outdoor usage issues 

 Minimal logistical impact including traffic/cargo flow on port operations 
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 Suitable site access for maintenance personnel 

 System footprint dimensions (to include equipment and safety exclusion zone as 
well as container/vehicle marshalling areas,) 

 Parking areas before and after scanning  

i) Environment/ weather 

 Minimum and maximum temperatures at which the equipment may operate 

 Other environmental factors such as wind, moisture, sand, dust, sea salt 

 Geological considerations 

 Environmental impact  

Other regulatory requirements 

 Planning, permits and requirements (permits required for developing and 
building the site, and for the use of the NII equipment) 

 Comply with requirements of national Road Transport Department in the case of 
mobile scanners 

 Appropriate category of driving license 

 Compliance with national digital tachograph road safety requirements  

Other requirements 

 Provision for adequate training for operators including image analysis training 

 Ensuring compatibility with existing systems  

2. Maintenance  

The importance of providing for suitable maintenance of equipment cannot be 
overstated. While the average life expectancy of scanning equipment is about 10 years, 
many supply contracts only contain warranty/maintenance provisions for up to 2 years in 
duration. Additional maintenance contracts following on from this initial period can prove to 
be expensive and can lead to much higher than anticipated running costs over the lifetime of 
the system.  

It is advisable therefore, when issuing a Request for Tender, to request bidders to 
quote, on a year by year basis, for a comprehensive maintenance service for the anticipated 
lifespan of the system. The purchaser should have the option of choosing the duration of any 
such service and paying the cost annually if desired.  

Drawing up a Service Level Agreement with the service provider should also be 
considered, to allow for monitoring of the service provided, and to impose penalties where 
the standard of service falls below agreed levels.  Regular review of the maintenance service 
is an important element in managing the system which may provide the opportunity to make 
appropriate amendments.  

The maintenance service should include routine preventive maintenance in addition to 
corrective maintenance. Where mobile systems are involved, the maintenance of the vehicle 
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chassis should also be covered. Depending on levels of use etc., certain important 
components such as the linear accelerator and detectors may require to be replaced in the 
course of the lifetime of the system. The terms of the maintenance contract should be clear 
as to whether such costs are covered.  

Other factors to consider concerning maintenance: 

 Local service organization with maximum response time 

 24/7 helpdesk with maximum response time 

 Guarantee of delivery of spare parts during contract period 

 On-site storage of spare parts 

 Spare parts and maintenance required from a third party (e.g. accelerator 
supplier) 

 Does maintenance cost include spare parts, all relevant duties/taxes and other 
associated costs?(e.g. travel, subsistence, accommodation, car hire)   

3. Types of technology 

The various technology applications commonly in use include;  

  

a) X-ray  

An X-ray is an electromagnetic wave of very short wavelength. X-rays are 
polychromatic and have a larger spectrum than gamma rays. The power source for X-ray 
systems is electrical. This means it can be turned on and off. It also means that in a site 
where the electricity supply is not certain, it is essential to have a back-up generator. The 
energy level of X-ray systems is measured in mega-electron volts (MeV). The MeV rating 
varies between fixed, mobile and re-locatable systems; these are discussed in detail below. 
For the purpose of container scanning the maximum X-ray energy is 9 MeV. X-ray systems 
are considered to provide better image quality, but are more expensive and, in general, are 
physically larger than Gamma Ray systems.  

b) Gamma Ray 

Gamma rays are monochromatic electromagnetic waves of shorter wavelength than X- 

rays. Gamma rays are produced from natural isotopes such as 137Cesium and 60Cobalt. 
These are radioactive sources and the energy emission is continuous. Because of this, the 
isotopes must be kept in a shielded cabinet at all times. Over time, the radioactive isotopes 
decay and ultimately require replacement, usually every 5 years. Some Members that 
operate these systems have included within their contracts a provision for periodic testing to 
ensure that energy levels remain sufficiently high. Contracts should include supplier “take 
back” provisions for spent sources. 

Gamma ray systems are cheaper to purchase and to operate but the images produced 
may be more difficult to interpret. A gamma ray unit is, in general, smaller than an X-ray unit 
which gives such systems a higher degree of mobility. Gamma ray units are more likely to be 
mobile or re-locatable than fixed. 
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A common comparative method for systems is to refer to steel penetration capability. In 
general, the higher the energy of the system, the higher will be the penetration. The need for 
penetration will depend on the cargo types being scanned and the operational environment 

involved. A gamma based system using a 60Cobalt radioisotope, which has greater 

penetration capability than one based on 137Cesium, is said to penetrate up to 165mm of 
steel. Manufacturers of X-ray equipment show 180mm penetration of steel for a 

2.5 MeV mobile X-ray system, over 200 mm for a 3.0 MeV mobile unit and up to 350mm for a 

6.0 MeV relocatable unit. Fixed X-ray systems of 9 MeV are able to penetrate up to 450 mm 
of steel. Some currently deployed mobile systems have energy levels as low as 300/450 KeV 
and are inadequate for the effective screening of typical container traffic. Members who 
currently use X-ray systems are of the view that 3 MeV is the minimum energy level required 
for effective cargo penetration. 

However, for gamma ray and X-ray systems, steel penetration is not the sole criterion 
to achieve high quality images. Spatial resolution and contrast sensitivity are other important 
factors to be taken into account.  

c) Backscatter X-ray 

Backscatter X-ray systems operate by directing X-rays at a target object and capturing 
the resultant scattered, or reflected, radiation using detectors on the near side of the target. 
Because the detectors are located on the near side, no boom or archway is required, thereby 
increasing the versatility and mobility of the scanning system. 

The ensuing image has a more photographic appearance than that of a transmission X-
ray system, and backscatter systems are particularly suited to imaging organic materials. 
However, as backscatter imaging is confined to relatively low energy systems, generally 
having a maximum energy of 450 KeV, the penetrative capability of such systems is quite 
limited. 

Backscatter systems may operate with single or multiple views, or in combination with 
transmission X-ray sources. Backscatter technology can be used in a variety of 
configurations, some examples of these include: 

 In conjunction with a transmission x-ray system, with one, two or three sided 
backscatter x-ray. 

 Backscatter van, which is suitable for detecting organic materials such as explosives, 
plastic weapons and drugs in cargo, (private) cars, airplane bodies and wings, 
airfreight containers- and (ULD) pallets, sea containers (for objects close to walls or 
doors).  

4. Available Features  

a) Dual view  

Early X-ray systems used a single energy source normally scanning the target in the 
horizontal plane. However, dual view scanning, which incorporates a second energy source 
scanning in the vertical plane, is also available. Typically, similar energy levels are used for 
both sources. The advantage of dual view scanning is that it provides an additional 
dimension to the image analysis information (depth, positioning etc)  
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b) Dual Energy  

Interlaced linear accelerators using dual energy systems have been available since 
2006. When operating, these accelerators alternate between 2 different energy levels, 
making it possible to achieve material discrimination. The most commonly used energy 
combinations are 6 and 3 MeV or 9 and 6 MeV respectively. Best results are achieved with 
low density homogeneous cargo. Current dual energy systems do not always provide reliable 
results when scanning mixed high density cargoes on account of their inability to always 
differentiate accurately between organic, inorganic and metallic materials.  

c) Combination of backscatter and transmission X-ray  

Backscatter x-ray can be combined with transmission x-ray. In addition to the 
transmission x-ray image, one, two or three sided Backscatter x-ray images (left, right and 
top down) may be added.   

d) Material discrimination  

Different methods are available to achieve material discrimination: 

 A single accelerator using one energy level together with multiple arrays of detectors 
placed behind each other. The higher energies of the spectrum are captured by the 
first detector row, with the lower energies being captured by the second row of 
detectors. Only one run is necessary 

 An interlaced linear accelerator, alternating between high and low energy levels. 
Only one run is necessary 

 One accelerator capable of operating at two different energy levels, or two 
accelerators each operating at a single energy level. Two runs are necessary, one 
run operating at the high energy level and the second operating at the low energy 
level.  

(Note: Using a system of algorithms, the resultant images are combined to produce a single 
image which differentiates between organic, non-organic and metallic materials on a colour- 
coded basis)  

5. Types of NII systems  

a) Fixed (Stationary)  

Fixed units are the most expensive and the most powerful, typically with an energy 
level of 9 MeV. This high energy level provides a clearer image and deeper penetration of 
cargo than systems of lower energy. However, due to the high energy of the system there is 
a possibility that X-rays may “blow through” less dense cargo without forming a proper 
image. To mitigate against that phenomenon, some supplier are offering the possibility to 
scan such less dense cargo with a lower energy, for example at 3 MeV instead of 6 MeV, in 
order to obtain a suitable image. Most fixed scanners tend to use X-ray. A fixed unit may 
permit a “dual view”, i.e. both horizontal and vertical profiles of the cargo can be imaged. The 
permanent nature of the site allows for better links between the scanner’s computer system 
and the main Customs control network.  

A fixed unit consists of more than just the scanner. Due to the high energy of the 
systems and possible scattering of X-rays, the entire system must be housed in a purpose- 
built building with concrete walls of sufficient thickness to provide adequate shielding. The 
building may also require safety doors for the entrance and exit. The entire construction of 
this unit must also include the facility for the computer equipment and image interpretation 
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and may also include ancillary office accommodation. The system is quite expensive in terms 
of actual unit purchase including the facility that must be constructed to house it.  

A major consideration for fixed units is that, by definition, containers must come to 
them. This means there must be sufficient space for vehicles waiting to enter the facility to 
park and to maneuver. Furthermore, there must be satisfactory access roads to and from the 
unit that must accommodate both import and export traffic. Due to these constraints it has 
been found that fixed units are better suited to areas such as container ports where there is a 
constant flow of traffic which can be directed along a single channel or choke point.  

Due to the fact that the purchase of a fixed unit may require acquisition of land for the 
site and will involve substantial buildings to be erected, the process may take years from 
initial conception to final installation. Planning application procedures must also be complied 
with.  

b) Re-locatable/Gantry  

Re-locatable scanning units are designed as a compromise between fixed and mobile 
systems by providing better performance than mobile units while overcoming the expense 
and land requirements of a fixed unit. Re-locatable scanners typically operate at levels of 
approximately 6 MeV and require a lighter construction and shielding structure than fixed 
units. The latest re-locatable systems are capable of operating in the open air, without 
additional shielding walls for radiation protection. They are less expensive to procure and 
operate than fixed units but must, as with fixed units, have suitable access roads and parking 
facilities. Re-locatable units also require a dedicated and prepared operating area at each 
location in which they are used.  

While re-locatable units may be dismantled and moved to a new location, they should 
not be considered to be mobile. The process of dismantling, transporting and reassembling 
them can be time-consuming and labour intensive and can take between one day and eight 
weeks, depending on the nature of the construction and location of the system. A re-
locatable unit might be the preferred choice if trade patterns indicate that traffic might shift 
significantly from one port or border location to another in the foreseeable future. Due to cost 
and size implications some administrations have opted to deploy re-locatable units in the 
same manner as fixed units with some modifications involving an upgrade of energy and 
penetration levels.  

All re-locatable X-ray and gamma ray scanning systems require a clear area 
surrounding them for health and safety reasons during operation, known as an ‘exclusion 
zone’. In theory the space required for this zone increases relative to the increase in 
equipment energy levels. Improved shielding/attenuation techniques in the latest systems, 
however, have contributed to significantly reduced exclusion zones. It is important to 
establish the land requirements of the exclusion zone for these re-locatable units. If the 
necessary land is not available within the port or close to the Customs station, the scanning 
unit will have to be deployed at a remote location. Planning application procedures may also 
apply.  

Portable scanning versions must also be included in this section. A portable unit is a 
combination of a mobile and a re-locatable system. A portable unit is deployed on the ground 
and consists of a scanning section, usually comprising of an X-ray system in a container, an 
electricity supply (generator) and an office for the image analysis. This type of scanner can 
be readily loaded onto a lorry (truck) using 4 hydraulic feet, and can be transported quickly to 
a new inspection location. The installation and de-installation, including unloading and 
loading on the lorry, can take 30 to 45 minutes and can be carried out with a maximum 3 
people. With an energy range of 2.5 to 3.5 MeV, an operational and security area of 
approximately 18 x 18 m. is needed. Portable units are somewhat less expensive than other 
re-locatable systems because they require no specific construction or site preparation work.  
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c) Mobile 

Mobile units are less expensive than fixed units but operate at lower energy levels, 
typically 3 - 6 MeV. Mobile scanners equipped with an interlaced accelerator, alternating 
between high and low energy levels are becoming increasingly prevalent. If the cost of a 
mobile system (including delivery and maintenance) is the most important consideration, then 
a gamma ray system could be a viable option, even though the image quality may not match 
that of a comparable X-ray system. The latest Mobile scanners Mobile scanners can 
compete with the performance of fixed 6 MeV scanners in terms of penetration, contrast, 
spatial resolution and wire detectability. Prior to purchase, a full review of the operation must 
be performed to make certain that the unit is fit for its function. Mobile scanners should 
require no more than 15 minutes to be ready for operation after their arrival on location. For 
example, they are particularly useful for land borders where traffic may cross at a number of 
points and smugglers are searching for the weak points in the border inspection sites. The 
fact that they can move to different locations at very short notice makes it more difficult for 
the smugglers to avoid scanning controls by shifting border entry points. They also permit the 
possibility of sharing costs with neighbouring administrations that could jointly purchase and 
operate a mobile unit. Mobile systems are subject to greater downtime and require more 
frequent maintenance. 

Mobile scanners usually comprise of an X-ray or gamma ray scanner built onto an 
integrated chassis cab vehicle or, they may be constructed as articulated units which will be 
towed by independent tractor units. In any case, particular attention must be paid to the 
suitability of the vehicle when moving between locations on public roads. It must comply with 
national transport and road traffic regulations especially in terms of height, length, overall 
weight, and weight distribution. Right/Left hand drive formats, automatic/manual 
transmission, and any speed limitations should also be taken into account. A license for a 
heavy goods vehicle (HGV) and for transport of a live gamma source (radiological license) 
may also be required to move the vehicle between operations. 

Consideration should be given to using separate fuel tanks to fuel chassis/generator 
where the possibility to fuel the generator with tax-free/ rebated fuel exists. Large capacity 
tanks may be desirable where the scanner is operating in remote locations for prolonged 
periods. The scope for using large/separate fuel tanks may be limited by factors such as 
available space, Gross Vehicle Weight (GVW) limitations and local road transport 
regulations. 

Unlike fixed and re-locatable units, mobile scanners do not require a network of access 
roads to be constructed because they are able to move with the traffic flow. However, like re- 
locatable scanners, they do require an ‘exclusion zone’, a size of which is dependent upon 
the energy level and amount of shielding of the unit. Exclusion zones vary according to the 
models and must be specifically measured on a unit by unit basis. A rough estimate would be 

to assume that between 500m2 and 1500m2 will be needed as an exclusion zone for these 
units. 

Some mobile scanners may also be deployed in drive-through/gantry mode. The image 
quality may suffer some degradation when the system is used in this mode. It should also be 
borne in mind that different safety exclusion zone dimensions may apply in this case.  

d) Drive-Through 

In the earliest fixed scanning systems the emphasis was primarily on the quality of the 
X-ray systems. The X-ray systems were built in central locations in the ports and containers 
were transported from the terminals to the scanning facility. Because of the ever increasing 
numbers of containers to be handled, the throughput limitations resulting from relatively slow 
scanning speeds became a problem in busy seaports and other border crossing point 
(BCPs). 
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For this reason the drive- through scanning systems were developed. Drive- through 
systems deliver a much higher throughput, by increasing scanning speeds and allowing truck 
or terminal vehicle drivers to remain in the cab of the truck while a container is scanned. 
These systems incorporate many safety precautions to ensure that the driver is not exposed 
to direct or unacceptable levels of radiation. It is estimated that drivers may pass through 
such scanners at least 10,000 times annually without exceeding permitted radiation dose 
levels. However, national radiation regulatory bodies should be consulted in this regard 
before the commissioning of systems. The disadvantage of drive- through systems, however, 
is that the driver`s cab is not normally scanned. 

The investment required for a drive- through scanning system is comparable with that 
of a re-locatable system. Drive- through systems can operate in the open air, although the 
effects of wind, snow, sand, rain etc. should be considered. Drive-through systems operate 
with X-ray energy level typically between 3 and 6 but 7.5 MeV is also available. Dual energy 
versions, providing material discrimination, are also available. 

Drive-through systems are capable of scanning between 150 and 180 containers per 
hour, with a drive- through speed of around 11 kilometers per hour. In practice, throughput 
may be lower due to local logistical considerations. This higher speed, relative to traditional 
scanning systems, will have consequences for the specification requirements as the speed 
will influence the penetration, resolution etc capabilities. This factor must be taken into 
account, therefore, within the programme of requirements, although the quality of imaging at 
high speeds continues to improve. 

In some countries, it may be permissible to scan vehicles containing occupants, in 
accordance with ANSI norm N 43.17-2009.) In such cases, warnings should include 
information regarding annual dose thresholds and should offer an alternative route through 

the checkpoint which does not involve exposure to ionising radiation. Similar warnings may 
be posted for infant and elderly travellers, pregnant women, and those suffering from serious 
illness. 

A good quality reliable optical character recognition (OCR) system, for recognizing and 
recording container numbers is a very important part of a drive- through system. It is 
necessary to make a good match between the container and the saved image. 

As in the case of fixed and re-locatable systems, drive-through scanners require access 
roads. Drive-through scanners can operate with a relatively small exclusion zone. The high 
passing speed results in a shorter period of radiation exposure for each scan. In some cases 
an exclusion zone of 20 X 5 meters will suffice,  

f) Train Scanning  

Train scanning is a relatively recent development. A train scanning system is comparable 
to a drive-through system. The difference is that train scanning systems are specifically built 
for scanning cargo/ tank wagons, or containers loaded onto trains. First generation train 
scanners were only capable of scanning at a very low passing speed. Scanning systems with 
a passing speed of 30 kilometers per hour are now commonplace. 

Train scanning systems are used in various situations, most commonly at BCPs between 
two countries. The most recent variation operates with the passing speed of up to 60 
kilometers per hour.  

A good quality reliable optical character recognition (OCR) system, for recognizing and 
recording container numbers is also an important requirement for a train scanning system. It 
is necessary to make a good match between the container and the saved image. 
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Train scanning systems using either an X-ray source or a live (gamma ray) source are 
available. Gamma ray operates well when the passing speed is no higher than a few 
kilometers per hour. For higher passing speeds an X-ray system in the range, 6 to 9 MeV is 
required. 

Where high energy X-rays are used to cope with high passing speeds, additional 
radiation safety requirements may apply, depending on national radiological legislation and 
requirements.  

g) Radiation and Nuclear Material Detection System 

While many ports/border crossings may already use dedicated Radiation Portal Monitors 
(RPM’s) to detect illicit trafficking of radioactive/nuclear materials, some scanner suppliers 
offer the option of a radioactive/ nuclear material detection system together with their X-ray 
scanning systems. Passive detectors are incorporated into the scanning process, providing 
an integrated cargo scanning solution. These are not intended to replace RPM’s, but can 
allow for a more informed analysis of radioactive/ nuclear material alarms by using the 
information provided by the X-ray image, to provide additional information on the location of 
the source within the container. 

New and Emerging Technology Applications 

Despite recent advances in the area of sensor detection, the number of new 
technologies, suitable for large scale inspection of container/vehicle traffic, to reach the 
market is quite limited. The following technologies, although not in widespread use, have 
demonstrated a potential to detect a range of threat materials, either in stand-alone 
mode, or as part of a multi-level inspection system. 

a) Neutron 

Neutron scanning is an emerging detection technology application which has the 
capability to identify specific materials in cargo. For the purpose of cargo screening, neutrons 
with an energy level of 14 MeV are produced by means of a neutron generator. When 
neutrons collide with the atoms of a given material characteristic gamma rays are emitted. 
These gamma rays provide information which allows certain constituent chemical elements 
to be detected and identified, particularly those present in threat materials such as drugs and 
explosives. Because of the high energy involved and the high penetration capability of 
neutrons, extensive shielding and radiation safety precautions are required. 

Neutron scanning is not currently seen as a replacement for X-ray and Gamma ray 
screening; rather it is seen as a tool for providing an additional level of information when 
used in conjunction with X-ray scanning, whether in an integrated system, or interoperating 
with an existing X-ray scanner.   

b) Cosmic Ray Tomography 
 

Cosmic Ray Tomography is a recently developed technology application. It exploits naturally 
occurring charged particles, such as muons and electrons, to produce a 3-dimensional image of 
the scanned cargo without using ionizing radiation. Cosmic Ray Tomography systems have a 
very high penetration capability in comparison with X-ray systems. This technology application 
has been shown to be capable of detecting radioactive sources within dense cargoes e.g. scrap 
metal. It also offers an automatic threat detection facility. 
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c) Vapour analysis 
 

This technology involves the extraction of a sample of vapour from a closed container, either 
through the door seal or an air vent. The sample is introduced to an adjacent analyser which, 
following a short period of analysis, can identify the presence of certain threat materials. While 
this technology application remains at the developmental stage for the most part, it has 
demonstrated a capability to detect threat materials such as explosives, drugs and their 
precursors. 

d) CT-scanning 

This technology is not yet in use at the moment in the field of containers scanning. However 
comprehensive investigation is going on to design a model which can be used in the cargo 
inspection process.  

V. PROCUREMENT PROCESS  

Every country has its own procurement procedure but some common guidelines can be 
established in order to ensure the procurement process is transparent, fair and 
comprehensive. 

 



 

18. 

6. The Request for Proposal / Tender (RFP/RFT)  

1. A request for proposal/tender (RFP) is an early stage in a procurement process, issuing 
an invitation for suppliers, often through a bidding process, to submit a proposal on a 
specific commodity (e.g. equipment) or service.  

2. The RFP is your "official" statement to suppliers about the equipment and/or services you 
require. Suppliers typically try to respond, point by point, to your RFP when they make 
their proposals. Therefore, the RFP "leads" suppliers by focusing their attention on 
certain issues. Most importantly, the RFP is the foundation upon which the supplier’s 
relationship with you is built.  

3. The RFP process brings structure to the procurement decision and allows the risks and 
benefits to be identified clearly upfront. The following information should be considered 
when preparing a proposal.  

Overview - when sending out a Request for Proposal document it can be very useful to 
provide a high level overview of some key points  

Background - as part of the proposal it is useful to provide some background information 
to ensure that the prospective suppliers understand what it is you are trying to achieve 
and to ensure that you get the right ultimate solution.  

Requirements - this highlights your specific requirements both in terms of supplier 
relationship and the solution and configuration you are seeking. RFP Terms and 
Conditions (Instructions) - identifies the elements of terms and conditions or instructions 
that you may want to specify in your proposal as to how the process will be managed.  

Evaluation - ensures the procurement process is transparent and documenting how the 
proposals will be evaluated.  

Response – specifies what information is expected back from the responder, in what 
format and to what level of detail  

Further details of the elements identified above and examples of what you might include can 
be found in Annex I.   

VI. FACTORY ACCEPTANCE TEST  

Factory acceptance tests can act as an important part of the validation process as they 
allow for the correction of any identified faults prior to delivery. The scope of such tests will 
vary according to the format of the system being purchased.  

7. Mobile Scanners 

In the case of mobile scanners, it should be possible to test the performance of the X- 
ray system, certain mechanical and other vehicle specifications, and the dimensions of the 
safety exclusion zone.  

8. Other scanning systems 

In the case of re-locatable and fixed systems, it will be possible to test only those parts 
which are fully assembled e.g. linear accelerator. However, an inventory of the constituent 
parts, which will be assembled on site, may be carried out. 
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9. Shipping 

It should be borne in mind that the transportation of the equipment to its destination 
may have some effect on the system’s performance, which will be required to be addressed 
during installation and commissioning. As a precautionary measure, therefore, the supplier 
should ensure that the equipment is adequately protected by protective packaging etc during 
shipment. The supplier should also ensure that adequate marine, or other, insurance is in 
place.  

The responsibilities for Customs clearance procedures and payment of Customs 
duties/other taxes as well as costs relating to the discharge, carriage to installation site and 
unpacking at site, should be clearly defined. These issues also apply to any spare parts 
supplied.   

VII. DEPLOYMENT 

As soon as is practical following the signing of the contract, it is important to ensure that 
all necessary measures are put in place to facilitate a smooth deployment of the scanning 
system when delivered/constructed. These include: 

a) Preparation of scanning site and associated buildings, 

b) Provision of suitable accommodation to store spare parts, and to carry out 
maintenance, in the case of mobile scanners. Application to the regulatory body for 
radiological licenses, including submission of justification to use ionizing radiation 
equipment 

c) Suitable methodology for selecting targets for scanning 

d) Arrangements for transporting target containers/ vehicles to/from scanning site 

e) Design of a traffic management plan 

f) Provision of adequate facilities for any resultant manual inspections 

g) Recruitment and training of scanner operators 

h) Compatibility of scanner computer systems with existing systems.   

VIII. FIELD VALIDATION TEST  

After installation, the performance of the entire system must be tested for compliance with 
contractual specifications at the purchaser’s site by a specialized Customs team (which may 
include an external expert advisor), which is familiar with these systems and test regimes. 
Due to varying conditions of the site, and the possible effect of transportation, systems may 
not perform in the same manner as they did during factory acceptance testing. Additional 
modifications may be required to fully meet the specifications of the contract. In this case “a 
cure notice” will be issued to the manufacturer notifying him of the deficiencies identified in 
the course of the Field Validation Test. 

The tests should be drawn up carefully and agreed with the supplier in advance and 
should form part of the contract agreement. 

They should cover specifications such as throughput, overall imaging quality, imaging 
tools, image saving and retrieval, steel penetration, wire detectability, contrast sensitivity, 
scanning speeds, maximum dimensions of target to be scanned, operator environment, 
paintwork and general workmanship, as specified in the programme of requirement. 
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The dimensions of the radiation safety exclusion zone should be verified and radiation 
dose levels recorded at appropriate points at the perimeter of the exclusion zone, inside a 
laden scanned container, and in the operator cabin (in the case of a mobile system). These 
measurements should be made using a recently calibrated survey meter. 

Field testing should include testing for radiological compliance in accordance with 
national regulatory requirements and any specific licensing conditions. 

Many contract agreements now include the option of a short trial period which allows the 
system to operate in typical operational conditions and facilitates any necessary adjustments 
before final acceptance.   

IX. FINAL ACCEPTANCE  

If the systems are tested and meet the specifications of the contract, then the 
contracting unit may approve formal acceptance of the equipment according to the contract 
terms and relevant national requirements. Systems should not be formally accepted until any 
significant deficiencies identified in the field test are made good.  

Final acceptance usually triggers payment of the final instalment of the equipment 
purchase price according to the payment schedule. It may be useful to include a contractual 
condition to provide for withholding a portion of the payment until any deficiencies noted in 
the field tests are remedied.  

Operational support (establishing link with maintenance support; establishing spare 
parts inventory or accessibility to spare parts) should be clearly established.   

X. POST DEPLOYMENT REVIEW 

Periodic reviewing of the operation of the system forms an intrinsic part of the overall 
management of the project.  

10. Initial review  

Monitoring of the operation of the system should commence immediately after the system 
is installed.  

It is inevitable that some teething problems will arise in the early stages of operation of 
the system. These may relate to technical problems within the scanner, as well as logistical 
or staffing issues.  

The initial review should take the following into account: 

a) Effectiveness of system procedures (consider using personal log-in and password for 
each system operator) 

b) Quality of the system’s images 

c) Quality of operational support (response times, adequacy of maintenance support; 
spare parts etc) 

d) Familiarity of operators with scanning functions 

(Note: Early intervention in these areas may help to improve the overall efficiency of the 
system) 
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11. Long term review 

As part of the long term management of the system it will be necessary to carry out 
periodic reviews. These reviews will rely heavily on good quality records maintained 
throughout the lifetime of the system. They should focus on the performance of the scanner, 
performance of the operators, maintenance issues, results achieved, and the benefits 
derived from the deployment of the system. Such reviews will also prove valuable when 
planning to purchase additional equipment.   

The following issues should be considered: 

e) Overall system availability 

f) Any major maintenance issues 

g) Service response times 

h) Quality of maintenance support 

i) Quality of imaging performance 

j) Throughput 

k) Number of scans carried out 

l) Number of resulting physical inspections 

m) Number of detections made 

n) Radiological compliance, including monitoring of radiation dose readings 

o) Adequacy of operator training  

Team leaders and local managers should be consulted in relation to issues such as: 

p) whether the equipment has performed in accordance with expectations 

q) whether operating procedures require alteration 

r) requirements for refresher training or advanced image interpretation training. 
(Generally the training courses provided by the suppliers are fairly basic, especially in 
the area of image interpretation)   

XI. RADIATION SAFETY  

All ionizing radiation equipment is subject to licensing by the national regulatory authority 
and must conform to national and international radiation safety regulations and requirements. 
Additional conditions may apply to systems using live sources including transport 
requirements, and replacement and “take back” conditions. It is advisable therefore, to 
engage a radiation safety expert, such as an accredited Radiation Safety Advisor, to deal 
with such issues at an early stage in the procurement process. This may be a regulatory 
requirement in a country.  

Issues to be dealt with by this expert might include: 

a) Engagement with regulatory body 
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b) Site assessment for radiological purposes 

c) Formulation of justification for practice 

d) Advise on relevant tender requirements 

e) Evaluation of relevant safety programme 

f) Implementation of radiation safety programme 

g) Compliance with licensing conditions 

h) Design of radiation safety awareness training 

i) Medical check-up for personnel  

The radiation safety programme should include the following elements:  

j) Delivery of radiation safety awareness training to all operational staff before 
commencing operation of the system 

k) Appointment of Radiation Safety Officer 

l) Issue of Radiation Safety Procedures to all relevant operational staff 

m) Provision of personal dosimeters and monitoring of personal radiation doses 

n) Regular measurement of dose levels in scanner and at perimeter of exclusion zone 

o) Annual review of Radiation Safety Procedures  

(Note: Notwithstanding any additional national requirements it is suggested that exposure 
dosage at the border of the exclusion zone be no higher than 1 micro Sievert (µSv) per hour 
(integrated)  

In addition, the maximum radiation dose limit for operators should not exceed the limit for 
general public at 1 milli sievert (mSv) per year.  

In addition, every effort should be made to minimise the accidental exposure to radiation 
of clandestine concealed within trucks and containers, especially at locations where they are 
regularly encountered. Additional resources, where necessary, should be provided to deal 
with such incidents. 
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 Annex I: ELEMENTS TO BE 
CONSIDERED FOR A REQUEST FOR A 
PROPOSAL/TENDER 
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As described in Section V, the following looks at the elements to be considered and provides 
some examples of what might be included. The list is neither exhaustive nor mandatory.  

III. Overview  
Some key points to include in an overview are as follows:  

Purpose of RFP – A high level statement describing what you are seeking a proposal on 

e.g. cargo screening equipment that enables Customs to achieve its business objectives 
for enhanced cargo security.  

Approval Process – Clarity for Suppliers as to who is able to make decisions to purchase. 
This may be delegated to the Customs administrations, but it may be Customs subject to 
approval by the Government or another Government agency and Customs will not be 
able to enter into a contract prior to that approval being granted.  

Due Date and Milestones – To ensure transparency clearly document the due date for 
receipt of proposals and the right to accept or decline late responses. You can also 
include the proposed steps (milestones) you may go through and the dates by which a 
final decision will be made (important to stress that these may be subject to change but 
all potential suppliers will be notified of changes at the same time)  

How to Respond –Set out how you want the proposal (information) to be provided e.g. 
hardcopy, how many copies, if electronic version in what format (e.g. Microsoft word). It is 
also useful to specify what will not be accepted e.g. “proposals will not be accepted by 
electronic mail”  

Notes to Respondents – Include anything specific you want to highlight, it may be 
commentary about terminology, requirements (highlighting where in the document the 
requirements are included) and questions. It is an opportunity to ensure that instructions 
are clear.  

IV. Background  
It is useful to provide some background information about your administration and its 

function, the operational and business environment and any important factors that are to be 
taken into account. This may include an outline of the operations e.g. how many ports (sea 
and air), how the ports operate, how cargo is currently processed, what sort of facilities are 
available, health and safety environment, environmental conditions (e.g. climate, proximity to 
sea, winds) and road and highway conditions.  

V. Requirements  
In terms of requirements you may wish to consider the following:  

Supplier Relationship – what are you seeking from the supplier e.g. are you seeking one 
or more prime vendors? Do you want one or more vendors to manage the provision of all 
elements of the requirements specified in this RFP throughout the operational lifecycle of 
the equipment, including:  

a) Manufacture and supply of the required equipment including assembly and fit-out 
of vehicles, trailers and fixed units;  

b) Delivery and installation in the specified operational environment; 
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c) Training of operators and/or training of trainers;  
d) Preventative maintenance of the equipment following deployment;  
e) Warranty, support, service and corrective maintenance of the equipment following 

deployment.  
Are you happy for prime vendor(s) to use local agents and distributors to manage 

elements of the procurement, delivery, maintenance and support? Do you expect to sign a 
master contract with the prime vendor(s) and that overall responsibility and liability for the 
supply and support of the solutions will come under this contract? 

These are important issues that need to be clear to prospective suppliers when sending out 
the proposal.  

Solutions and Configurations – This is where you should define what it is you want to 
purchase. You should stipulate the different categories (requirements) of equipment, e.g. 
this could be differentiated by size, mobility and/or type of cargo that is to be screened. 
You should define mandatory and non-mandatory requirements. Using the terms “must”, 
“should” or “may” to describe the level of importance.  

These terms, when used, can indicate the following levels of importance: 

f) must - it is essential that the Respondent's Proposal meets this requirement. 
Non-compliance may result in the Proposal being rejected by Customs, or count 
significantly against the Respondent during the evaluation phase. 

g) should - the Respondent's Proposal should meet this requirement, but a Proposal 
is unlikely to be rejected solely for not meeting the requirement. 

h) may - the Respondent's Proposal may support this requirement, but it is optional 
and may be viewed by Customs as a "value-added" benefit.  

It may be that if you are looking for different categories of equipment you will allow 
respondents to respond to any number of the categories, however each category that is 
being responded to must have a complete response covering all mandatory and non- 
mandatory requirements that respondents elect to address.  

VI. Evaluation  
To ensure the procurement process is transparent and fair it is important to document 

how the proposals will be evaluated.  

Process and Activities – It is important to document the process and activities that will 
form the evaluation process. This will be subject to your country`s procurement process 
but can include: 

a) How Respondents’ written Proposals will be evaluated (e.g. by a team of internal 
and external experts) 

b) A short listing process based on initial evaluation of written proposals 

c) Reference checks – the references given in response can be contacted and 
assessed 

d) Site visits and testing – the site visits proposed can take place and tests will be 
conducted to assess the performance of the proposed solutions 

e) Presentations and meetings – Respondents may be given the opportunity to 
present their Proposals and raise issues/concerns at meetings. 
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Evaluation Criteria/Methodology – It is important to define the criteria/methodology to be 
used for the assessment of respondents proposal`s. There are different methodologies 
available, such as the Most Economically Advantageous Tender (MEAT) system where 
marks are allocated on a weighted basis to the most important requirements of the 
procurement including cost. The major requirements could include:  

a) Inspection equipment and systems: 

 Technical capability 

 Suitability for Purpose 

 Regulatory and health & safety compliance  
b) Vehicles, trailers and other equipment: 

 Regulatory compliance 

 Suitability for Purpose  
c) Support, maintenance, warranty and training 

d) Minimum Requirements  
You may want to set minimum thresholds for some of the main specifications. Failure to 

reach such thresholds would result in outright rejection of the Respondent’s Proposal for that 
equipment category. Complete inability to satisfy any mandatory requirement may also result 
in outright rejection of the Proposal for that equipment category.  

e) Cost  
Costs to be taken into account should include: 

 Capital cost of the equipment including vehicle chassis, trailer and standard 
installation equipment; 

 Spare parts to be purchased to maintain minimum required service levels; 

 Preventative maintenance per annum; 

 Service including corrective maintenance charges per annum; 

 Training 

 Estimate of consumables and operating costs for equipment proposed   

The following terms and conditions or instructions may be considered for inclusion in your 
proposal:   

Format of Proposals – Make clear to respondents that proposals should adhere to the 
agreed format and headings as defined in the document. This may include templates to 
be completed to allow respondents to structure their responses in a consistent way. You 
may choose different formats for different parts of the proposal e.g. 

 A free-form response - Respondents may be invited to state in their own words 
what they are proposing for each equipment category and why their products and 
services are suitable for Customs’ requirements. 
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 Specific responses to each clause - All mandatory requirements must be 
addressed for the categories of equipment that are proposed. Additional 
information may be attached to responses so long as it complies with the 
Proposal delivery requirements. 

 Specific compliance responses - Respondents must indicate whether they are 
able to fully comply with a particular requirement. This can be as simple as 
responders indicating ‘COMPLY’, such response indicating full and unambiguous 
compliance. Alternatively, Respondents may indicate ‘PARTIALLY COMPLY’ or 
‘DO NOT COMPLY’ together with a full explanation of the qualified compliance or 
non-compliance. 

 Contact with Customs –Specify one point of contact. You may want to consider 
specifying that unsolicited and unauthorised Respondent contact with other 
Customs personnel concerning this RFP may result in rejection of a Respondent’s 
Proposal.  

 Respondent Contact Details –Respondents should designate a primary/sole point 
of contact for all correspondence regarding the RFP.  

 Proposal Validity Period – Define the period of validity of proposals which can be 
from either the date of submission or the Due Date for Proposals, whichever is the 
latter.  

Reliance Upon Statements by Respondents – You may want to stipulate that Customs 
may rely upon all statements made by any Respondent in a Proposal and in any other 
communications relating to the RFP to be true. You may want to stipulate that each 
Respondent shall ensure that: 

 All information provided in response to this RFP is complete and accurate; 

 It has examined the proposal document fully and any other information provided 
by Customs in regard to this RFP; and 

 It has considered all the risks, contingencies and other circumstances having an 
effect on its Proposal. 

Questions concerning the RFP Content – You may allow Respondents to ask questions 
concerning the content of the RFP or the evaluation process up until the Due Date. 

However, you may want to specify how the questions are to be provided and responses 
made (e.g. in writing only). You may also want to ensure that questions and responses 
relating to RFP content or rules are distributed to all Respondents (but will not be 
attributed to the originating Respondent) subject to commercial confidentiality.  

RFP Variations, Cancellation and Waiver – you may want to state that you reserve the 
right to vary, cancel or waiver any part of the RFP at your sole discretion at any time up 
to the Due Date including the right to extend the Due Date for responses. It will be 
important to stress that you will advise all Respondents if there is to be any change to the 
rules, procedures or criteria during the process. A change in rules or procedure should 
not benefit any one Respondent.  

Preparation Costs – Stress that each Respondent shall be responsible for all costs 
associated with the preparation and submission of its Proposal and Customs shall accept 
no liability for any such costs.  

Pricing - Be clear about pricing information. You should specify that respondents must 
ensure that prices set out in their Proposals are fully inclusive for the proposed solutions 
and that no additional prices, fees or charges shall apply to all or any part of the 
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proposed solutions. You should also specify who shall be responsible for payment of any 
taxes, duties and other government charges, resulting from the procurement.  

Disclaimer – You may want to specify that while every reasonable effort is made to 
ensure the accuracy of this RFP, Customs shall not be liable for any inaccuracy or 
omission in the RFP or in any additional information that may be provided in the RFP 
process.  

Confidentiality and Intellectual Property – You may want to specify that the RFP and all 
Customs communication in regard to the RFP is confidential and should not be disclosed 
to any other party or used for any purpose other than that of preparing Proposals, without 
the express written consent of the Customs.  

You should undertake to keep confidential any confidential, proprietary or commercially 
sensitive information supplied by Respondents and identified by Respondents as such, 
except as required by law.  

Security and Operational Requirements – You should specify that during and after the 
RFP process, Respondents shall comply with any security and operational requirements 
of Customs or the Government  

Conflicts of Interest – You should specify that respondents shall declare any conflicts of 
interest that exist or that may arise in responding to this RFP or in any Agreement that 
may result from this RFP, immediately upon becoming aware of such conflicts.  

Public Statements – You should specify that respondents shall not make any public 
statement or press release, or engage in any advertising or promotion, or release any 
information to any news media or public forum in respect of the RFP or any contract that 
may result from the RFP without the express written consent of Customs.  

Indemnity – You may want to specify that if a Respondent breaches any of the Terms 
and Conditions in the RFP and, as a result of that breach, Customs incurs costs or 
losses, including without limitation the cost of any investigations, procedural impairment, 
repetition of all or part of the RFP process or enforcement of intellectual property rights or 
confidentiality obligations, then that Respondent shall indemnify Customs against such 
costs or losses.  

Rights Reserved by Customs – Without limiting any other statement in the RFP, you may 
want to reserve the right at any time: 

 To apply or change any policy or criterion relating to participation in this RFP 
process or evaluation of Proposals; 

 To restrict or deny the supply of or access to any Customs site or other property 
or any Customs personnel or information to any Respondent. However Customs 
will use best endeavours to provide all Respondents with equal access; 

 To change the RFP Terms and Conditions by prior notice to Respondents; 

 To reject any Proposal which does not, or only partially, complies with this RFP; 

 Not to accept the lowest priced or any Proposal or enter into any Agreement.  
Governing Law – You should specify that the RFP and any agreement arising from it 
shall be governed by the laws of your country, and Respondents agree to submit to the 
non-exclusive jurisdiction of your courts in any dispute that may arise concerning the 
RFP, Proposals or any Agreement. 
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VII. Response  
You may wish respondents to include the following in their proposals:  

Respondent Organisation Background – This can include, contact details, company 
information and financial performance, history and experience as well as information 
that will provide assurance relating to the responders’ ability to meet the 
requirements.  

Proposed Solutions – Provide a comprehensive description of the equipment and 
major components proposed under each of the equipment categories as set out 
under the defined requirements, together with any specifications, diagrams or 
supporting information that illustrate the suitability of the equipment for Customs’ 
proposed use.  

Proposals should separately define the mandatory requirements and non-mandatory 
requirements. For non-mandatory requirements the information should indicate as to 
whether it is optional equipment or ancillary equipment and the response should 
cover, at a minimum, the following in detail: 

a) Description of the equipment 

b) Typical operating scenarios 

c) Major components 

d) Technology deployed and benefits 

e) Suitability for Customs requirements  
Detailed Statement of Compliance with Inspection System Requirements - There 
should be a comprehensive statement of the detailed technical requirements 
included in the proposal to be completed by the Respondent. A detailed list of 
specifications should be set, and the Respondent should indicate compliance or 
otherwise against each specification. Information to be requested might include: 

f) Manufacturer's Technical Specifications 

g) Detectors 

h) Image Processing System 

i) Conveyor and Motor Drive 

j) Physical Dimensions 

k) Operating Environment 

l) Radiation and Safety 

m) Electronic Emissions and RF Interference 

n) Fault Diagnosis 

o) Power Supply Unit (Applicable if system can be plugged into mains source ) 

p) Reliability 

q) Substance Differentiation and Detection Thresholds  

 
Detailed Statement of Compliance with Commercial Vehicle Requirements – If you 
require a mobile X-ray solution you will also need a comprehensive statement of the 
detailed Commercial vehicle requirements included in the proposal requiring a 
response from the respondent. This would include items where an indication of 
compliance would be important.  

Information to be requested might include: 

r) Compliance with Statutory Requirements 

s) Life expectancy 

t) Servicing 

u) Alternative Proposals 
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v) Concept Drawing 

w) Vehicle Performance 

x) Modifications 

y) Movement of Dangerous Goods (ionising radiation sources) 

z) Braking Performance 

aa) Static Rollover Threshold 

bb) Hazard Lights and Working Lights 

cc) Weatherproofing 

dd) Foot Supports 

ee) User’s Manual 

ff) Maintenance Manuals 

gg) Flashing and Body Lighting 

hh) Locker and Step Lighting 

ii) Operational Vision  

 
Detailed Statement of Compliance with Information and Communication Technology – 
Consider whether the proposed equipment is capable of having full access to 
Customs’ database and office software during operation. Mobile equipment should 
have real-time remote data access capability both during operations and while 
travelling.  

Delivery and Deployment Schedule – Respondents to provide a delivery schedule for 
equipment proposed (including non-mandatory equipment) setting out dates for key 
stages including the delivery, installation, commissioning and deployment of the 
equipment. . Where precise dates are not known, earliest and latest estimates should 
be stated.  

Warranties – Respondents to describe the warranties that apply to each equipment 
category and to each component of the equipment (if component warranties vary). In 
particular, they should describe the warranties that are applicable to: 

jj) Vehicle chassis and/or trailer; and 

kk) Inspection equipment including radiation source parts (such as X-ray tubes).  
Maintenance and Support – Respondents to describe how they intend to provide 
maintenance and support of the equipment throughout its lifecycle. This should 
address: 

ll) Installation; 

mm) Preventative Maintenance (including how this may reduce non-
preventative maintenance); 

nn) Technical Guidelines for first level maintenance which may be carried out by 
the Customs operators 

oo) Servicing and Corrective Maintenance; and 

pp) Operator Support. 
 

Spare Parts – Respondents should propose pricing for any spare parts Customs required 
to be purchased with each equipment category to ensure the maximum availability of the 
equipment and minimum time to repair.  
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Health and Safety Issues – Respondents to describe their approach to ensuring the safety 
of staff operating each equipment category. In particular, Respondents should address 
the following: 

 Radiation safety; 

 Exclusion zones, warning signage, lighting and barriers to access to the 
equipment; 

 Operator workstation and ergonomics, equipment, and other physical health and 
safety attributes; Procedures to ensure safety; including adherence to 
international standards and best practices in health and safety.  

 
Ability to upgrade - Respondents to detail their proposals for product renewal and ability 
to upgrade of the proposed equipment.  

Training - Respondents to detail their proposed schedule of training for the operation of 
the equipment. In particular, provide the following:  

 What formal courses do they provide for operators (and trainers)? 

 What training course documentation (including trainer manuals) and self-training 
packages do they provide? 

 How do they assure competency of trainers and operators (e.g. examinations, 
certification, etc.)? 

 Does the training specifically cover health and safety compliance? 

 What qualifications and experience have their trainers achieved? 

 What international standards or endorsements does their training meet with?  

 
Country of Manufacture/Local Content – You may want Respondents to provide a 
schedule showing the country of manufacture for all major components of the proposed 
equipment, together with the manufacturer’s name. It may be your country`s policy to 
encourage government purchasers to actively consider the products and services of 
competitive local businesses. You may want Respondents to identify any components 
that are provided by local companies. However, this approach may not be permitted by 
your national procurement rules.  

Statement of Acceptance of RFP Terms and Conditions –Respondents include a 
statement of acceptance with the RFP Terms and Conditions and in any subsequent 
related notifications to Respondents. Respondents should note that non-agreement to 
any of these clauses may result in rejection of a Respondent’s Proposal.  

Client References and Site Visits – It is recommended that you ask respondents to 
supply the details a specified number of reference sites for each of the equipment 
categories proposed, where the equipment is currently being operated in an environment 
similar to that proposed by Customs. Contact information including business telephone, 
facsimile and e-mail details for the equipment operator should be provided and 
Respondents should obtain consent for Customs’ contact. 
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Pricing Schedule - Respondents should provide prices for all equipment and services 
proposed. For consistency you should design a pricing spreadsheet and consider 
including the following elements:  

 Capital cost of the equipment including vehicle chassis, trailer and standard 
installation equipment; 

 Spare parts to be purchased to maintain minimum required service levels; 

 Delivery including freight and insurance up to the point of acceptance by 
Customs; 

 Deployment and installation costs; 

 Preventative maintenance per annum; 

 Service including corrective maintenance charges per annum; 

 Operational support charges per annum; 

 Training 

 Estimate of consumables and operating costs for equipment proposed  
Duties/taxes and Other Government Charges – The prices given in the spreadsheet 
should be inclusive of all duties, taxes and other government charges payable upon entry.  

Currency and Exchange Rate – All pricing shall be in a specified currency  

VIII. Additional Information 

 Statement by Authorised Officer 

 Glossary of Terms 

 Vehicle Compliance Rules, Regulations and Guidelines 

 Pricing Schedule – template spreadsheet 
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1. Introduction  

1.1. Foreword  
The overall aim of European Union Customs Policy is to facilitate legitimate trade, whilst 
applying the level of controls necessary for guaranteeing the safety and security of citizens 
and protecting the public health, environment, financial and economic interests of the EU and 
its Member States. 

Customs responsibilities have evolved and are no longer limited to just protecting the 
financial interests of the public treasury; Customs are now a service provider with a global 
mission to protect society and its citizens.  

The fact that Customs are a constant presence at the border and have a longstanding 
knowledge of both the goods being moved within the supply chain and of the economic 
operators, normally involved in transport, places it among the primary administrations 
capable of detecting and preventing illicit and dangerous goods from entering and leaving the 
EU.  

The use of technology and equipment in enhancing effectiveness and efficiency of Customs 
controls, while reducing clearance times, is becoming increasingly important. Technology 
and equipment are cornerstones which enable modern Customs administrations to tackle the 

rapidly changing challenges of the 21st century operational environment. Customs 
administrations are encouraged to make use of emerging technologies to enhance security in 
the supply chain.  

In order to support and facilitate EU Customs 
administrations with these challenges a Customs 
Detection Technology Expert Group has been 
established under the Customs 2013 Programme. 
The group started to work in January 2011 and 
consists of Customs detection technology experts 
from Austria, Denmark, France, Hungary, Ireland, 
Italy, Lithuania, the Netherlands, Slovakia, Spain, 
Turkey and the United Kingdom. The group is 
chaired by the European Commission, DG 
TAXUD, Risk Management and Security Unit.  

The main roles of this expert Group are to provide 

a platform for information sharing between Customs technology experts and to define the 
needs for new and improved technologies that would enable modern Customs 
administrations to detect a variety of illicit goods and to ensure both the security and 
facilitation of supply chains.  

  

   

1.2. The purpose of this document  
Realising that not all Member States are currently represented within the group, the expert 
group considers that the information contained in this paper, together with the general nature 
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of the document, will have an added value in respect of the use of any detection equipment 
in all Member States.  

This working document provides an overview of types of threats together, with the 
corresponding technology solutions, as well as the correlation between the types of border 
crossings, risks and available technological support. This document aims to demonstrate the 
enormous range of technological possibilities that exist between threats and their detection 
by relevant technologies.  

This document compliments the on-going inventory of the existing Radiation / Nuclear 
detection and Non-Intrusive inspection equipment across all EU Customs. Going forward, 
this group intends to examine future needs against existing technologies.   

1.3. Intended readership  
This document is intended to provide support to those involved in decision-making related to 
the purchase and deployment of detection equipment by providing the relevant technical 
information. Simultaneously, it will support operational staff by providing information relevant 
to use of technology in their daily work. The sections dealing with purchase costs, 
maintenance and safety issues, as well as human resource topics, including training and 
motivation, will be of interest to administration managers. Meanwhile, operational Customs 
Officers will find the detailed description of the threats and available technological solutions, 
useful in helping to efficiently mitigate the threats they encounter.  

1.4. Executive summary  
This working document constitutes a 2012 key deliverable of the Customs 2013 Detection 
Technology Expert Group in recognition of technology being increasingly pivotal for modern 
Customs. Deploying appropriate technology solutions designed to meet today's acute threats 
and challenges is key for Customs as first line of defence. This working document therefore 
suggests describing different types of threats, corresponding existing technology solutions as 
well as the correlation between the types of border crossings, risks and available 
technological support. It can also contribute in furthering international (WCO) and bilateral 
cooperation with world major players in this area. 

This information document addresses two main target-groups; managers involved in the 
decision-making processes relating to the purchase and deployment of detection equipment, 
on the one hand, and operational customs officers, on the other. This document aims to 
demonstrate the enormous range of technological possibilities that exist between threats and 
their detection by relevant technologies. 

Subsequent to the introduction, Chapter 2 sets out general information on technology, safety 
procedures and training. Chapter 3 is dedicated to the different existing technology solutions 
and provides information on standards and security programmes, threats and technology 
definitions, available technology solutions, costs and further emerging technologies. 

The annexed threat table shows easily available technology solutions that are applicable to 
mitigate specific threats per transport mode and modality. 

For further information, please contact DG TAXUD.B2 Risk Management and Security. 

14. Mrs Manuela Cabral, 

Head of Unit – DG TAXUD.B2. Riskmanagement and Security 
Tel. +32.2.295.42.59 

Email: Maria-Manuela.Cabral@ec.europa.eu  

15. Mr. Wil van Heeswijk, 

Chair of the expert group – DG TAXUD.B2 Security sector 

Tel. + 32.2.297.1615 

Email: Wil.van-heeswijk@ec.europa.eu  

mailto:Maria-Manuela.Cabral@ec.europa.eu
mailto:Wil.van-heeswijk@ec.europa.eu
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16. Mrs Stella Nicoloudaki, 

Assistant – DG TAXUD.B2. 
Tel. +32.2.296.0979 
Email: Stella.Nicoloudaki@ec.europa.eu  

  

2. Technology  

2.1. Technology in perspective  
Technology is an extremely powerful tool which can be used to support Customs missions 
through: protection of financial interests, protection from unfair and illegal trade while 
supporting legitimate business activity, ensuring population security and safety, protection of 
the environment and maintaining a proper balance between Customs controls and facilitation 
of legitimate trade. Nowadays, executing Customs controls without impeding legitimate trade 
flows constitutes a key factor. Technology is essential to achieve this goal. 

Significant efforts are necessary to acquire new technology and to start its operations, not 
only from a financial point of view, but also as regards organisational aspects. Some 
administrations may sometimes even feel a certain frustration, due to too many expectations 
in the results. 

Therefore, it is quite important to see technology from the perspective of the relevant 
preliminary stages prior to the acquisition, until the evaluation of the results. In order to do 
this, the following considerations are suggested being made:   

 Technology is not a panacea in itself. Historically, Customs administrations have 
developed organisational structures in order to fulfil their functions and fight against 
new threats. Utilising technology does not imply departure from these structures, but it 
can bring an improvement to them Introduction of technology in a Customs 
environment must be evaluated in terms of its impact in fulfilling Customs tasks and 
how they may be modified in order to obtain better results. Hence: technology should 
be considered as a tool to improve the general system, whilst not being a system 
itself.  

 The evaluation of technology should be a part of a broader evaluation of the working 
methods used by a Customs, in terms of its impact on the administration. It should 
consider the correlation with other related processes and the influence these will have 
on the results from the technology. For example, a radiation risk assessment will have 
a direct impact on the operational use of an X-ray system, therefore when an X-ray 
system is evaluated, the results of the respective risk assessment system will also 
need to be taken into account.   

 The evaluation of a given technology application should not be confined solely to 
technical specifications. Often technology evaluations only account for technical 
parameters and results. Quality specifications, parameters of use, and performance 
statistics, all form a significant part of the technology evaluation and the platform for 
future improvements. There are also further aspects equally significant, which are 
sometimes overlooked and which terms of its importance can have a significant 

mailto:Stella.Nicoloudaki@ec.europa.eu
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impact on the efficiency of the technology: human resources, motivation, training 
levels and operational procedures all have a bearing and should be considered as 
part of any technology evaluation.  

2.2. How to Use Technology  
Detection technology itself should not be regarded as stand-alone equipment capable of 
detecting contraband or other threats. Only when combined with a capable human operator 
does it become an effective tool.  

Technology should only be operated by authorised (and when required, certified) staff, who 
have received the appropriate level of training. Such training may range from basic-level 
operator training, up to advanced-level training which might incorporate some basic 
maintenance and troubleshooting, so that minor faults may be remedied and not require the 
involvement of the manufacturer’s technicians or engineers . When considering training from 
the manufacturer, or their authorised representative, it is strongly recommended to include an 
option to train your own staff as trainers. This has been found to be very useful by a number 
of Customs administrations, as it enables future Customs staff to be trained, taking staff 
turnover into account. It is important to ensure that all optional elements, such as basic 
maintenance, or troubleshooting are covered and that the training is fully approved by the 
manufacturer and does not invalidate any warranties.  

Detection technology is generally sophisticated equipment and should have comprehensive 
instruction and operation manuals together with relevant technical documents or drawings, to 
cover all agreed activities. More often than not, almost all such equipment will have “user 
guides” or “quick start” guides, which clearly explain the correct procedure for starting, 
operating and shutting down the equipment or system. All authorised users should have 
ready access to the technical manuals. These manuals should be clearly marked and located 
in an agreed place, so that all (authorised) users may have access if further reference is 
required.  

As the name itself implies, detection technology should be tested regarding its capability to 
detect contraband, or threats of interest to a particular Customs administration. All such 
equipment should be properly calibrated and tested by the administration, with the support of 
technical experts, prior to acceptance and its distribution to the end users, to ensure it meets 
the specified procurement requirements. Within this context, it is recommended that any 
relevant international standards, as well as the experience, or test results of other Customs 
administrations, should play a part in creating an efficient test procedure. It is equally 
important that this equipment should be calibrated before use to ensure the best results.  

Complex technology may be prone to malfunction or failure if not used and maintained 
properly. The operators should ensure that regular preventive and corrective maintenance of 
the equipment is carried out.  

It is very important to ensure that relevant health and safety measures are implemented 
before using the equipment, as failure to do so could cause harm to the operator, or to 
members of the public.   

2.3. Safety Procedures  
Many administrations have experience of working with, or procuring technology, which may 
be subject to regulation. However, for those less familiar, or who are looking at new types of 
technology, some points should be flagged for consideration. 

 

Irrespective of the technology intended to be used, safety is an important aspect, which 
needs to be considered before any procurement takes place, so that any risks or deficiencies 
can be identified and mitigated.  

The equipment must be capable of being used safely by the Customs administration and in 
the manner in which it was intended. With such a global market available for sourcing 
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technology, factory test requirements should ideally reflect the regulatory conditions of the 
procuring Member State.  

There are three aspects which combine to influence the safe use of any technology: 

- international /national regulations/licensing that may be in force; 
- competent regulatory advice; 
- appropriate training.  

 
2.3.1. Regulations and licensing  

National regulations within a Member State may determine what technologies may be used, 
and may also impose conditions on their use. Some of these conditions may require that a 
safety framework be applied by end users. The regulations may define standards to be 
applied and precautionary measures to be taken, and may set out matters relating to health 
of workers. There may be a requirement to work with approved, competent specialists, and 
there may also be a mandatory training requirement for staff working with this type of 
equipment.  

Ionising Radiation is the most prominently regulated area with which most will be familiar. 
There are a number of international agreements and conventions in this area, which are 
usually incorporated into national regulations.  

Use of ionising radiation is generally subject to authorisation from a national regulatory body. 
Use of ionising radiation is not just limited to large scanners with live sources, or generators. 
Some smaller devices used for trace detection as well as density meters often contain a very 
small live source, which brings them within the scope of these regulations, but to a lesser 
degree.  

Some Member States may require users of ionising radiation devices to use the services of 

an accredited specialist, such as a Radiation Protection Advisor (RPA), to ensure that they 

are compliant with regulations. Early engagement with one of these experts in a procurement 

process, for any device that uses ionising radiation, is strongly recommended.  

The World Customs Organisation (WCO) has produced a useful reference document entitled 
“GUIDELINES FOR THE PROCUREMENT AND DEPLOYMENT OF SCANNING/NII 
EQUIPMENT”, which outlines key considerations when deploying X-ray scanners.  

Many Customs administrations may encounter the use of ionising radiation in the 
deployment of the following technology applications:  

17. - Radioactive sources 
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Radioactive sources are mostly usually encountered in gamma ray container scanners, Ion 
Mobility Spectrometry (IMS) trace equipment (like particle analysers) and gamma density 
meters. 

Operational considerations - Trace: The use of trace systems does not usually 
require any special handling, as the radioactive source (usually Nickel-63) is non- 
accessible and sealed. 

Regulatory considerations - Trace: National regulations may require that this 
device is licensed for a nominated location. There may be restrictions in transporting 
a trace device between locations, although some Member States may allow this to be 
done under permit. There may also be a requirement to carry out radiation leakage 
tests periodically. 

Operational considerations – Gamma density meters: These devices contain a 
live source, (such as barium 133) and their operation results in the potential for 
exposure to radiation. It is recommended that this type of equipment should only be 
operated by trained staff to mitigate any risks through misuse. Establishing a safety 
perimeter for the use of a gamma density meters can be problematic, as the operator 
frequently moves around a given target, testing for any anomaly. Therefore it is 
prudent for other officers to remain to the rear of the operator while it is in use. A 
safety check can be performed by a second Customs Officer using a dosimeter, 
operating from the rear of the user of the density meter. 

Regulatory considerations – Gamma density meters: National regulations may 

require that this device is licensed at a nominated premises. They should be reviewed 
to ensure compliance.  

It should be noted that with density meters, there might be a requirement to check the 
integrity of the source on a regular basis, even if the device is not in current use. This is 
usually achieved with the aid of a dosimeter.  

18. - Cabinet X-ray  

A cabinet X-ray is a low-energy X-ray system installed in a shielded enclosure. The 
enclosure is intended to protect people from X-rays generated and to prevent access to the 
enclosure’s interior. Cabinet X-ray systems are used widely by Customs Officers. These vary 
in size according to their intended use. They are extensively used for mail, baggage and 
even palletised freight.  

Operational Considerations: These devices generate X-rays only when activated. 
They pose a relatively low-risk to users, as a leaded curtain prevents leakage during 
use. It is recommended that this equipment should only be operated by trained staff 
to mitigate any risks through misuse. It may be necessary to implement measures to 
prevent use by untrained people, or members of the public if deployed in an 
unattended location. 

Regulatory Considerations: National regulations should be reviewed to ensure 
compliance.  

19. - X-ray and gamma freight scanners  

Freight scanners which utilise gamma, or X-ray, to provide an image for identification of 
anomalies within vehicles or containers, are used by many Customs administrations. 
Because they use higher energy levels than cabinet X-ray systems in order to penetrate 
dense materials, a safety perimeter will need to be considered.  

Operational Considerations: If the unit is in a fixed purpose-built facility, the safety 
perimeter is normally contained within the structure, or within an established, marked 
area. If the unit is a mobile system mounted on a vehicle chassis, an effective safety 
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perimeter will need to be established and monitored at each location in which the 
system is deployed, in order to protect both the operators and members of the public. 
The size of this perimeter will vary according to the output of the scanner and 
nationally permitted exposure levels. Depending on the type of scanning taking place 
and the perimeter size, several staff may be required to co-ordinate the logistics of 
the operation, controlling traffic flow and securing the exclusion zone. Use of a 
dosimeter will allow Customs Officers to establish a monitored safety zone during 
scanning operations. It is strongly recommended that all staff working with large 
scanners receive radiation safety training in addition to operations training and that 
this is refreshed at regular intervals. Custom Officers, who work on X-ray equipment, 
may be required to wear a personal dosimeter to enable background radiation 
monitoring to take place, ensuring they are not adversely put at risk. 

Regulatory Considerations: Use of these scanners is typically licensed by a 
national regulatory body. There may be limits on permitted energy levels. In addition 
the size of the safety perimeter will be dependant on nationally permitted exposure 
levels.  

Gamma ray scanners typically use live sources such as 137Cesium or 60Cobalt to 
produce the required energy. Over time, these radioactive isotopes decay and 
ultimately require to be replaced, usually every 5 years. Accordingly, some 
administrations that operate these systems include within their contracts a provision 
for periodic testing to ensure that energy levels remain sufficiently high. Contracts 
should include supplier “take back” provisions for spent sources.  

20. - Portable devices  

There are a number of devices such as flat panel X-rays, or hand-held devices on the 
market. They may be used for activities such as imaging unattended baggage, or distinct 
parts of a vehicle. Their reduced size should not diminish in any way the manner in which 
they are used, as they produce ionising radiation. A portable flat panel system may have the 
same energy output of a cabinet X-ray.  

Operational considerations: It is strongly recommended that all staff receive 
radiation safety training in addition to operator training and that this is refreshed at 
regular intervals. Because of the portable nature of the equipment, which allows it to 
be deployed to multiple scenarios, operators must be able to establish a safe working 
zone in order to protect themselves and members of the public. 

Regulatory Considerations: National regulations should be reviewed to ensure 
compliance.  

Many Customs Administrations will have many years extensive experience of scanning 
systems which use X-ray or gamma. Some of the newer technologies currently being 
developed, use neutron generators, or very high intensity beams, which may require a far 
larger footprint and exclusion zone and pose additional safety concerns which will need to be 
resolved, especially if there is a risk that humans could be hidden inside cargo to be 
scanned. These technologies may require significant shielding and additional safety 
precautions, so early engagement with a specialist advisor and national regulatory body is 
recommended.  

Non-ionising radiation is an area which is regulated to a lesser degree, as this part of the 
electromagnetic spectrum has less risk of cell damage. Examples of types of detection 
technologies which would fall into this category would include such devices as active 
millimetre wave or terahertz systems, Raman (laser) spectroscopy devices, infrared 
spectroscopy and Quadrupole Resonance devices. National regulations should first be 
reviewed to ensure compliance, particularly if the technology is intended to be used to screen 
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humans. Specialists in this field would be able to provide input when drafting risk 
assessments or protocols for the safe use of such a technology.  

Despite a general understanding that risks posed by devices that use ionising radiation, 
some of the newer technologies, such as passive terahertz and millimetre wave, may emit no 
radiation and hence be outside the scope of safety regulations. Health concerns may still be 
raised by operators or members of the public, despite the absence of any risk. When 
technology is regulated, there is a usually a reference to a given official standard that can be 
used, which compares the risk to health against a known standard. An example could be that 
radiation for a given device may be equivalent to that received on a 3-hour air flight. In the 
case of a passive technology, given that it does not have any known health detriments, there 
are unlikely to be any regulations or standards against which to compare. It is suggested that 
an authority consider seeking using specialist advice to pre-emptively mitigate any concerns 
that may arise from staff, or members of the public through use of the technology, if this is felt 
to be beneficial. People may be more assured by an independent scientific statement, that 
there is no health risk, than one originating from the user.  

  

  

2.3.2. Competent regulatory advice (specialist advice)  

The use of some types of niche technology may specifically require specialist advice from 
experts recognised in that area. This may be mandatory for some types of technology and a 
qualified individual will make recommendations to ensure that any requirements under 
national regulations are met. They can provide input into any operational protocols, which 
clearly set out for an organisation how technology will be used.  

In general terms there are two options to supply this function: using an external specialist in 
each situation that arises for a Customs administration, or employing such a specialist as 
part of the Customs staffing complement on an ongoing basis. 

One example of this is with ionising radiation, which includes not only X- ray systems, but 
also nuclear and radioactive detection systems. This is a highly regulated and safety-focused 
area where a very specific knowledge is required.  

One possibility would be to incorporate one or more specialists from the regulatory body into 
the Customs staff, so they can act as the interface between the needs of the organisation 
and the requirements of the regulatory body. They could also make a valuable contribution in 
shaping the tender process and could provide a useful input during a test phase of 
technology and by making recommendations regarding deployment on site, to ensure that 
safety requirements, such as supervised areas for staff and public are met. Most of these 
specialists will be able to perform regular safety tests on the equipment used and will have 
the competence to deliver different levels of radiation safety training to staff and undertake 
radiation risk assessments, as required by the national regulations. The organisation will 
have a duty of care to its staff and members of the public and these experts are a key 
component in accomplishing this. The roll of these experts when a radioactive alarm has 
been produced at some border point will be essential, as they will have the ability to conduct 
a first evaluation of the hazard, or to categorise the isotope.  

2.3.3. Relevant Training  

Equipment must be used in a safe way, so that there is no detriment to either the user, or 
other people in the vicinity. In order to achieve this aim, suppliers of equipment usually 
provide some form of basic operator training, to demonstrate how the technology should be 
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used correctly. The training may also include information on how to maintain the unit and 
what regular precautionary checks need to be undertaken, all elements to ensure continued 
safe use. Wherever possible the training should combine practical and theoretical elements 
and should be supported by resource material.   

Given the wide range of suppliers in the market, administrations are urged to ensure that any 
training resource provided, either material or personal delivery, is fit for purpose and in the 
language of their choice.   

Training from the supplier is usually expensive and although it may form part of the 
procurement when technology is first deployed, extra sessions to take account of staff 
turnover, late in the contract, could be an expensive burden. 

Some administrations have found that there is benefit in having their own staff certified as 
trainers by the supplier (referred to in 2.2), so that they may provide operator training to a 
greater number of their staff. This approach also allows the training to be more tailored to an 
administration’s needs and can be broadened to incorporate aspects of current interest, such 
as identification of types of concealments, as this is an area outside the experience of 
suppliers.   

Having suitably qualified trainers enables an administration to maintain sufficient numbers of 
operators without incurring additional training costs. It can also enable a programme of 
refresher training to be offered, so that the organisation can ensure that a standard is 
achieved and maintained, which in turn helps to ensure that the technology is operated 
efficiently.   

Refresher training is best delivered at regular intervals and with such a programme in place, 
an organisation has the option of maintaining data on operators and determining pass rates, 
to ensure continuity of the standard required.   

The supplier will be well versed in all aspects of their own technology, but they may not be 
necessarily familiar or competently qualified, to deliver training on aspects which relate to 
compliance with national regulations for ionising radiation use in Member States.   

Many national regulations may require, at a minimum, a form of “radiation awareness” 
training for persons who work with, or around ionising radiation. More in-depth training may 
also be required in order to meet the organisation’s duty of care and responsibility to its 
employees and members of the public. The scope of this will be set out in the national 
regulations. It may be prudent to seek expert advice from an approved body within the 
Member State, to agree on how best these training aspects can be delivered.   

It is crucial that radiation training is included with operator training, because it reinforces 
many of the safe working practices for the technology. 

Some administrations may opt to have a pass mark requirement in a final test to demonstrate 
that a standard has been achieved before an operator is permitted to take on that role. 
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2.3.4. Summary safety procedures.   

- Only those trained in the use of the technology should be it’s practitioners. 
- Technology should only be used in the manner in which it was intended. 
- National regulations may determine the scope of how a technology may be used and 

should therefore be the first point of reference. 
- Live sources potentially pose a greater risk than electronically generated X-rays. 

Portable devices should be treated with respect as their output can be equal to 
cabinet X-rays. 

- Specialist advisers can guide an authority to meet their legal requirements and to 
establish a framework of operations for working with technologies. 

- Specialists can provide vital guidance to help administrations meet their 
responsibilities in the critical area of radiation and nuclear detection. 

- Administrations should give consideration to enabling “trainer training” during 
procurement of new technology, as it enables sufficient pools of operators to be 
created when needed, together with a more tailored approach to better meet an 
administration’s needs. 

- Technology must be used in accordance with risk assessments and local protocols. 

21. 2.4. The Human Element  

2.4.1. Motivation of staff  
Integrating new technologies into the daily work of Customs officers needs very careful 
management and in particular, specific training which, depending on the technology involved, 
may need to cover concepts of physics and mathematics, and revised work procedures. 
Without these being addressed, it could lead to an initial reluctance, or refusal to work with 
new technologies.  

With considerable investment at stake when procuring new technology, success using it can 
only come if staff are supported by training and are suitably motivated. Examples include 
professional recognition, participation in workshops, mandatory regular refresher training and 
other similar efforts to keep operators engaged.  

One important point to keep in mind with motivation of staff is that implementation of 
technology sometimes produces an automated environment and Customs Officers may end 
up relying less on their intuition, than prior to technology implementation. Customs Officers’ 
intuition has always been a most useful tool to detect illegal activities. This can cause the 
Officer to feel de-skilled and even de-motivated. Therefore it is urged that this is combated by 
integrating such non-technical skills into the process for using the technology.  

2.4.2. Training of staff  

As Customs staff are the primary end-users of technology, they need to be provided with 
adequate information in order to be able to safely and efficiently operate the equipment. In 
some cases the training may include subjects such as ionising radiation, in order to comply 
with national procedures. This type of training may impose additional responsibilities on the 
organisation which the Customs Officer will be expected to carry out, in order to be 
compliant.  

2.4.3. Expectation from staff  

The introduction of technology has changed Customs working practices and at the same 
time, it has expanded the range of skills expected from staff. Detection technology is not 
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meant to replace Customs Officers, but to provide them a tool, which will assist them, 
together with intelligence, experience and intuition.  

In an ideal world, a piece of technology would be able to analyse, detect and pinpoint with 
100% accuracy, the threat commodity. As the current state of the art clearly falls short of this 
level, there is much reliance on the operator to take account of all the relevant information 
available, perhaps link it together with historical data, experience and intelligence and make 
a judgement call, which could have the effect of committing the authority’s resources in a 
particular direction. 

This means that Staff are a pivotal element in the efficient use of any detection technology. 
Administrations may make significant investment in technology, which they have found to 
meet all their needs, but in order to maximise that investment, they need staff with the skills 
to understand and accurately interpret the information, in order to complete the formula.  

In recent years we have redefined the roles and requirements of our operators to help us get 
the most from our technology. However given the investment and the amount of time 
administrations take procuring technology, it is important not to overlook this aspect, 
otherwise there is the risk is that the technology may be less effective than anticipated.  

Staff will need to understand that results are not always conclusive. Judgement and 
experience is needed when arriving at a decision. Some of the newer technologies, may lack 
refinements in the area of the user interfaces. Some Customs Officers may be deterred by 
this, as information may not readily understood, or displayed in a logical way.  

Staff can sometimes be resistant to the introduction of technology, especially if they fear that 
it undermines, or diminishes their role. However at the other end of the scale, once 
technology is accepted, Customs Officers can be very innovative and will explore better ways 
of using it. It is suggested that when considering the introduction of new technologies, front- 
line staff are consulted early in the process as their insight can be extremely valuable and 
their buy-in will be needed.  

Most technologies require regular checks and maintenance in order to deliver at peak 
efficiency and to operate safely. The more complex the device, the greater the frequency of 
checks required. Most technology will suffer “downtime” at some stage and the administration 
will seek to minimise this. Although Service contracts may be taken out when the equipment 
is first purchased, they tend to be costly and are usually priced according to the response 
time required. Staff will usually be required to undertake basic servicing tasks in order to 
keep the equipment operational. However some administrations may require operators or 
specific users to be trained in troubleshooting and more advanced maintenance functions, 
which will serve to reduce overall maintenance costs. 

 

Level of maintenance Body responsible for 
maintenance service 

1 End-user (Customs Officers) 

2 End-user or after-sales 
service 

3 After-sales service 

Fig.1 

Where organisations use ionising radiation devices, or are responsible for detection of 
radiological sources, procedures should be in place to deal with radiation incidents or 
emergency situations involving the technology. Staff will require training in how to carry out 
these procedures and to be aware of which other agencies should be notified. A Customs 
Officer trained in radiation protection, may be required by their administration to assume 
primary responsibility in emergency situations. For example, they may be the first person 
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required to alert first responders to the presence of a radioactive source in a place which 
must be accessed in the event of a fire.   

2.4.4. Staffing levels  

Although some detection technologies can be used by a single Customs officer, without a 
need to involve others, there are some technologies which require greater resources in order 
to be used efficiently. Administrations would need to establish concept-of-operations 
(CONOPS) relevant to their work, during a trial prior to full deployment. For example, a large 
freight scanner in a busy ferry port may need two officers to operate and analyse the image, 
together with a further two or three officers to control trailer movements and to maintain the 
integrity of the safety zone. Another example is the use of a millimetre wave camera at an 
airport, which may require just two staff for one type of operation, yet five for another type of 
CONOPS, where passengers are more closely controlled.  

2.4.5. Understanding  

Some detection technology is straightforward and essentially provides a definitive result. Ion 
Mobility Spectrometry (IMS) trace systems are examples of this, because the result is either 
a “pass” or “alarm”. Such devices can be used by experienced and novice operator alike. 
Others, such as imaging technologies, may have no operator assistance alarms, so will 
require a greater depth of understanding of the device and perhaps the science behind it, in 
order to detect threats or concealments. Experience is a prerequisite, but if all staff do not 
use such equipment on a regular basis, they may have little opportunity to increase their 
experience levels.  

Administrations may need to consider whether a given technology is suitable for use by all 
officers, or whether it should be used only by selected specialist operators, in order to 
achieve optimum results from their investment.  

Imaging systems are a case in point, where opinion is often divided, as to what attributes are 
required to be a good X-ray image analyst. It should not be seen as a reflection on the ability 
of an individual to perform their Customs duties in general, but rather that some Officers 
might have an aptitude for image interpretation, as an additional skill. Compare this to the 
example that not all people are able to see pictures hidden in Autostereograms (magic eye) 
images. Some Customs administrations have introduced testing and re-certification of X-ray 
operators to ensure a consistency of standards.  

No single piece of technology is perfect and operators will need to understand where any 
limitations exist, in order to deploy it to its strengths. Knowledge of these aspects along with 
causes of false alarms, possible interferents etc, - all assist the operator in the decision 
making process.  

2.4.6. Radiation Safety  

Approaches to protection against ionising radiation are largely consistent throughout the 
world. This is due largely to the existence of a well established and internationally recognised 
framework.  

The International Commission on Radiological Protection (ICRP) is an independent scientific 
organization founded in 1928, which has regularly published recommendations for protection 
against ionising radiation. Its authority derives from the scientific standing of its members and 
the merit of its recommendations. 
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The conceptual framework adopted by ICRP in its publication ICRP 60 (1990) is one of a 
System of Radiological Protection and builds on the System of Dose Limitation, central to 
earlier ICRP documents such as ICRP 26 (1977). ICRP 60 was substantially revised and 
updated in 2007 with the publication of ICRP 103 (2007). However, current European 
legislation is still based on the recommendations contained in the earlier document.  

In the European Union, Radiation Protection legislation relating to ionising radiation derives 
from the Euratom Treaty. Its common objective is to establish uniform safety standards to 
protect the health of workers, patients and the general public and to ensure that they are 
applied. The specific requirements for radiation protection are laid down in Title II Chapter 3 
“Health and Safety”, articles 30 to 39 of the Euratom Treaty. This system has been embodied 
in various European Directives most notably the Basic Safety Standards (BSS, Council 
Directive 96/29/EURATOM) and the Medical Exposure Directive (MED, 97/43/EURATOM).  

The BSS lays down the requirements for the protection of the health of workers and the 
general public against the dangers of ionising radiation. It encapsulates the following 
principles:  

- Justification of a Practice. No practice involving exposure to radiation should be 
adopted, unless it produces at least sufficient benefit to the exposed individuals, or to 
society, to offset the radiation detriment that it causes.  

- Optimisation of Protection. In relation to any particular source of radiation within a 
practice, the dose to any individual from that source should be below an appropriate 
dose constraint, and all reasonable steps should be taken to adjust the protection so 
that exposures are “as reasonably achievable”, economic and social factors being 
taken into account.  

- Application of individual dose limits. A limit should be applied to the dose received by 
any individual as the result of all the practices (other than medical diagnosis or 
treatment). BSS specifies the limits:  

o for workers, 20 mSv in a year (averaged over five years), with no more than 
50 mSv in any one year. 

o for members of the public, 1 mSv in a year.  

The main risk of X- ray and gamma ray based screening technologies is the exposure to 
ionising radiation. Operations using these technologies require the establishment of 
adequate surveillance and control measures to prevent workers getting accidental 
exposures. Some measures include: i) the classification of workers and work places 
classification from a radiological point of view, ii) radiological surveillance of workers and 
work places and iii) methods to determine doses - sometimes it is necessary workers to wear 
personal dosimeters to record the dose received.. The development of operational 
procedures and emergency plans as well as the provision of periodic training are key factors 
in minimising the risk.  

It is important to obtain a high level of radiation protection using this type of technology. It is 
equally important to ensure that Customs Administrations comply with national and 
international regulations. The organisation or structure should ensure it has enough 
resources to achieve this and is fully aware of its responsibilities and the importance of 
radiation protection. 
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If all these legal and operational principles are respected and complied with, any doses 
received from the use of these technologies will be negligible and less than those normally 
received from cosmic radiation.  

2.4.7. Radiation monitoring  

For safety reasons, Custom Officers who work with X-ray equipment may be required to wear 
personal dosimeters. These devices record the levels of radiation to which they been 
exposed. Although there is a great deal of control when working with X-ray systems, there is 
an unknown element involved when reacting to, and investigating, radiation alarms. Use of 
dosimetry offers Customs Officers a level of reassurance, because it will indicate if they have 
been exposed to higher than background levels of radiation.  

The dosimeters will be collected regularly and checked by an approved dosimetry service, 
which will advise if anyone has been adversely exposed, so that remedial action can be 
taken.  

2.4.8. Summary  

- Customs Officers have a vital role to play in the deployment of technology. 
Administrations will get optimum results from new technology only if Officers are kept 
motivated to take advantage of their experience and natural intuition. 

- It is important that technology is seen as complementing the role of the Customs 
Officer and not replacing it. 

- Staff will require adequate training to meet regulatory requirements and administrative 
expectations. 

- The operator is a pivotal component in the successful use of technology. Reliance on 
Customs operators becomes more significant as technology develops. 

- If major investment has been made in the technology and sufficient attention has not 
been paid to the training and the role of the operator, performance may be lower than 
anticipated. 

- Technology which is highly regulated, such as in the area of ionising radiation or 
nuclear detection, will most likely add another layer of responsibility onto staff to 
satisfy national protocols, which will need to be supported by the administration. 

- The use of some technologies may require additional resources, such as in the area 
of passenger management. 

- Not all technology will offer a decisive pass/fail solution. Imaging systems will require 
an operator to interpret the information in order to arrive at a decision. 

- The complexity of some items and the requirement to preserve costs in the area of 
maintenance may be lead to the Customs Officer taking a greater role in basic 
maintenance. 

- No piece of technology is perfect. For optimal performance, the operator will need to 
understand its limits and deploy it to its strengths. 

- It is considered that with the significant level of financial investment involved in 
technology, operators should be carefully selected and considered to be more 
specialised in an effort to maximise the outcomes. 
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3. Technology solutions  

This chapter describes the most relevant international standards and security programmes 
that reference the use of detection technology and technology solutions.   

3.1. Existing International Standards and Security Programmes  
National and international regulatory frameworks and standards have a significant influence 
on the security industry and sector, particularly in terms of investments, methods, and 
research and development. These frameworks, including standards and guidelines, can 
provide the sector and other relevant agencies (e.g. Customs, Port Operators) with greater 
precision on the requirements, good practices and expectations for future demand levels.  

The following is a non-exhaustive list of the most relevant current standards and 
recommendations from the security field dealing with detection technologies:  

1. 

3.1.1. WCO SAFE Framework of Standards  

The World Customs Organization (WCO) has developed a strategy called SAFE Framework 
of standards, to secure the flow of goods through the supply chain, in order not to disrupt the 
flow of operations and to facilitate legitimate trade between countries. The framework is 
implemented on a voluntary basis by interested governments. 

It is based on two pillars: Customs-to-Customs and Customs-to-Business partnerships, 

which are based on a series of consolidated standards. The Customs-to-Customs pillar 

includes a standard advocating the use of modern technology for inspection equipment, 

indicating that non-intrusive inspection (NII) equipment and radiation detection equipment, 

should be available and used for conducting inspections where possible and in accordance 

with risk assessment. This equipment is regarded as necessary for inspecting high-risk 

containers or other cargo quickly, without disrupting the flow of legitimate trade. 

The framework establishes certain principles as a minimum threshold for what must be done 
to ensure security. It requires, inter alia, that at a reasonable request of the receiving nation 
and based upon a comparable risk targeting methodology, the sending nation’s Customs 
authority will perform an outbound inspection of high-risk containers and cargo, preferably 
using non-intrusive detection equipment (NII) and radiation detectors. 

Standard 3 of the WCO SAFE Customs- to- Customs pillar states that "non-intrusive 
inspection equipment and radiation detection should be available and used for 
conducting inspections, where available and in accordance with risk assessment".   

3.1.2. WCO strategic document "Customs in the 21st Century"   

The WCO SAFE framework and the "Customs in the 21st Century" strategic document 
highlights that the use of modern technology is one of the cornerstones which enable 
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Customs to adopt modern risk management working methods. Customs administrations are 
encouraged to take advantage of emerging technologies to enhance security in the supply 
chain.  

One of the building blocks of the WCO CUSTOMS 21ST Century strategy refers specifically to 
the use of technology. It states that: "Customs must take advantage of new and emerging 
technologies to enhance, amongst others processing risk management, intelligence 
and non-intrusive detection" and encourages Customs administrations to fully exploit the 

potential of emerging technologies to tackle the challenges of the rapidly changing 21st 

Century operating environment.   
3.1.3. WCO Guidelines for the procurement and deplyment of scanning/NII 

equipment  

These Guidelines are designed to assist Customs administrations, when considering the 
purchase and deployment of container inspection equipment, by detailing the relevant 
technical, administrative and safety issues involved. The integration of such scanners into 
existing Customs controls, while utilising risk management techniques, is of crucial 
importance to the effective deployment of this equipment. The scope of the Guidelines is 
limited to X-ray and gamma-ray inspection equipment.  

3.1.4. United Nations Security Council Resolution 1540.  

On 28 April 2004, the United Nations Security Council unanimously adopted Resolution 1540 
under Chapter VII of the United Nations Charter, which affirms that the proliferation of 
nuclear, chemical and biological weapons and their means of delivery constitute a threat to 
international peace and security. The resolution establishes the necessity to develop and 
maintain appropriate effective border controls and law enforcement efforts to detect, deter, 
prevent and combat, including through international cooperation when necessary, the illicit 
trafficking and brokering in such items in accordance with their national legal authorities and 
legislation and consistent with international law.  

3.1.5. Global Initiative to Combat Nuclear Terrorism (GICNT)  

GICNT is an international partnership of 85 nations and four official observers who are 
committed to working individually and collectively to implement a set of shared nuclear 
security principles. The mission of the GICNT is to strengthen global capacity to prevent, 
detect, and respond to nuclear terrorism by conducting multilateral activities that strengthen 
the plans, policies, procedures, and interoperability of partner nations. The third principle of 
the Initiative speaks about “Improve the ability to detect nuclear and other radioactive 
materials and substances in order to prevent illicit trafficking in such materials and 
substances, to include cooperation in the research and development of national detection 
capabilities that would be interoperable”.   

3.1.6. Security amendments of the Community Customs code (Reg. 648/ 2005 and its 

implementing provisions 1878/2006.  

The European Commission and EU Member States have made major efforts to integrate 
security into the Customs policy area. Since the 2005 'Security Amendment' to the 
Community Customs code in particular, the 'security and safety’ dimensions of Customs 
control work have been incorporated into the Customs Union Policy acquis, which is fully 
operational since 1 January 2011. 



 

53. 

The European Commission is convinced that modern technology is one of the corner stones 
to enable Customs to adopt modern risk management working methods.  

A comprehensive and effective multi-layered-approach to risk management will result in 
increased freight screening capability, a reduction in the number of physical inspections and 
a better focus on the risk associated with specific consignments.  

In order to attain the above-mentioned objectives, EU Customs aims to develop a wide 
application of modern technologies in the following areas: 

- Techniques for advanced and high speed data analysis; 
- Techniques for ensuring cargo and container integrity (e.g., E-seals, Container 

Security Devices and Smart Containers); 
- Techniques for supervision and monitoring of container movements (track and trace); 
- Non-Intrusive inspection techniques and Radiation/Nuclear detection equipment; 
- Monitoring of Research and Development of new and emerging technologies and 

innovations and assessing the benefits that Customs can derive from their usage.   
3.1.7. European Union and United States Joint statement on Supply Chain Security  

In June 2011 an EU – US joint statement on supply chain security was adopted and signed 
by the European Commission (DG TAXUD, DG HOME, DG MOVE) and the US Department 
of Homeland Security (DHS).  

This statement calls to extend and intensify collaboration on technology and collaborative 
testing of new emerging technologies toward the goal of identifying those that meet 
international agreed standards.  

3.1.8. The Megaports Initiative  

The goal of the Megaports Initiative is to scan as much container traffic as possible (including 
imports, exports, and transhipped containers) regardless of the destination and with minimal 
impact on port operations. The Megaports Initiative seeks to equip 100 seaports with 
radiation detection systems by 2015, scanning approximately 50 % of global maritime 
containerised cargo.  

The Megaport Initiative works with foreign Customs administrations, Port Authorities Port 
Operators and other relevant entities in partner countries, to systematically enhance 
detection capabilities for special nuclear (SNM) and other radioactive materials in 
containerised cargo transiting the global maritime shipping network. In support of this 
mission, the Megaports Initiative helps partner countries equip major international seaports 
with radiation detection equipment and alarm communication systems.  

EU Customs Officers operate Radiation detection portals in the main European ports 
participating in the Megaports Initiative. These portals have been very useful for detecting 
contaminated containers from Japan during the Fukushima crisis.  

3.1.9. Container Security Initiative (CSI)  

CSI was established in 2002 by the US CBP to address the threat to border security and 
global trade, posed by the potential terrorist use of maritime container traffic. The objective of 
the programme is to assure that all containers representing a potential risk of terrorism 
should be identified and detected at foreign ports, before arriving in the US. Participating 
countries establish a security regime in cooperation with the US CBP, to ensure that all 
containers that pose a high risk for terrorism are identified and inspected before they are 



 

54. 

placed on vessels destined for the US. Moreover, CSI aims to target and pre-screen 
containers and to develop additional intelligence related to the terrorist threat to US-bound 
cargo.  

In the CSI programme, high-risk shipments are identified and examined by using cargo 
security measures, such as X-ray and radiation scans. Countries that wish to have ports CSI 
accredited, must fulfil a number of special requirements. Their Customs administration must 
be technically capable of implementing Non-Intrusive Inspection (NII) of containerised traffic 
that is imported, exported, in transit, or transhipped through the country. The port in question 
must have direct, regular and substantial container traffic to ports in the US. The port 
authorities, together with Customs, must undertake to produce a risk management 
programme that can identify potential high-risk containers.   

3.1.10. EU Customs Blueprints  

The European Commission has developed a set of 22 blueprints or guidelines, laying down 
clear criteria based on EU best practice, against which a Customs administration is able to 
measure its own operational capacity. They can be used in individual countries to identify 
gaps between existing and blueprint standards and thus provide a basis for plans to 
undertake Customs reforms. Specifically, the guidelines regarding border and inland controls 
recommend that Customs controls should include non-intrusive scanning, non-intrusive 
inspection equipment, including X-ray and gamma-ray technologies, at border crossings and 
in sea ports and airports and that radiation detection portals be used at cargo terminals 
where appropriate.  

3.1.11. EU Schengen Catalogue on External Border Controls  

The purpose of the Catalogue is to make recommendations and to highlight best practices of 
implementation of the above regulations and other documents by providing examples in 
order to assist both Schengen Member States and Schengen Acceding States, to apply the 
Schengen acquis correctly. The Catalogue consists of two main parts, one dealing with 
external border control and one with return and re-admission. A general section describes 
the basic concepts underlying the policy and ongoing developments at European Union level. 
This is followed by a series of recommendations and best practices, including that vehicles 
should be checked by mobile/stationary X-ray machines (according to national legislation), 
heartbeat detectors, carbon dioxide detectors, sniffer dogs, other state of the art devices, 
radioactive, drug and other detection equipment.  

3.1.12. IMO International Ship and Port Facility Security (ISPS) Code  

The ISPS Code was created by the International Maritime Organization (IMO) as a response 
to the terrorist attacks on September 11, amending in December 2002 the International 
Convention for the Safety of Life at Sea (SOLAS) with the aim of safeguarding the worldwide 
supply chain against any breach resulting from terrorist attacks against ships, ports or other 
facilities. In general terms, the Code establishes a standard and consistent framework for 
evaluating risk, enabling governments to react to threatening situations that involve risk for 
their facilities or vessels. The regulation sets minimum requirements for security standards of 
vessels and facilities, emergency plans, physical security, security audits, personnel 
responsibilities, training and emergency exercises. As the Code does not directly regulate 
land facilities, and the cargo security and controls have been mainly regulated by WCO 
SAFE Framework of Standards, container or cargo security or controls, fall outside its scope. 
Similar regulations have existed in the EU since 2001, of which many are based on the 
international ISPS regulations. These include, for example: Regulation (EC) No 725/2004 on 
enhancing ship and port facility security and Directive 2005/65/EC on enhancing port 
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security. Similarly, the EU amended the Community Customs Code in 2005 to respond better 
to the new security threats and to comply with the EU's commitment to implement the 
standards foreseen in the WCO SAFE Framework of Standards. Most of the requirements 
and principles of the EU Customs Code generate a greater need for cargo scanning 
equipment, and other inspection technology.  

3.1.13. Aviation Security Standards  

The general framework of the aviation security standards or measures is established within 
the Chicago Convention, specifically Annex 17, under the auspices of the International Civil 
Aviation Organisation (ICAO). Annex 17 to the Convention contains several standards and 
recommended practices dealing with passengers and baggage security, cargo security, 
aircraft and in-flight security. One of the main aims is to prevent explosives and incendiary 
devices being placed onboard aircraft, either by concealment in the otherwise legitimate 
shipments or by gaining access to aircraft via cargo handling areas.  

EU regulations regarding aviation security have been in place since the events of September 

11. The first framework Regulation (2320/2002) adopted in 16 December 2002 has been 
updated by a new framework since 29 April 2010, as laid down by Regulation 300/2008, on 
common rules in the field of civil aviation security. Commission Regulation (EU) 185/2010 
implements the standards of regulation 300/2008.  
In particular, these regulations establish a system of unannounced inspections, introduce 
more rigorous screening of passengers, luggage and staff, and require Member States to 
introduce national security programmes and common standards for equipment.  

Regulation 300/2008 introduces some guidelines for equipment contained in the Annex of the 
Regulation regarding metal detection equipment, X-ray equipment (this includes conventional 
X-rays as well as Explosive Detection System / Explosive Detection Device), other means, 
both technical and bio-sensory, (e.g. sniffers, trace detectors, explosive detection dogs.  

  

  

   

3.2. Technology definitions   
2. 3.2.1. Threats and threat situations  
- Introduction  

EU Customs administrations are by law, required to protect the financial interests of the 
Community and its Member States, to protect the EU from unfair and illegal trade while 
supporting legitimate business activity, to ensure the security and safety of the EU and its 
citizens, and the protection of the environment, where appropriate in close cooperation with 
other authorities and to maintain a proper balance between Customs controls and facilitation 
of legitimate trade. In doing so Customs administrations are faced with a myriad of threats to 
the EU and its citizens. European and national legal structures are in place that categorise 
threats into multifaceted groups, which are commonly used to discuss countermeasures to 
threats and results of surveillance and enforcement. These threat categories, their versatility 
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notwithstanding, may allow for a correlation between situational threat descriptions and 
possible technological support for Customs.  

This chapter serves to introduce the threat categories that are used later on in this document 
to indicate possible technological solutions to challenges to Customs inspections on the EU 
borders. The threat grouping for the purpose of this document has taken place with 
international treaties and agreements, World Customs Organisation guidelines, EC 
regulations and the various national laws in mind. The categories defined here, may not 
completely encompass all threats mentioned in national laws, European regulations or WCO 
guidelines and international treaties and agreements. Compromises to the completeness, 
and combinations of categories, were made to maintain the usability of this document. This 
chapter, therefore, does not intend to give an exhaustive description of all Customs-related 
threats to the EU and its citizens, nor does it intend to be a conclusive description of threats 
and their correlation to technological support for Customs administrations. It merely serves 
as a first suggestion on how threats may be categorised, to enable productive, ensuing 
discussions.  

To complete a situational threat description, apart from an actual threat description, a 
description of the situation in which threats occur, needs to given. To this end, it is helpful to 
define a model reflecting as much of the versatility of Customs processes as possible. In this 
chapter a model is constructed defining a limited number of situations, in which Customs 
administrations may seek the assistance of detection technology. This model, together with 
the threat descriptions, forms the situational threat description needed for the correlation 
between threats and technologies.  

22. - Threat definitions  

Below, in table 2, ten threat groups have been identified. In the 3rd column of table 1 a 
definition of the threat group has been given. When grouping the threats, compromises were 
made in relation to some national requirements in the interests of an EU-wide Customs 
community perspective. Nonetheless, many of these national obligations may overlap with 
the categories defined below. Moreover, as the categories consist of so many different 
materials and goods, mutual exclusiveness is probably impossible to achieve. The six 
categories in this model (persons, baggage, freight, vehicle, post, package) are created to 
reflect the different nature, size and sensitivity of the targets which are subject to the use of 
detection equipment. Apart from the definition, another possible overlap with other 
categories, mentioned or not mentioned, is given in the 4th column.  

1) Beverages 
2) Cigarettes 
3) CITES goods 
4) Currency 
5) Drugs, precursors 
6) Evasion of tax, duties and trade regulations 
7) Intellectual property rights 
8) Radioactive and nuclear materials 
9) Weapons, explosive devices, dual use materials 
10) Waste  

- Recent and newly-emerging threats  

In addition to the well-established threats mentioned above, new threats to the EU and its 
citizens continue to emerge. The use of biological material in terrorist plots, global epidemics, 
nuclear incidents, cyber crime, scores of new synthetic drugs, and an increasingly expanding 
range of pre-precursors for illicit drugs, to name a few, may seriously harm the EU rule of law 
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in the EC. In addition, the use of increasingly sophisticated concealments, pose additional 
challenges to Customs administrations in their efforts to tackle the global problem of 
smuggling. Currently, actions by Customs administrations to counter these threats are 
discussed in various platforms. EU Customs administrations, assisted by suitable technology, 
and in close cooperation with other authorities, may well be able mitigate these threats. 

These emerging threats have not been incorporated in the groups mentioned in table 1.  

23. - Threat situations  

A 

threa 

t 
occu 
rring 

in 
situation 1 may be mitigated differently from the same threat occurring in situation 2. 
Therefore, an abstract understanding is needed of the different situations in which Customs 
administrations may encounter threats. For the purpose of correlating threats and 
technology, four situations were identified in which Customs administrations carry out 
detection tasks: when crossing land borders, when crossing air borders, when crossing sea 
borders as well as postal and courier shipments crossing a border. Of course, actual 
Customs work will be far more complex than as described in the above four options model. 
But the model might just suffice to give a reasonable description of the largest body of 
Customs detection technology challenges. In each of the four situations, persons carrying 
baggage and/ or freight in shapes and sizes and/or a vehicle carrying the persons and/or the 
freight may be subject to the detection task. The following threat situations are used for the 
correlation with the technologies.  

  

  

  

  

Table 1: Threat situations used for the correlation 

 Persons Baggage Freight Vehicle Post Package 

Land X X X X   
Sea X X X X   

Air X X X X   

Post& 
Courier 

    X X 
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Table 2: Threat definitions 

Number Category Definition Overlap with other 
threats 

1 Beverages Products containing alcohol, subject to national excise laws Drugs, precursors, 
medicines, and 
explosive materials 

2 Tobacco 
(products) 

Cigarettes and other manufactured tobacco products containing nicotine, 
subject to national excise laws 

 

3 CITES Illegal trade in plants, animals and derivatives thereof subject to the 
Convention on International Trade in Endangered Species of Wild Fauna and 
Flora (CITES) as laid down in regulation 338/97 EC 

 

4 Currency Banknotes and coins in values above the exemption level of €10,000 as laid 
down in 1889/2005 EC, and as specified in national legislation 

 

5 Drugs, 
precursors, 
medicines 

Organic materials, with some inorganic exceptions, and products thereof with 
an illicit application according to treaties, regulations (a.o. 273/2004, 
111/2005) and local laws 

Beverages 

6 Evasion of tax, 
duties and trade 
regulations and 
restrictions 

Materials and products of various natures subject to tax, Customs duty 
(2913/92, 2454/93 EC and subsequent alterations) and/ or trade regulations, 
restrictions or prohibitions. 

 

7 Intellectual 
property rights 

Products of a various nature subject to intellectual property right agreements 
and EC regulation 1383/2003 

 

8 Radioactive and 
nuclear materials 

Inorganic materials, with some organic exceptions, emitting particles or 
electromagnetic radiation subject to IEAE/ EURATOM treaties and local laws 

Waste and Drugs, 
precursors, 
medicines and 
explosive materials 

9 Weapons, 
explosive 
devices and dual 
use materials 

Materials and products of inorganic and mixed inorganic/ organic nature, with 
some organic exceptions, subject to treaties (a.o. Chemical Weapons treaty), 
regulations (Dual use: 428/2009 EC) and local laws 

Radioactive and 
nuclear materials 
Drugs, precursors, 
medicines 

10 Waste Illegal hazardous and problematic waste posing a threat to human health and 
the environment. Materials and goods of various nature subject to regulation 
2006/1013 EC (and subsequent alterations) and as described in regulation 
2008/98/EC 

Evasion of tax, 
duties and trade 
regulations, 
prohibitions and 
restrictions 
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24. 3. 3.2.2. Available technology solutions  

- Introduction  
To mitigate the threats with which Customs administrations are confronted, a great many 
technologies exist that can be called upon to assist. Usually Customs administrations 
possess typical “end-user” knowledge of the technologies they apply. Because of the 
inherent complexity of the technologies and difficulties in interpreting the nature of 
commercially offered technologies, a commercially neutral oversight of available technologies 
for Customs purposes might be helpful. In this chapter a non-exhaustive overview of 
available detection equipment for Customs purposes is offered.  

Although the ubiquitous transmission X-ray technology is the centrepiece of many Customs 
inspections, it is safe to state that no technology has been found to be capable of dealing 
with all threats at once. Ideally the use of a (combination of) detection technology is 
determined by the cargo type, the nature of the perceived threat and the desired throughput. 
In order to be able to give suitable advice on the use of a (or more) detection technology to 
help counter a particular Customs threat, the situation in which it occurs and technologies 
suited, need to be correlated. The overview, as presented in this chapter, also serves as one 
of the data points, together with the data points of threat and situation, which enable such a 
correlation to be presented.  

- Technology definitions  

Below, names and definitions are given for technologies reportedly in use with one, or more 
Customs administration in the EU. The tabulated technologies are sourced from the detection 
technology spread sheet, as compiled by the Customs Detection Technology Expert Group 
of DG TAXUD in 2012. For reasons of insight the technologies are divided over 9 categories. 
These categories reflect the main application of the technologies.  

The names in the overview are chosen out of need for a commercially neutral technology 
description and a clear link to the underlying body of scientific and patent information. 
Secondly, they are commonly used by the aforementioned Customs Detection Technology 
Expert Group in their publications. If a question arises regarding the meaning of the names, it 
is advised to contact this group for more information.  

The definitions in the overview make an attempt to describe the essence of the detection 
technology, in understandable, yet scientific language. Throughout the definitions, common 
terms are used. Screening, as opposed to identification, is used for technology able to 
compare classes of materials, rather than individual chemical names. Image-yielding 
technologies, as opposed to peak pattern yielding technologies, produce photo-like images 
reflecting aspects of the inspected goods, rather than indicating the presence of one or more 
(chemical) features of a commodity, in one or more peaks. The detection principle is given in 
terms of absorption, diffraction etc. Finally, the common use of the technology is described in 
size and application.  

In order to describe whether the use of a technology is common (benchmark) or rare, the 3rd 
column was introduced. A benchmark description “commonly used with Customs” obviously 
reflects common use, as opposed to the best practice description “used with Customs”, 
which reflects the use in a limited amount of Member States. The term “automatic peak 
pattern interpretation” and “screener assisted in detection by software” refer to benchmark of 
best practise situations, where Customs Officers are either not involved, or just triggered in 
the interpretation of the detection result. Continuous education refers to software-based 
everyday training programmes, to improve the detection quality and to counter the 
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prevalence-effect.  

The last column gives exceptional requirements in the use of technology. Health and Safety, 
Environmental, Precautionary measures and Licenses refer to a legal obligation to be fulfilled 
in many Member States, prior to the use of the technology. The term “education of Customs 
staff” refers to further education above normal Customs training, needed to effectively use 
the technology. For any requirement it is advised to contact Customs colleagues who use 
that particular technology. Contact details can be found in the Customs detection technology 
spread sheet.  
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Table 3a: X-ray and gamma ray based screening technologies 

Technology   Definition and use  Benchmark and best 
practise 

  Requirements  Indication of price 

  

 Screening technology for Benchmark: single energy, Health, safety and Mobile: 1.5-2.5m 

 goods employing single view, commonly used environmental Relocatable: 2.5-3.5 
X-ray differences in low (organic with Customs. precautionary measures, m 
transmission, material) and high Best practice: dual energy, licenses, education of Fixed: 6m+ 
high energy absorption (metal) of X-ray dual view, continuous Customs staff  
 radiation by materials education, screener assisted   
 yielding images. Generally, in detection by software by   
 large installations applied to software.   
 complete containers and    
 trucks etc.    

 Screening technology for Benchmark: commonly used Health, safety and Cabinet: 15-70k 

 goods employing with Customs, single energy, environmental Mobile: 150-200k 

 differences in low (organic single view. precautionary measures,  
 material) and high Best practice: dual energy, licenses, education of  
X-ray absorption (metal) of X-ray dual view, continuous Customs staff  
transmission, radiation by materials education, screener assisted   
low energy yielding images. Generally, in detection by software.   
 from cabinet up to pallet    
 size installations applied to    
 pallets suitcases, boxes etc.    

 Screening technology for Benchmark: Health, safety and Mobile: 800-1.2m 
X-ray backscatter, goods employing Best practice: in use with environmental  
large differences in scattering of Customs, continuous precautionary measures,  
 X-ray radiation by materials education. licenses, education of  
 yielding below surface  Customs staff  
 images that highlight    
 organic material. Large    
 installations applied to    
 containers and trucks.    
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X-ray backscatter, 

small 

Screening technology for 
goods employing 
differences in scattering of 
X-ray radiation by materials 
yielding below surface 
images that highlight 
organic material. Cabinet 
size installations applied to 
pallets and boxes. Portals 
exist for application 
concealments humans. See 
also entry for “Technologies 
indicating hidden objects on 
humans”. 

Benchmark: 
Best practice: in use with 
Customs, continuous 
education. 

Health, safety and 
environmental 
precautionary measures, 
licenses, education of 
Customs staff 

Cabinet: 50-70k 

  
X-ray diffraction 

Screening technology for 
goods employing 
differences in diffraction of 
X-ray radiation by materials 
yielding peak patterns. Mid 
size installations applied for 
detection of specific risk 
materials suitcases and 
boxes. 

Benchmark: automated peak 
pattern interpretation, used in 
combination with X-ray 
transmission. 
Best practice: in use with 
Customs. 

Health, safety and 
environmental 
precautionary measures, 
licenses, education of 
Customs staff. 

370 k – 1.6 m 

  
Gamma ray 

transmission 

Screening technology for 
goods employing 
differences in low (organic 
material) and high 
absorption (metal) of 
gamma radiation by 
materials yielding images. 
Generally, large installations 
applied to complete 
containers and trucks etc. 

Benchmark: 
Best practice: continuous 
education, screener assisted 
in detection by software. 

Health, safety and 
environmental 
precautionary measures, 
licenses, education of 
Customs staff 

n.a. 

 

Table 3b: Technologies for field analysis of samples 
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Technology   Definition and use  Benchmark and best 

practise 
  Requirements  Indication of price 

  
  

Infrared 
spectroscopy 

Identification technology for 
samples employing 
differences in absorption of 
infrared radiation by 
molecules yielding peak 
patterns. Portable 
equipment applied to 
identify organic materials. 

Benchmark: automated peak 
pattern interpretation. 
Best practice: in use with 
Customs 

Education of Customs staff 
or specialised (e.g. 
laboratory) Customs staff, 
sampling. 

4-80k 

  

RAMAN 
spectroscopy 

Identification technology for 
goods or samples 
employing differences in 
RAMAN effect as a result of 
infrared or visible radiation 
by molecules yielding peak 
patterns. Handheld 
equipment applied to 
identify organic materials. 

Benchmark: automated peak 
pattern interpretation yielding 
preset alarms. 
Best practice: in use with 
Customs 

Education of Customs staff 
or specialised (e.g. 
laboratory) Customs staff, 
sampling. 

15-25k 

  

X-ray 
fluorescence 

Identification technology for 
samples or items employing 
differences in fluorescence 
of atoms as a result of X-ray 
irradiation yielding peak 
patterns. Handheld 
equipment applied to 
identify organic metals and 
alloys. 

Benchmark: automated peak 
pattern interpretation. 
Best practice: in use with 
Customs 

Licenses, education of 
Customs staff or specialised 
(e.g. laboratory) Customs 
staff, sampling. 

4-20k 
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Chemical 
colorimetric tests 

Screening technology for 
samples employing 
indicative colouring of threat 
material with chemical 
reagent. These sprays, test 
tubes, test strips, and 
chemical solutions (a.o.) are 
applied to screen for drugs 

Benchmark: commonly used 
with Customs 

 1-15 a piece 

 

Biochemical 
colorimetric tests 

Screening technology for 
products employing 
indicative colouring of threat 
material with biochemical 
reagent. These test strips 
and solutions are applied to 
screen for drugs 

Benchmark: 
Best practice: in use with 
Customs 

 6-15 a piece 

 

Table 3c: Trace detection technologies 

Technology   Definition and use  Benchmark and best 
practise 

  Requirements  Indication of price 

  
 Screening technology for Benchmark: automated peak Health, safety and Handheld: 20-26k 
Ion (trap) mobility samples employing pattern interpretation yielding environmental Desktop: 30-45k 
spectrometry differences in behaviour of preset alarms. precautionary measures,  
trace detection ionised molecules in an Best practice: in use with licenses, sampling,  
(IMS and ITMS) electric field and a counter Customs education of Customs staff  
 flowing gas yielding peak  or specialised (e.g.  
 patterns. Portable  laboratory) Customs staff  
 equipment applied to screen    
 for traces of specific threat    
 materials.    
 Screening technology for Benchmark: commonly used Education of Customs staff 20-30k 

 goods employing ability of with Customs, and canines  
Canine trace canines to distinguish Best practice:   
detection scents and to follow an    
 increase of scent    
 concentration. Canine-    
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 handler combinations are 

applied to a range of risks 
on small and large objects. 

   

 Identification technology for Benchmark: automated peak Education of Customs staff 200k 

 gaseous samples pattern interpretation. or specialised (e.g.  
Selected ion flow employing differences in Best practice: in use with laboratory) Customs staff,  
tube mass behaviour of ionised Customs, mobile application. sampling.  
spectrometry reaction products of    
trace detection molecules in an electric field    
(SIFT-MS) yielding peak patterns.    
 Cabinet size equipment    
 applied to measure    
 fumigants and toxic organic    
 compounds accumulated in    
 containers.    

 

Table 3d: Radiation detection and nuclide identification technologies 

Technology   Definition and use  Benchmark and best 
practise 

  Requirements  Indication of price 

  
  
Personal radiation 

monitor 

Small, automated, 
lightweight radiation 
detector worn on the body, 
used to detect the presence 
of or to search for radiation 
and to alert the user to the 
presence of radioactive and 
nuclear material and to 
warn of significant radiation 
levels. 

Benchmark: commonly used 
with Customs 
Best practice 

Education of Customs staff. 0.6-1k 

  
Radiation 
detector, 
handheld 

Device used to detect and 
locate radioactive and 
nuclear material in 
individuals, vehicles or 
cargo, and simultaneously 
provide sufficiently accurate 

Benchmark: commonly used 
with Customs, automated 
pattern interpretation 
Best practice: connection of 
all radiation detection with 
centralised read-out for 

Education of Customs staff. 1.0-2.5k 
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 dose rate measurement to 

ensure radiation safety 
during the location of the 
radioactive material. 

knowledge support.   

  
Radiation 

monitor, portal 

Passive radiation detection 
device used to detect the 
presence of radiation and 
alert to the presence of 
radioactive and nuclear 
material in individuals, 
vehicles or cargo. Mobile 
(vehicle) applications are 
available. 

Benchmark: commonly used 
with Customs, automated 
pattern interpretation 
Best practice: connection of 
all radiation detection with 
centralised read-out for 
knowledge support 

Education of Customs staff. 80-100k 

 

Spectrometric 
handheld 
radionuclide 
identification 

Handheld radiation detector 
with the capacity to identify 
radionuclides. It typically 
acquires the gamma-ray 
spectrum and identifies the 
radionuclide through 
comparison with an internal 
radionuclide library. 

Benchmark: commonly used 
with Customs, automated 
peak pattern interpretation 
Best practice: connection of 
all radiation detection with 
centralised read-out for 
knowledge support 

Education of Customs staff. 5-10k 

 

Spectrometric 
portal 
radionuclide 
identification 

Radiation portal monitor 
with the capacity to identify 
radionuclides. It typically 
acquires the gamma-ray 
spectrum and identifies the 
radionuclide through 
comparison with an internal 
radionuclide library. Mobile 
(vehicle) applications are 
available. 

Benchmark: commonly used 
with Customs, automated 
peak pattern interpretation 
Best practice: connection of 
all radiation detection with 
centralised read-out for 
knowledge support 

Education of Customs staff. 500-750k 

  

Table 3f: Technologies indicating hidden objects on humans 
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Technology   Definition and use  Benchmark and best 

practise 
  Requirements  Indication of price 

  
  

X-ray backscatter, 
portal 

Screening technology for 
humans employing 
differences in scattering of 
X-ray radiation by materials 
yielding images that 
highlight organic material. 
Portal size equipment 
applied to screen for hidden 
objects on humans. 

Benchmark: screener 
assisted in detection by 
software 
Best practice: in use with 
Customs, continuous 
education. 

Health, safety and 
environmental 
precautionary measures, 
licenses, education of 
Customs staff 

n.a. 

   

Terahertz passive 
Screening technology for 
humans employing 
differences in absorption of 
the body's own terahertz 
radiation by materials 
yielding images that 
highlight anomalies. Portal 
size equipment applied to 
screen for hidden objects on 
humans. 

Benchmark: screener 
assisted in detection by 
software 
Best practice: in use with 
Customs, continuous 
education. 

Education of Customs staff 99k 

  

Millimetre wave 
passive 

Screening technology for 
humans employing 
differences in absorption of 
the body's own millimetre 
wave radiation by materials 
yielding images that 
highlight anomalies. Portal 
size equipment applied to 
screen for hidden objects on 
humans. 

Benchmark: screener 
assisted in detection by 
software 
Best practice: in use with 
Customs, continuous 
education. 

Education of Customs staff 110-140k 
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 Screening technology for Benchmark: screener Health, safety and 110-140k 

 humans employing assisted in detection by environmental  
Millimetre wave differences in absorption for software precautionary measures,  
active millimetre wave radiation by Best practice: in use with licenses, education of  
 materials yielding images Customs, continuous Customs staff  
 that highlight anomalies. education.   
 Portal size equipment    
 applied to screen for hidden    
 objects on humans.    

  

  

   

Table 3g: Technologies indicating hidden objects in cars, trucks and constructions 

Technology   Definition and use  Benchmark and best 
practise 

  Requirements  Indication of price 

  
  

Optic (fibre) 
camera 

Visualisation technology 
employing differences in 
absorption of visible 
radiation by materials 
yielding images. Handheld 
equipment applied to get an 
image of a covered area 
(e.g. behind car body) 
through small point of entry. 

Benchmark: commonly used 
with Customs. 
Best practice: 

Education of Customs staff 1-3k 
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Ultra sonic 
detection 

Screening technology 
employing differences in 
absorption of ultra sound by 
materials yielding low or 
high (audio) signals or 
images. Handheld 
equipment to signal density 
anomalies in a covered area 
(e.g. behind car body) 
through a surface. 

Benchmark: commonly used 
with Customs 
Best practice 

Education of Customs staff 7k 

  
Gamma 

backscatter 

Screening technology for 
goods employing 
differences in scattering of 
gamma radiation by 
materials yielding e.g. low 
or high (audio) signal. 
Handheld equipment to 
signal density anomalies in 
a covered area (e.g. behind 
car body) through a surface. 

Benchmark: 
Best practice: in use with 
Customs 

Education of Customs staff 10-15k 

 

Table 3h: Other visualization technologies 

Technology   Definition and use  Benchmark and best 
practise 

  Requirements  Indication of price 

  
  

IR Camera 
Visualisation technology 
employing difference in 
absorption of infrared 
radiation by material 
yielding images. Applied to 
signal anomalies in IR 
image of humans or 
surfaces. 

Benchmark: 
Best practice: in use with 
Customs, 

Education of Customs staff 1-5k 
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UV/VIS Camera 
Visualisation technology 
employing difference in 
absorption of ultraviolet and 
visible radiation by material 
yielding images. Applied to 
signal anomalies in IR 
image of humans or 
surfaces. 

Benchmark: 
Best practice: in use with 
Customs, 

Education of Customs staff n.a. 

 

Table 3i: Metal detection 

Technology   Definition and use  Benchmark and best 
practise 

  Requirements  Indication of price 

  

  
Metal detection 

Screening technology for 
metal in goods or on 
humans employing 
differences in inductivity or 
conductivity of materials 
yielding peak patterns. 
Generally, portal size 
equipment that signals the 
presence of metal objects. 

Benchmark: commonly used 
with Customs, automated 
peak pattern interpretation. 
Best practice: 

Education of Customs staff. 200-1,000 
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Annex to 
doc. LF0111E1   

3.3. Emerging technologies  
While most new detection technology applications tend to be developed by established 
equipment manufacturers, the provision of research related funding for initiatives such as the EU 
Seventh Framework Programme (FP7) provides ideal opportunities to develop solutions for the 
Community’s security needs. The Commission strongly supports the participation of the end user 
community, including Customs administrations, in such projects. Examples of detection 
technology related themes published in FP7 calls to date include: 

- SEC-2012.3.4-1 - "automated" comparison of X-ray images for cargo scanning; 
- SEC-2011.1.5-1 - Development of detection capabilities of difficult to detect radioactive 

sources and nuclear materials; 
- SEC-2011.3.4.2 - “Artificial Sniffer”; 
- SEC-2012.3.4-4 - Innovative, cost efficient and reliable technology to detect humans 

hidden in vehicles/closed compartments; 
- SEC-2010.1.3-2 - Tackling counterfeit medicines and related criminal networks.  

High volume sampling followed by trace detection DMA-MS: container/ modality sampling 
technique isolating particles and/ or molecules from the air on a filter employing high airflow. The 
filter is subsequently analysed by trace detection DMA-MS. Technology readiness is higher for 
security purposes. Tests for Customs purposes are carried out. Specialised (e.g. laboratory) 
Customs staff, and sampling are needed.  

High volume sampling followed by trace detection IMS: container/modality sampling 
technique isolating particles and/ or molecules from the air on a filter employing high airflow. The 
filter is subsequently analysed by trace detection IMS. Technology readiness may be higher for 
security purposes. Tests for Customs purposes may be carried out. Specialised (e.g. laboratory) 
Customs staff, and sampling are needed.  

High volume sampling followed by trace detection immunoassay: container/modality 
sampling technique isolating particles and/ or molecules from the air on a cassette employing 
high airflow. The cassette is subsequently made wet, yielding a colorimetric read-out. Cassettes 
for narcotics are available. Analysis of cassettes has produced reproducible isolation of 
narcotics. Sampling and education of Customs staff are needed.  

High volume sampling followed by trace detection canine: container/modality sampling 
technique isolating particles and/ or molecules from the air on a filter tube employing high 
airflow. The filter is subsequently analysed with a trace detection canine. Technology readiness 
is higher for security purposes. Tests for Customs purposes may be carried out. Sampling and 
education of Customs staff are needed.  

Low energy transmission X-ray followed by an automated detection algorithm: screening 
technique that treats X-ray absorption data with a detection algorithm focused on shapes, 
materials and/ or logic combinations of shape and material. Technology readiness is higher for 
security purposes. Tests for Customs purposes will be carried out. Education of Customs staff is 
needed.  

High-energy transmission X-ray followed by an automated detection algorithm: screening 
technique that treats X-ray absorption data with a detection algorithm focused on shapes, 
materials and/ or logic combinations of shape and material. Tests for Customs purposes will be 
carried out. Education of Customs staff is needed.  

I/72. 
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Neutron Scanning using high energy (14 MeV) generator: maritime/ airfreight container 
scanning to provide cargo identification based on chemical composition. Commercially available 
for air-freight scanning. Limited availability for maritime container scanning. A number of multi- 
technology systems incorporating neutron scanning are at prototype stage. There are extensive 
radiation safety requirements. Licensing of equipment by radiological regulatory body and 
training of Customs staff are both needed.  

Muon Tomography detection technologies: imaging technique for detection of shielded 
radioactive sources hidden in cargo containers. Based on a sophisticated reconstruction 
technique that provides information concerning the hidden material. This technology extracts the 
information from the deflection angle of the cosmic ray muons that traverse the inspected 
volume. The penetration capability of cosmic ray particles is very high, compared with photons 
from X ray inspection systems, so that dense materials can be investigated. Muon Tomography 
is currently under development in Europe and in other countries (USA, Canada).  

Trace detection, Amplifying Fluorescent Polymer (AFP): screening technique for air 
samples, based on the selective adsorption yielding fluorescent signals from purposefully made 
polymer strips. The fluorescence signal is read by the device and the intensity of the 
fluorescence signal is a measure for the concentration of the compound in the air. The technique 
is available for explosives but not yet illicit drugs. Sampling and education of Customs staff is 
needed.  

Trace detection, differential mobility analysis-mass spectrometry (DMA-MS): identification 
technique for air samples based on separation of molecules on basis of behaviour of ionised 
molecules in a multi-dimensional electrical field and subsequent determination of the ion mass 
and that of the molecular fragments. The technique is available for laboratory purposes, mainly 
directed at explosives. Tests for Customs purposed are carried out. Specialised (e.g. laboratory) 
Customs staff, and sampling are needed.  

Nuclear Quadrupole Resonance (NQR): screening technique presenting the presence of 
compounds containing atoms with an electric Quadrupole, as present in atoms N, Cl, and Cu. 
The technique signals the presence of a concentrated presence (a peak in the background) by 
an alarm. By nature the technique may be used for explosives (often N containing) and illicit 
drugs (often N and Cl containing). The technique has been available, but the current status of 
availability being unknown. Education of Customs staff is needed.  

Trace detection, multiple sensor platform: screening technique combining multiple sensors 
for e.g. molecular weight, fluorescent binding to a substrate, conductance, etc. on one relative 
small platform. By combining information value is constructed that cannot be achieved by 
individual sensors. The technology readiness is limited as these platforms are still in the 
research of product development stage. Currently, specialised (e.g. laboratory) Customs staff, 
and sampling are needed.  

3.4. Optimal use of detection technology  
The acquisition of detection technologies requires a significant capital investment on the part of 
Customs administrations. In the case of technologies such as container scanning, expensive 
long- term maintenance support is also required. In order to justify such expenditure and to 
ensure value for money, it is important that systems operate with maximum efficiency and 
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effectiveness. In this regard, there are a number of factors to be taken into account before 
purchase and during the lifetime of the equipment. These include:  

Carrying out a detailed assessment of current and future risks in advance of purchase 

1. Identifying the most suitable technology solutions taking available and newly emerging 
technology applications into account. 

2. Setting appropriate technical requirements in the procurement process, bearing in mind 
the possibilities for future proofing and/or subsequent upgrading. 

3. Establishing rigorous testing and evaluation protocols where required. 
4. Ensuring that suitable long-term arrangements are in place for preventive and corrective 

maintenance to be carried out. 
5. Providing adequate infrastructure for scanning, inspection etc. activities. 
6. Selecting and training suitable operators, including the provision of refresher training. 
7. Ensuring optimal selection of targets through use of existing systems including risk 

analysis, profiling and intelligence. 
8. Monitoring the technical performance of a system throughout its lifetime.   

3.5. Financial categories 

 

Technique Cost € 

X-ray transmission, high energy, mobile 1.5 - 2.5 m 

X-ray transmission, high energy, relocatable 2.5 - 3.5 m 

X-ray transmission, high energy, fixed 6m + 

X-ray transmission, low energy 15 - 70 k 

X-ray transmission, low energy, mobile 150 - 200 k 

X-ray backscatter, low energy 50 - 70 k 

X-ray backscatter, low energy, mobile 800k - 1.2 m 

X-ray diffraction 370k - 1.6 m 

Gamma ray transmission n.a. 

Infrared spectroscopy 4 - 80 k 

RAMAN spectroscopy 15 - 25k 

X-ray fluorescence 4 - 20 k 

Chemical Colorimetric tests 1-15 a piece 

Biochemical Colorimetric tests 6-15 a piece 

IMS trace detection - Handheld 20 - 26 k 

IMS trace detection - Desktop 30 - 45 k 

Canine trace detection 20 - 30 k 

SIFT-MS trace detection 200 k 

Personal radiation monitor 0.6 - 1 k 

Handheld radiation detector 1.0 – 2.5 k 

Radiation portal monitor 80k-100k 

Handheld radiation spectrometer 5- 15 k 

Spectrometric portal monitor 500-750 k 

X-ray backscatter, portal n.a. 

Terahertz passive 99 k 

Millimetre wave passive 110 - 140 k 

Millimetre wave active 110 - 140 k 

Optic Camera 1 - 3 k 

Ultra sonic detection 7 k 

Gamma backscatter, handheld 10 -15 k 
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IR Camera 1 - 5 k 

UV/VIS Camera n.a. 

Metal detection 200k – 1m 
  

   

3.6. Additional costs 

 

 

Maintenance 
& support 

 

Health & 
Safety 

 

Training 
 

Equipment 
upgrades 

 

Other 

Installation Authorisation 
from national 
regulatory 
body 

Training in 
operation 
of 
equipment 

X-ray 
generator 

Infrastructure 
costs (e.g. 
conveyor 
systems, 
realisation 
specific NII 
controls area) 

Maintenance 
service 
including 
preventive & 
corrective 
maintenance 

Radiation 
safety and 
operator 
health 
monitoring 

Radiation 
safety 
training 

Detectors Staffing costs 

Helpdesk 
service to 

provide 1st 

level 
corrective 
maintenance 

Radiation 
Safety 
Advisor fees 

Image 
analysis 
training 

Software/hard 
ware upgrade 

Unforeseen 
costs arising 
from accidental 
damage 

Spare parts 
supply to 
ensure 
maximum 
availability 

 Train the 
trainer 
training 

 De-installation 
and re- 
installation 
costs in the 
case of re- 
locatable 
equipment 

Vehicle 
maintenance 
for mobile 
systems 

   Utilities costs 
(electricity, 
heating) 

  

Maintenance & support: these costs cover all the activities related to the maintenance plan and 
support service from the manufacturer, in accordance with service contract. These activities may 
include specific technical support by a helpdesk service as well as on-site assistance by 
qualified personal.  

Health & Safety: costs relating to the implementation of the requirements of the radiation safety 

procedures and national licensing conditions 
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Training: costs to allow for the provision of suitable training to ensure the safe and optimal 
operation and use of equipment.  

Equipment upgrades: these costs cover the replacement of key components of systems in the 
course of their life span as well as upgrading to take advantage of technology developments  

Other: these costs relate to logistical and day-to-day activities of the equipment.   

3.7. Further Reading  
- WCO - Safe Framework of Standards 
- WCO - GUIDELINES FOR THE PROCUREMENT AND DEPLOYMENT OF 

SCANNING/NII EQUIPMENT 
- International Road Transport Union - Scientific study on external ionising radiation 

exposure during cargo/vehicle radiographic inspections 
- HPC Hamburg Port Consulting GmbH/DG TAXUD - Study on the impact of security 

measures on the EU economy and trade relations 
- IAEA Nuclear Security Series No. 6 – Combating Illicit Trafficking in Nuclear and other 

Radioactive Material 

- GREEN PAPER on detection technologies in the work of law enforcement, Customs and 
other security authorities -COM/2006/0474 final 

- EU Regulation 185/2010. 

- American National Standard for Determination of the Imaging Performance of X-ray and 
Gamma-Ray Systems for Cargo and Vehicle Security Screening 

- IEC 62523 International Standard on Radiation protection instrumentation – 
Cargo/vehicle radiographic inspection system  

- ANSI STANDARS: 

o ANSI N42.32. Performance Criteria for Alarming Personal Radiation Detectors for 
Homeland Security. 

o ANSI N42.33. Portable Radiation Detection Instrumentation for Homeland 
Security 

o ANSI N42.34. Performance Criteria for Hand-Held Instruments for the Detection 
and Identification of Radionuclides. 

o ANSI N42.35. Evaluation and performance of radiation Detection Portal Monitors 
for Use in Homeland Security. 

o ANSI N42.37. Training requirements for Homeland Security Purposes 
Using Radiation Detection Instrumentation for Interdiction and Prevention. 

o ANSI N42.38. Performance Criteria for Spectroscopy Based Portal Monitors for 
Homeland Security. 

o ANSI N42.42. Data Format Standard for radiation Detectors Used for 
Homeland Security. 

o ANSI N42.43. Performance Criteria for Mobile and Transportable Radiation 
Monitors Used fro Homeland Security. 

o ANSI N42.44. Performance of checkpoint cabinet X-ray Imaging Security 
Systems. 

o ANSI N42.47. Measuring the imaging Performance of X-ray and Gamma-Ray 
Systems for Security Screening of Humans.  

- INTERNATIONAL ATOMIC ENERGY AGENCY (IAEA): 



I/77. 

 

 

o Nuclear Security Series Nº 1. Technical and functional specifications for 
border monitoring equipment. 

o Nuclear Security Series Nº 3. Monitoring for radioactive material in international 
mail transported by public postal operators. 

o Nuclear Security Series Nº 5. Identification of radioactive sources and devices.  
- GLOBAL INITIATIVE TO COMBAT NUCLEAR TERRORISM 

o Model Guidelines Document for Nuclear Detection Architectures 

o Best practices for awareness, training and exercises. 
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25. Application of Non-intrusive Inspection (NII) Scanners for 
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Modern technology supports Customs administrations to be more efficient and effective together with 
the application of modern procedures and practices laid down in the Revised Kyoto Convention 
(RKC). The international Customs community is confronted with the dual challenges of securing and 
facilitating international trade. To help member administrations address such challenges, in 2005, the 
WCO adopted the SAFE Framework and launched the Columbus Program to implement this key 
WCO instrument. Using non-intrusive inspection (NII) equipment has been incorporated as one of the 
four core elements in SAFE, aiming to enhance the inspection efficiency and effectiveness.  
Within this context, many regional members in Asia Pacific have implemented or are planning to 
introduce NII equipments, especially scanners. In response to strong needs for capacity building, 
ROCB has organized two targeted workshops focusing on X-ray Scanner Image Analysis in Australia 
and Hong Kong respectively in 2008 and 2009. It is found that some members have installed sound 
facilities with well-established procurement, maintenance, training and operational systems. 
Nonetheless, the NII scanners are still new to some Customs administrations which may not have 
sufficient expertise. More experience sharing will be beneficial for our members.  
With this spirit in mind, ROCB, in cooperation with the Australian Customs & Border Protection 
Service and Hong Kong Customs, has produced this report. It is believed that the report embrace 
rich, valuable, updated information on how to implement NII deployment project and follow-up 
application. Especially, the report is much meaningful for those members which are considering 
applying NII scanners in modernization program. While referring to this report, please keep in mind it 
is only for Customs officers use only.  
I, on behalf of ROCB, would like to extend sincere appreciation to these two administrations. 
Especially, I would like to sincerely thank the concerned colleagues with Australian Customs & 
Border Protection Service and Mr. Hermes Tang as well as his team with Hong Kong Customs and 
Excise Department for their relentless efforts to bring forth this special report. I also thank my ROCB 
colleague Mr. Zhang Shujie, for his coordinating this project, also to Mr. Kelvin Wong, our new 
colleague from HK Customs for proofreading.   

Yoshihiro Kosaka, 

Head of ROCB Asia Pacific 
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1.1 Background  
1.1.1 Historical background of NII application  

The Australian Customs and Border Protection Service first deployed non-intrusive inspection 

(NII) scanners in 1976 when fluoroscopes developed by a Customs Officer were deployed in 

Postal Operations to scan letters for narcotics and revenue items. In 1991 the first commercially 

built cabinet x-ray machines were deployed at international airports to scan passengers’ 

baggage and then gradually introduced to other areas. In 1995 the first mobile x-ray vans were 

introduced to examine air cargo and passenger hand-carry luggage. In 2002 the first pallet x-ray 

machines were deployed to examine deconsolidated sea cargo and in 2002-03 the first 

container x-ray systems were deployed at key port locations.  

1.1.2 Drivers to implement NII scanners  

The Australian Customs and Border Protection Service uses NII scanners to provide an effective 

and efficient tool to screen large quantities of cargoes in a timely and cost-effective manner. 

They assist in identification of threats and also in commodity confirmation.  

1.1.3 Legal basis and considerations  

Section 186 of the Customs Act 1901 is the legislative basis for the Australian Customs and 

Border Protection Officers to operate NII scanners. The Customs Act has been regularly 

updated since its introduction in 1901. The most recent compilation was issued on 1 January 

2011. 

186 General powers of examination of goods subject to Customs control  
(1) Any officer may, subject to subsections (2) and (3), examine any goods subject to the control 
of the Customs, and the expense of the examination including the cost of removal to the place of 
examination shall be borne by the owner.  
(2) In the exercise of the power to examine goods, the officer of Customs may do, or arrange for 
another officer of Customs or other person having the necessary experience to do, whatever is 
reasonably necessary to permit the examination of the goods concerned.  
(3) Without limiting the generality of subsection (2), examples of what may be done in the 
examination of goods include the following:  
(a) opening any package in which goods are or may be contained;  
(b) using a device, such as an X-ray machine or ion scanning equipment, on the goods; 
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(c) testing or analysing the goods;  
(d) measuring or counting the goods;  
(e) if the goods are a document—reading the document either directly or with the use of an 
electronic device;  
(f) using dogs to assist in examining the goods.   

The operation of x-ray equipment by Commonwealth organisations in Australia is regulated by 

the Australian Radiation Protection and Nuclear Safety Agency (ARPANSA), which issues 

operating licences for all x-ray equipment used by Federal Government agencies including the 

Australian Customs and Border Protection Service. The conditions of this licence outline 

requirements for use of equipment, training of operators and disposal of equipment.  

1.1.4 Organisational structure  

The Australian Customs and Border Protection Service splits the responsibility for technology 

usage and policy/administrative issues. The Technology and Enforcement Capability Branch 

(TEC Branch), Enforcement and Investigations Division, Border Enforcement Program is 

responsible for policy issues related to NII scanners, procurement, training, maintenance 

contracts and regulatory licensing. In addition TEC Branch evaluates emerging NII technology 

and participates in liaison with international and domestic NII scanner forums.  

Regarding the operational use of NII scanners by the Australian Customs and Border Protection 

staff, it is the responsibility of the operational divisions. Passengers Division, Cargo Division and 

Enforcement and Investigations Division are responsible for how the deployed NII scanners are 

utilised within their operational areas. These Divisions consist of the key user groups that use 

the NII scanners and whose inputs are incorporated into the user requirements for NII scanners.  

  

1.2 Major Issues  
1.2.1 Scope for implementing NII scanners (number, and location)  

The total number of NII scanners deployed by the Australian Customs and Border Protection is 

outlined in the following table:  

31. Table 1.1: Types of NII Scanners 
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Technology Total 
Mobile X-ray (X-ray only) 18 

Cabinet X-ray (includes towable) 72 

Pallet X-ray 5 

Container X-ray 4 

 

Container and pallet x-ray systems are deployed at Sea cargo Container Examination Facilities 

in Melbourne, Sydney, Brisbane and Fremantle with an additional pallet system in Port Adelaide. 

Mobile systems are usually used in air cargo environments across Australia and cabinet systems 

used at international airports, international mail centres and some freight providers.  

1.2.2 Brief on procurement  

Procurement of NII scanners by the Australian Customs and Border Protection Service is 

conducted in accordance with government requirements under the Commonwealth Procurement 

Guidelines. Procurement is usually as a result of a competitive open tender process, or from a 

procurement panel that is developed using a competitive open tender process. Procurement is 

managed internally by TEC Branch.  

In establishing performance standards for NII scanners used by the Australian Customs and 

Border Protection Service, advice was sought from other Australian government agencies 

including the Australian Nuclear Science and Technology Organisation; the Department of 

Infrastructure and Transport; and the Defence Science and Technology Organisation. Advice 

was also sought from independent scientific advisers contracted by the Customs and Border 

Protection Service, and from other Customs administrations.  

1.2.3 Fees/charges on using scanners  

The Australian Customs and Border Protection Service purchases NII scanners under a capital 

funding process, which sets out the installment payments be made at the time of contract 

signing, delivery/installation and acceptance testing. A separate maintenance contract is in place 

with each x-ray supplier that covers preventative maintenance and fault response. The cost of 

maintenance is generally about 10% per annum of the capital cost of the machine.  

Currently, the Australian Customs and Border Protection does not charge the importer for the 

scanning of cargo consignments selected. Instead, a proportion of the Australian Import 

Processing Charge (IPC) is used to partly meet the cost of inspecting and examining sea 
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containers. The IPC is charged on every import sea cargo container to help offset the costs 

associated with the NII scanning of sea containers as well as other administrative costs 

associated with processing sea cargo. The IPC is currently AUD$50 per declaration for 

electronically lodged declarations.  

1.2.4 Human and financial resources  

A team of five staff in TEC Branch conduct procurement of NII scanners, manage maintenance 

contracts, oversee training policy and certify NII trainers to deliver training. A larger group of 

operational staff are trained to deliver NII training and conduct assessments of staff.  

1.2.5 Technology employed  

a. Container systems  

The Australian Customs and Border Protection Service uses four Nuctech container x-ay 

units. These units are being upgraded in 2010-11 with dual energy 3 and 6 MeV switchable 

linear accelerators. This enhancement is improving penetration and image quality. In 2012 

the software will be upgraded with a high energy materials discrimination capability. This NII 

scanner provides the ability to scan a high volume of sea containers. The unit has been 

successful in identifying several narcotic seizures as well as revenue items such as tobacco. 

The 6MeV energy level penetrates most commodities sufficiently to produce an image that 

can be used to decide whether to release or further examine a sea cargo container. A 

disadvantage of this system is that it is used in fixed locations near to major ports, rather 

than being incorporated closer into the logistics chain. 
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32. Nuctech MB1215 Container X-ray  

b. Pallet  

The L3 CX450P-DV pallet x-ray is used to scan primarily sea cargo in Sydney, Melbourne, 

Brisbane, Fremantle and Adelaide. The machine is at the 450 KeV power level and provides 

a dual view image, with materials discrimination. Each unit costs approximately 

AUD$2,000,000. The size of the tunnel (2m by 2m) and energy level allow most 

deconsolidated sea cargo to be scanned. However, the system has limited penetration, 

particularly on the side view for denser materials.  

33. L3 CX450P-DV pallet x-ray 
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c. Cabinet  

A range of cabinet scanners are deployed consisting of machines with tunnel sizes of 60x40, 

75x55 and 100x100cm. They are usually between 140 and 240 KeV in power. Some 

machines are single view while others are dual view. Some machines are in fixed locations 

while others can be manoeuvred around the location where they are deployed. These 

machines are located at international airports, mail centres and at warehouses. They cost 

AUD$70,000 – $180,000 per unit.  

34. Example of a Smiths 100x100 Cabinet X-ray  

d. Mobile  

A fleet of custom-made mobile x-ray vans have been developed specifically for the 

Australian Customs and Border Protection Service. The latest generation of these vehicles 

features a Fiat chassis with a Smiths 85x85 tunnel x-ray. These vans are able to operate 

using a generator if mains power is not available. The van compartment can accommodate 

three staff and a variety of search equipment including trace and substance machines. Each 

van costs about AUD$375,000. 
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35. Interior of the Mobile X-ray with conveyor deployed  

1.2.6 How the cargo/container to be scanned is identified and selected  

The Australian Customs and Border Protection Service uses a risk-based intelligence-led 

approach to identify cargoes to be scanned. This selection is conducted by the Intelligence and 

Targeting Division using analysis and profiling techniques. The number of cargo consignments 

to be inspected is set each year by the Australian Government. During 2010-11, the Australian 

Customs and Border Protection Service expects to inspect 101,500 sea cargo shipments (out of 

an expected 2.6 million shipments). It also expects to inspect 1.5 million air cargo consignments 

(out of an expected 12.2 million shipments).  

1.2.7 Database of scanned images  

Each NII scanner is capable of keeping a limited number of images. Images are kept from time 

to time for evidentiary, training or reporting purposes. A library with a variety of scanned images 

from different environments is set up and can be accessed via a training network. In 2011, the 

Australian Customs and Border Protection Service is deploying a local area network for access 

to the x-ray image training system. This system will be used as a tool to aid in the training of 

image analysts and for the ongoing assessment of x-ray users. 
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1.2.8 Training and integrity issues  

All staff operating NII scanners shall attend the training in radiation safety. This course provides 

an introduction to x-ray theory and meets the ARPANSA radiation safety training requirements. 

Currently this course is delivered in a face-to-face manner but later in 2011 it will be replaced by 

an online learning module.  

An image analysis course equip staff with the knowledge and skill to interpret images and use 

the imaging software to enhance images. This course currently is delivered via PowerPoint but is 

to be upgraded in 2011 with access to a new online image training database.  

In addition to this training, staff are also trained in the operation of the specific type of machine 

that they are yet to be operated. This training includes start-up, shut-down and fault procedures; 

how to use the tools on the machine; how to position cargo to the beam to get the best image; 

and more advanced image analyst training on the specific machine.  

The Australian Customs and Border Protection Service has commissioned or conducted a 

number of studies over the past few years looking at how the image analyst function can be 

improved. This has included looking at environmental factors that may have impacts on image 

analysis; the skills and cognitive requirements to be an effective image analyst; and reviewing 

the training delivery model.  

  

1.2.9 Safety issues  

The ARPANSA dictates the standards in the operation of x-ray equipment that must be adhered 

to by the Australian Customs and Border Protection Service under its operator licence 

conditions. All operators of x-ray equipment must be trained in radiation safety and in the use of 

the machine that they are using. Radiation surveys of the equipment need to be conducted on a 

regular basis and the equipment must display warning signs to alert to the radiation hazard. The 

ARPANSA regularly audits the safety procedures at the Australian Customs and Border 

Protection NII scanner sites to ensure that the requirements are met. 
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In line with the ARPANSA guidelines, staff in the Australian Customs and Border Protection 

Service are not to be exposed to radiation above 5 microsieverts per hour. All NII scanners used 

by the Australian Customs and Border Protection Service conform to this safety standard by not 

allowing radiation levels to exceed 5 microsieverts per hour in areas where staff would be 

exposed. This is achieved by shielding, the use of lead curtains or exclusion zones.  

There have been no significant safety issues with the procedures currently in place for the 

Australian Customs and Border Protection’s NII scanning equipment.  

  

1.3 Benefits  
1.3.1 Benefits to Customs  

The use of NII scanners has provided the Australian Customs and Border Protection Service an 

effective and efficient tool to inspect a greater volume of items in a timely and cost-effective 

manner. This use of NII scanners has improved the revenue collection and detection of 

prohibited items, facilitating legitimate trade and interdicting smuggling activities.  

36. 1. 3.2Benefits to trade  

NII scanners are integrated into the logistics chain in Australia and internationally. With the use 

of NII scanners, less physical inspection on cargoes is necessary and therefore shortens the 

time for cargo clearance. Some of the Australian Customs and Border Protection’s NII scanners 

are used by freight forwarders to screen export cargoes to meet international security screening 

requirements, providing an additional benefit to trade.  

37. 1.3.3 Benefits to government  

The Australian Customs and Border Protection Service has reported to Government in its 2009- 

10 annual report that intervention in the inspection and examination of air and sea cargoes had 

been lessened by focusing on an intelligence-led and risk based deployment of resources. This 

was resulted from a continued reliance on NII scanners to efficiently screen baggage and 

cargoes. Despite this reduction in intervention, comparable detection rates were maintained. 

This has also helped the Australian Customs and Border Protection Service meet government 

expectations of providing protection to the community at the border. 
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38. Table 1.2: 2009-10 Annual Report Government Performance Targets   

  

Actual 

Deliverable Target   
(1) Sea cargo 

 

 

– number of TEUs inspected< 101 500 101 822 

– number of TEUs examined<< 14 000 14 175 
 

(2) Air cargo 

– number of consignments inspected< 1 500 000 1 492 762 
 

– number of consignments examined<< ** 66 821 

(3) Mail 
 

– number of parcels/express mail system/registered 

items inspected< 

 

18 000 000 20 696 957 
  

– number of letter class mail items inspected< 40 000 000 41 512 725 

 

– number of mail items examined<< ** 202 858 
  

< Inspection may include the use of X-ray technology, detector dogs or physical examination.  
<< Examination means physically opened by Customs and Border Protection.   

39. 1. 4. Challenges and Way Forward  

40. 1. 4.1Main challenges/problems  

One external challenge is getting NII scanners that meet the requirements of Customs 

administrations rather than the air security industry. The Australian Customs and Border 

Protection NII scanner users are after the best possible quality image and resolution. There is a 

need to be able to look for complex concealments, interpret the differences between organic and 

inorganic materials as well as be able to identify the commodity. Unfortunately some NII scanner 

vendors struggle to meet this varied requirements concentrating on the needs of the air security 

industry. 
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One internal challenge is trying to improve the cognitive abilities of image analysts to interpret 

NII scanner images and make correct decisions. This has resulted from improvements on 

training delivered to staff and the introduction of image library software.  

1. 4.2Lessons for other regional members  

The Australian Customs and Border Protection Service believes that the most important 

consideration in using NII scanners (particularly larger container and pallet systems) is to focus 

on having good quality intelligence and targeting arrangements in place, to ensure that the 

highest risk items are the ones that are selected for NII scanning.  

No significant problems have been identified by the Australian Customs and Border Protection 

Service for further action.  

41. 1.4.3 Future plans for improvement  

Given the current tight financial resources, the Australian Customs and Border Protection 
Service is focusing on upgrading or replacing existing NII scanner capability, rather than 
introducing new or expanded systems. There are, however, areas where future work to improve 
the use of NII scanners is being considered. This work includes:   

 deploying internal body scanners at airports; 
 developing a container x-ray test piece to assess the performance of container x-ray 

systems; 
 improving the image analyst training given to staff; 
 introducing a quality assurance regime regarding use of NII scanners; and 
 introducing materials discrimination software for container x-ray systems.   

* 

* * 
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2.1 Executive summary  

This report outlines the use of Non-Intrusive Inspection (NII) scanners for customs clearance of 
containerized cargoes and vehicles in Hong Kong and the management process, which includes 
procurement, maintenance and training. The purpose is to share Hong Kong’s experience on the 
effective application and management of inspection equipment to cope with the evolving 

challenges in the 21st century. 

As an international transport, supply chain and logistics hub, Hong Kong handled over 23 million 

TEUs2 in its container port, processed some 15.7 million vehicles and 240 million passengers 
passing through its entry/exit points in 2010. Manual mode of Customs clearance alone was not 
sufficiently efficient and effective in stopping illicit goods/contraband from entering/leaving the 
territory under such voluminous traffic. With the NII scanners, Customs officers are able to 
perform thorough and speedy examinations of vehicles and containerized cargoes, without 
having to resort to the costly, time consuming process of unloading cargo for manual searches, 
or intrusive examinations. 

International trade is an essential driver for economic prosperity. Customs administrations are 
obliged to increase its contribution to the economic well-being of countries by expediting the 
clearance and release of goods. Hong Kong Customs has been using NII scanners for cargo 
and vehicle inspection since 2001 and finds the equipment enhance efficiency and effectiveness 
of inspection. 

To effectively manage the procurement, maintenance and training of the equipment, Hong Kong 
Customs adopts a Three-tier Management System to formulate, implement, monitor and 
evaluate the procurement, training and maintenance of inspection equipment. Dedicated 
departments of Hong Kong Government will assist in the procurement and maintenance of NII 
scanners by offering professional consultancy services such as market research, tendering, 
contract management, testing and commissioning and acceptance inspection.  

By actively engaged in overseas exhibitions/forums/meetings/workshops on NII scanners, Hong 
Kong Customs has fostered and will continue to maintain strategic partnership with vendors and 
counterparts to research advanced equipment and benchmark best practices for enhancing 
cargo security while facilitating international movement of goods.  

  

  

  

  

  

  

  

   

 
2 TEU refers to twenty-foot equivalent unit, i.e. the volume of a 20-foot long shipping container. The unit is used to 
define the capacity in container transportation. 



I/95. 

 

 

2.2 Background 

With the rapid development of economic globalization and regional economic integration, the 
scale, volume and efficiency of international trade have been on the rise in the past few decades. 
There is increasingly strong demand for higher efficiency of logistics industry. Trade facilitation 
has become a major agenda amid growing concern on cargo security in face of the terrorist 
threat. Being government organizations responsible for controlling and administering 
international movement of goods, Customs administrations are expected to provide efficient 
customs clearance services to facilitate the development of global trade and safeguard the 
international supply chain security.  

In 2005, the World Customs Organization (WCO) adopted the SAFE Framework of Standards 
(SAFE Framework) which sets out 4 core elements and 17 standards to enhance security of 
international trade and improve ability of customs authorities in detecting high-risk consignments 
for inspection. One of the key standards is the application of NII equipment to examine high-risk 
containers or cargo speedily, without disrupting the legitimate trade.  

The application of NII scanners does not only increase the efficiency and effectiveness of 
customs inspection, but also benefits the trade (especially the logistics industry) by enhancing 
their competitive edge on providing efficient delivery service. The benefits brought about by the 
NII scanners further authenticated their wide application in Customs inspection. Today, the NII 
scanner has become an essential equipment of Customs administrations to reinforce their 
operation in the seaports and land border control points.  

  

2.3 Overview of the Application of NII Scanners in Hong Kong 

2.3.1 Major drivers for application of NII scanners 

Strategically located at the doorway of the Mainland China, Hong Kong has long been serving as 
an important logistics hub for international trade that bridges the time gap between Asia and 
Europe. Entering the 1990s, the volume and scale of import and export trade expanded 
significantly and Hong Kong Customs was confronted with the consequential drastic increase in 
vehicle and cargo inspections.  

Manual mode of examination alone was not sufficiently efficient and effective in detecting 
contraband from voluminous vehicles and containers, not to mention the sophisticated and 
diversified methods in concealing the smuggled goods. Hong Kong Customs introduced the first 
two NII scanners in 2001 and deployed the equipment to the land border control points between 
Hong Kong and the Mainland China to enhance work efficiency and enforcement capabilities. 

The fast-changing global environment in the 21st century triggers greater demand for 
international supply chain security and logistics efficiency. Hong Kong Customs bears a stronger 
than ever obligation in countering terrorism and safeguarding Hong Kong's status as one of the 

leading logistics hubs in South-east Asia3. Application of advanced NII scanners becomes more 
instrumental in safeguarding cargo security and facilitating movement of commercial goods.   

 
3 In 2010, Hong Kong is the world’s third busiest container port and the sea container throughput reached 23.6 
million TEUs which is more than 4 folds as compared with that in 1990. The annual vehicular throughput was 15 
737 274 for land border crossings, which has been raised by 5.8% as compared with 2009. 
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2.3.2 Types and technology of NII scanners 

Fixed type and mobile type X-ray scanners are two major types of NII scanners available in 
market. They have their own distinctive functions, characteristics and neither one has absolute 
advantage over the other. The main technologies currently used by X-ray scanners are 
transmission technology and backscatter technology. Transmission technology can project 
images of objects loaded inside containers/vehicles through beaming X-ray to them. The 
backscatter technology will collect X-ray reflected from the objects under scanning and highlight 
the images of organic items (such as drugs, explosives and plastic weapons) in eye-catching 
colour for easy identification. Optional radiation threat detection feature can be integrated into 
the X-ray system to detect both gamma ray and neutron radiation, which is capable of indicating 
the presence of a potential dirty bomb or fissionable materials inside the scanned vehicles.  

Major features of the two types of NII scanners are summarized below:  

Comparison of Mobile and Fixed X-ray Scanners 
 

Mobile X-ray Vehicle 

Scanning System 

Fixed X-ray 

Inspection System 

  

 X-ray scanner installed in a large truck 
fixed with a stretchable robotic arm 
swing out sideways from the truck  

 Scanning is conducted within a 
designated operating zone 

 High mobility 

 Relatively lower energy and 
penetration power 

 Mobility inevitably undermines 
system stability 

 X-ray scanner installed in a fixed 
purpose-built building with walls up to 
two meters or even thicker and safety 
doors of 40 tonnes 

 Scanning is conducted within the 
building 

 Zero mobility 

 Relatively high energy and penetration 
power 

 Involve land acquisition for setting up 
the whole system 
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A Mobile X-ray Vehicle Scanning System scanned a container truck at Kwai Chung Customhouse, 
Hong Kong  

  

  

X-ray scanning on a container truck by the Fixed X-ray Vehicle Inspection System at Lok Ma Chau Land 
Border Control Point, Hong Kong 
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2.3.3 Safety issues 

The safe operation of X-ray-based NII scanners is of paramount importance to system operators 
and the public. All the equipment procured are complied with the statutory requirements of Hong 
Kong Laws as well as the World Health Organization’s safety standard in governing the X- ray 
emission. In addition, only trained officers are allowed to operate the equipment for the sake of 
safety and security.   

2.3.4 Workflow of NII inspection  

The WCO’s SAFE Framework encourages the use of NII scanners as a component of risk- 
based processing system. However, pivotal to its success is the ability of Customs to target 
high-risk vehicles and containers for NII inspection. Risk assessment is implemented with the 
compliment of intelligence system to assist Customs in risk profiling to select goods and vehicles 
for inspection.  

Customs officers in Hong Kong are vested with power under the Import and Export Ordinance, 
Cap. 60, Laws of Hong Kong to stop, board and search any vessel, aircraft or vehicle and 
examine the cargo on board when they are entering or leaving the territory. Nevertheless, 
traders are not required to pay any fee regarding X-ray scanning or other forms of cargo 
examination.  

Under the automated system of Customs in processing the electronic advance cargo information 
submitted by traders, the majority of vehicles and cargoes can enjoy seamless customs 
clearance. Only vehicles selected for X-ray scanning will be directed to a designated compound 
for inspection. If suspicious images are detected during a NII scanning, Customs officers will 
conduct intensive examination.   

2.4 Strategic Management of Inspection Equipment 

2.4.1 Evolvement of management system  

As a pilot run, the use of NII scanners in Hong Kong in 2001 was only confined to two land 
border control points. When the use of NII scanners has been gradually extended to other 
control points and sea ports, Hong Kong Customs took the opportunity to review the 
management mechanism and finally adopted a Three-tier Departmental Management System 
(Figure 1) on NII scanners in 2009 to enable the department to move towards a knowledge 
based and more customer-oriented model.  

  

  

  

  

   

42. Figure 1: Three-tier Departmental Management System 
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Tier One 

Policy Level  

  

   

Tier Two 

Planning and 
Implementation 
Level 

 

Project Development 
Steering Group  

  

  

   

Inspection Equipment 

Work Group 

  

Procurement 
Team  

  

  

  

43. Tier 

Three 

Operational 

Level 

 

Inspection Equipment 

Training Sub-Group 

 

Inspection Equipment 

Maintenance Sub-Group 
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2.4.2 Integrative approach on NII scanner management 

Under the Three-tier Management system, Hong Kong Customs follows the process below 
(Figure 2) in the procurement and management of NII scanners: 

44. Figure 2: Integrative Approach on NII 

Scanner Management 
Research and Development 
 Identification of Needs 

 Technology and market 
research 

 Cost-benefit analysis  

  

  

 

Staff Training 
 Skills development 
 Safety precautions 
 Knowledge management 

Operation 






Utilization of equipment 

Performance assessment 
Safety measures 

   

Tendering Exercise 
 Tender preparation 
 Tender evaluation 

 Contract awarded 

 
Evaluation for future 

procurement and 
development 

  
  

Maintenance 
 Preventive maintenance 

and repairing services 
 Spare parts management 
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2.4.3 Research and development  

Members of the Inspection Equipment Work Group meet regularly to review and identify evolving 
needs of each entry/exit point. The Work Group will arrange to conduct technology and market 
research to help identify appropriate and effective equipment to cope with the changing 
environment. A full cost-benefit analysis is conducted to determine whether procurement of NII 
scanners is justified and cost-effective.  

Overseen by the Inspection Equipment Work Group, the Procurement Team conducts worldwide 
technology and market research via the following means to keep abreast of the latest technology:  

 WCO Databank on Advanced Technology, which provides detailed and 
updated technology information on advanced inspection equipment for Customs 
administrations;  

 Overseas Enforcement Equipment Exhibitions, such as the WCO Technology 
and Innovation Forum, Global Security Asia Exhibition and Security and Policing 
Exhibition (formerly named as Home Office Scientific Development Branch 
Exhibition), which demonstrate new and emerging technologies for customs 
inspection in order to advocate efficient use of advanced technology at border;  

 Benchmarking with Overseas Counterparts facilitates Customs administrations 
to exchange best practices as well as operational difficulties in the application of 
advanced technology and innovations; and  

 Equipment demonstrations by suppliers showcase the latest inspection 
technologies and equipment that are readily available to suit Customs needs.  

Hong Kong Customs attaches great importance on devising long-term development plan on the 
application of inspection equipment to enhance enforcement capability while facilitating trade. 
We have actively engaged in overseas exhibitions/forums/meetings on the application of NII 
scanners, and established strategic partnership with vendors and overseas counterparts for 
researching advanced equipment and benchmarking the best practices. Hereunder are some 
episodes : 
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Senior officers of Hong Kong Customs (Assistant Commissioner Mr Yu Koon-hing (centre) 
and Chief Superintendent Mr Liu Cheung-shing (left)) visited Home Office Scientific 
Development Branch Exhibition in the United Kingdom in March 2011 
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Representative of the Emerging Technologies Team of the UK Border Agency delivered 
seminars on advanced technologies for Customs inspection in Hong Kong in September 
2010  

To ensure that the procurement of high value equipment is fully justified, cost-benefit analysis 
will be conducted with reference to the following factors:  

  

45. Cost  

 Non-recurrent cost - one-off cost for equipment, X-ray building and associated 
builder’s works, delivery, installation and consultancy fee for 
engineering experts; and  

 Recurrent cost - regular preventative and corrective maintenance cost, fuel and 
electricity cost, labour cost, operating cost for the X-ray building.   

46. Benefits  

 Increased operational efficiency at borders and seaports;  

 Enhancement of contraband detection capability;  

 Reduction of revenue loss due to smuggling of dutiable goods;  

 Anticipated manpower and cost saving; and 
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 Improvement on supply chain security.  

2.4.4 Tendering  

A fundamental principle on the procurement policy is to obtain goods and services at the best 
value for money. Equal opportunities should be given to local and overseas suppliers to 
participate or competing in the procurement process. Hong Kong is a signatory to the World 
Trade Organization Agreement on Government Procurement and global tendering exercise is 
required for purchase of goods and related services at a value over HK$1.4 million (EURO 

€122,500). The whole tendering process will undergo a set of open, fair, competitive and 
transparent procedures. The Procurement Team of Hong Kong Customs works closely with the 
government departments concerned to monitor the tendering process to ensure the NII scanners 
are timely procured, delivered and commissioned.  

Due to the time gap between market research and tender preparation, administrations should 
maintain close dialogue with potential suppliers to ensure that the information previously 
acquired, e.g. technology, specifications, constraints are still valid to avoid possible tender 
failure, or any delay of project caused by non-compliance of tender terms.   

2.4.5 Staff training  

Skill Development  

The principles of operation and application of NII scanners in cargo and vehicle inspection are 
included as a part of induction training for all new recruits of Hong Kong Customs. On the job 
training will be provided to every officer for skill development when he/she is posted to the NII 
Scanning Team of different work places e.g. airport, seaports or land border control points. The 
scope of training covers a wide spectrum, including system operation, image interpretation and 
safety precautions.  

Training courses for operators, maintenance team and trainers to be provided by the system 
supplier are included in the terms of tendering document as mandatory requirement. The 
Inspection Equipment Training Sub-Group under the Three-tier Departmental Management 
System is responsible for overseeing the training strategy by monitoring the training progress 
and reviewing the training requirements regularly.  

  

2.4.6 Operation  

Performance Assessment  

NII scanners can help facilitate Customs inspection if they are properly deployed and utilized. In 
order to ascertain whether the NII scanners are used efficiently and effectively, users are 
required to submit returns regularly comprising the utilization rate, breakdown records, etc. for 
assessment.  

The performance assessment of the equipment provides standardized, reliable and objective 
information to identify areas of improvement. For instance, frequent breakdown records may 
indicate underperformance of certain models of NII scanners. Manufacturers providing efficient 
technical support should be praised for their efforts in enhancing their products and assist 
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Customs administrations to deliver uninterrupted services to public. Such information shall be 
taken into account when Customs administrations evaluate the operational efficiency of the 
existing scanners, which will also serve as a good reference in the prospective procurement 
exercises. With the timely assessment, Customs administrations will be in a more 
advantageous position to identify areas for improvement and direct the responsible parties to 
take follow-up actions.   

2.4.7 Maintenance  

Regular preventive maintenance and corrective repair services are crucial to the uninterruptible 
operations of NII scanners. To standardize and enhance the maintenance/support services of 
inspection equipment, the Inspection Equipment Maintenance Sub-Group will examine the 
returns submitted by users to identify scanners with maintenance problems for case study, e.g. 
components with unusually short lifespan, prolonged down time due to belated delivery of spare 
parts. The Sub-Group will report the findings to the Inspection Equipment Work Group and make 
recommendations for improvement.  

As the overseas suppliers will usually take longer period to deliver spare parts for repairing of NII 
systems, the maintenance agent shall keep sufficient stock of spare parts, such as X-ray 
generation tubes, X-ray detector modules and hydraulic system parts, etc. to ensure timely 
replacement. This requirement has to be clearly stated on the tender document during 
procurement stage.  

2.4.8 Evaluation and monitoring mechanism  

The Three-tier Departmental Management System establishes a holistic framework for 
management of NII scanners. Regular returns from frontline users will help provide valuable 
information regarding utilization and performance of NII scanners and build up feedback learning 
loops that allow the Work Groups to take remedial actions to improve the performance of 
equipment. The Project Development Steering Group will examine the recommendations made 
by the Work Group members and give policy steer on the departmental strategy for procurement, 
replacement and management of NII scanners.   

2.5 Benefits in Using NII Scanners  

The use of NII scanners has generated huge benefits from the perspectives of supply chain 
security, Customs inspection and trade facilitation. These benefits are well received by Customs 
administrations, traders and the society.   

2.5.1 Benefits for Customs Administration  

1. Improve inspection efficiency 

Using NII scanners for container scanning significantly shortens the inspection 
time. Enhanced operational efficiency enables Customs administrations to select 
more high-risk containers for X-ray scanning while ensuring a rapid movement of 
goods at entry/exit points. 
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2. Enhance enforcement capability 

NII scanners are proven to be effective in detecting contraband, in particular those 
hidden inside concealed compartments of vehicles/containers and mixed with 
other general cargo. Clear X-ray images with highlight of organic substances 
(such as illicit drugs, explosives and plastic weapons) in eye-catching colour help 
frontline officers identify concealed contraband or unmanifested cargo easily, 
therefore enhancing detection capability.  

3. Save manpower 

Physical inspection of a full-loaded 45-foot container normally takes two to three 
hours with the engagement of intensive manpower resource. By using NII 
scanners, the inspection time can be largely reduced to within 30 minutes.  

4. Reduce revenue loss 

NII scanner is an effective tool to detect smuggling of dutiable commodities in bulk 
quantity, which help protect revenue of the Government.   

2.5.2 Benefits for traders  

5. Reduce operating cost 

The use of NII scanners significantly shortens the Customs inspection time at 
entry/exit points and hence benefits the traders, especially those in logistics 
industry. Their competitive edge will thus be enhanced by reducing the operating 
cost and providing speedy delivery service to their customers.  

6. Enhance cargo security 

Not only Customs administrations but also traders and their overseas trading 
partners have grave concern on supply chain security. The use of NII scanners 
can help safeguard cargo security without impeding the free movement of bona 
fide cargoes.   

2.5.3 Benefits for society  

7. Reduce risk of terrorism 

NII scanners can help detect weapons of mass destruction and explosives, and 
hence protect the society from terrorism and maintain the integrity of internal 
security.  

8. Assure social order 

9. NII scanners can detect organic substances such as narcotics and precursor 
chemicals. Obviation of drug trafficking will help safeguard the local community by 
suppressing the drug supply and associated crimes. 
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2.6 Partnership between Government and Equipment Supplier 

Customs administrations and NII scanner suppliers are both customers and partners. While 
Customs administrations count on the suppliers to gain access to the latest commercially 
available technologies for identification of suitable equipment to assist their operations, the 
suppliers also have keen interest to understand the users’ operational need so as to better steer 
their resources on research and development programs. If an attractive business case can be 
made, there will be high incentive for suppliers to take a more Customer-focused and needs- 
oriented approach in product design and development of business plan. In return, Customs 
administrations can receive continuous technical support from the suppliers through firmware 
upgrade and modifications of equipment. Though there may be a perception that the public 
sector and private sector are entities with distinct cultures, the pro-active and robust 
communication can bridge the gap and bring about greater clarity to mutual interests.   

2.7 Challenges  
NII scanners for container/vehicle inspection are made-to-order equipment and the procurement 
exercise usually includes: market research, tendering, production, assembly, inspection and 
delivery. Despite the variation of procurement procedures in different Customs administrations, 
the whole procurement process is generally lengthy and usually takes more than two years in 
the case of Hong Kong. In order to ensure timely procurement and replacement of NII scanners, 
Customs administrations are recommended to form dedicated office to centralize the 
management of inspection equipment for establishing and retaining of knowledge and expertise.  

The technology of NII scanner is ever-changing and manufacturers will keep on refining and 
modifying their products to meet the customers’ needs. The long procurement process will 
inevitably hinder Customs administrations to acquire the latest technology from the market. In 
this regard, regular and comprehensive technology research, in particular on emerging 
technology is indispensible for effective procurement.  

Application of NII scanner involves huge capital investment on equipment and maintenance 
which imposes significant financial burden on the Customs administrations, in particular those 
countries with scattered entry/exit points. Support from the policy level and financial bureaus of 
the government is essential for sustainable development in the procurement and subsequent 
replacement of the equipment.  

Although NII scanner is proved to be efficient and effective equipment in container/vehicle 
inspection, Customs administrations should be fully aware of its inherent and operational 
constraints. Customs administrations are still required to resort to other means of inspection, 
such as open examination and sniffing by Customs detector dog, etc. to supplement the 
inadequacy. Site constraint is also another concern that needs to be well considered and 
meticulously planned before procurement.  

The efficacy of NII scanner is heavily relied on the competency of the operators in image 
interpretation. While NII scanners are capable of generating high quality X-ray images, the 
operators should possess ample knowledge in identifying irregularities on the images so as to 
detect the contraband. In this regard, continuous training plan and knowledge management have 
to be drawn up to enhance the overall value and effectiveness of the system. 
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2.8 Way Forward 

Entering the 21st Century, Customs administrations are facing with immense challenges 
derived from the fast changing landscape in global trade. Clearance service aside, Customs 
today is obliged to strengthen our value proposition to support the global logistics 
development, facilitate international trade and enhance safety and security at the border. The 
use of NII scanners will improve Customs ability to detect high-risk consignments and 
enhance the overall efficiencies in the administration of goods.  

In 2008, WCO introduced ten building blocks under the New Strategic Direction for Customs 

in the 21st Century. WCO encourages the Customs administrations to take advantage of new 
and emerging technologies to enhance, amongst others, intelligence processing, risk 
management, and non-intrusive detection. Extensive application of NII scanners in Customs 
inspection is an indispensable trend for Customs administrations. In the case of Hong Kong 
Customs, we have not only applied NII scanners in the existing work areas, but also 
categorized them as standard operational equipment in the resource planning for new 
infrastructural projects such as the construction of new land border control points.  

Notwithstanding that NII scanners have been deployed in daily operation for a decade, Hong 
Kong Customs will continue to explore and take forward measures to further enhance its 
capability and application. Advanced training programmes, in particular on image 
interpretation and knowledge management, are being implemented to enhance frontline 
officers’ capabilities to discern anomaly in vehicle/container scanning. On the other hand, 
Hong Kong Customs will strive to strengthen the risk assessment and intelligence system to 
sustain the momentum of pursuing global supply chain security while promoting the 
seamless movement of legitimate goods.  

  

  

 

 


