
 

1. 

WCO Environmental Scan 2024 

Introduction 

The WCO Environmental Scan 20211 was drafted with the ambition of making it the basis for 

the Strategic Plan 2022-2025, and its content constituted a new approach for the WCO in 

terms of strategic planning, gathering knowledge about the global environment in which 

Customs administrations were operating. This exhaustive paper provided a sound basis on 

which the WCO was able to define the strategic way forward for its future and also for the 

future of Customs in general. As a matter of fact, the 2021 Environmental Scan still remains 

relevant in many aspects, both in terms of its analysis, and in terms of the desirable futures it 

identified for the Customs community. 

The Environmental Scan 2024 aims at ensuring continuity with its predecessor in order to 

advance the work that is already underway, especially in major areas of interest that 

constitute the frame around which the Strategic Plan 2022-2025 is built. It is consistent in its 

content and its approach, following again the PESTLE methodology2 already used for its 

predecessor, and also following the same three-year timeframe as the strategic planning of 

the Organization. Of course, the world is constantly moving and the latest trends must be 

acknowledged and addressed by Customs and the WCO. In order to acknowledge and 

consider these emerging trends and the Customs response to them, a SWOT analysis in 

each section of the PESTLE is included. References are also included, as many 

organizations are producing a significant amount of material on all aspects of modern 

societies and their evolution, and these can be used for the purposes of the 2024 

Environmental Scan without reinventing the wheel or duplicating the work already achieved. 

For the reasons mentioned above, the Environmental Scan 2024 is intended to be specific 

and targeted at how Customs and the WCO can make the greatest contribution to the global 

environment. Proper prioritization is a prerequisite for a satisfactory strategy, and the 

Environmental Scan should clearly pinpoint the areas where Customs and the WCO could 

make a difference. The outcomes of the Scan have been used in the context of the 

development of the Modernization Plan in 2024 and will be used for the Strategic Plan 2025-

2028. 

For each of the dimensions considered under the PESTLE approach, a SWOT analysis is 

provided. The methodology followed to develop the SWOT is mainly based on the findings of 

the risk mapping conducted by an external auditor regarding WCO activities, in 2020 and 

2023, on the current discussions related to the modernization of the WCO, and on the 

findings from the research related to the development of the Environmental Scan. This 

methodology was applied for all of the SWOT analysis contained in the different sections of 

this document. The SWOT analysis is then used as a basis for elaborating a potential 

response from Customs and the WCO in each dimension covered. 

The box below provides an Executive Summary of the overall findings identified in the 

Environmental Scan, the potential role that Customs and the WCO could play to properly 

address them, the challenges facing the Organization in this regard, and some related 

proposals that could be considered for the coming years, especially in the context of the 

Modernization Plan and the upcoming Strategic Plan 2025-2028. 

  

 
1 https://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/wco-in-brief/environmental-scan-
2021.pdf?db=web 
2 https://pestleanalysis.com/what-is-pestle-analysis/ 

https://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/wco-in-brief/environmental-scan-2021.pdf?db=web
https://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/wco-in-brief/environmental-scan-2021.pdf?db=web
https://pestleanalysis.com/what-is-pestle-analysis/


2. 

EXECUTIVE SUMMARY OF THE ENVIRONMENTAL SCAN 

Acknowledging global trends to understand what Customs need 

The world is increasingly complex, witnessing growing interconnections between trade actors and 

operations, while being impacted by crises and conflicts of international reach, creating 

fragmentation. Customs need to remain fit for purpose and adapt to the new forms of supply 

chains, applying efficient approaches to guarantee resilience, trade facilitation and proper risk 

management. Procedures need to accompany the developments identified in terms of trade 

transformation, especially regarding e-commerce, business behaviour, including the observed 

trends in reshoring and regionalization, the digitalization of economies, and the current trends that 

will have major impacts on future activities, such as the protection of the environment. To this end, 

Customs should be adequately equipped, with the means to standardize their procedures and the 

necessary skills to manage these developments. 

The WCO as a catalyst for standardization and capacities 

The World Customs Organization has a role in supporting Customs administrations in their 

constant adaptation. Global matters need global responses, and the Organization is ideally placed 

to develop common frames and understanding, and to bridge competency gaps. The 

Environmental Scan identifies numerous needs, including the role of Customs in crisis situations, 

the management of fragile borders and risk mitigation, the need for more cooperation with external 

stakeholders, the digitalization of procedures, information sharing and the concept of Green 

Customs. The WCO should address the needs of Customs on the basis of their daily operational 

realities, through the exploitation of its strengths in developing instruments and providing capacity 

building. In a world marked by instability, the role of international organizations such as the WCO is 

to promote further clarity and certainty in order to facilitate compliance and legitimate trade. 

The challenges to be overcome 

Efficiency and added value can be achieved if the challenges to be overcome are known and 

acknowledged. The WCO is suffering from poor visibility, mainly due to its lack of effective 

communication. The Organization is also sometimes lagging behind because of a lack of financial 

and human resources. The instruments developed by the WCO are poorly implemented, 

jeopardizing its efforts towards more standardization in Customs procedures. In the broader 

context, it is essential to emphasize that a global approach necessitates in-depth understanding 

and knowledge to effectively eliminate potential obstacles, fostering the creation of practical and 

pertinent solutions. Legal constraints can sometimes be a challenge to moving forward, especially 

in matters related to information sharing. Technology can be a solution only if wisely handled to 

serve a concrete purpose. The WCO could better target its efforts and better organize itself to 

deliver more impactful results. 

Prioritize and evolve 

The Environmental Scan should serve as the foundational tool to better prioritize the WCO's 

operations and overall strategy. Focusing on the global agenda and effectively addressing 

challenges should be the Organization's primary objective in supporting Customs' significant 

contributions. To achieve this, the WCO has worked on its own comprehensive modernization, with 

the goal of enhancing responsiveness and organizational efficiency to better serve its Members 

and the global community. The Environmental Scan should be considered within a comprehensive 

framework of various documents, developed under the Modernization Plan initiative, designed to 

drive organizational change. The Scan itself offers the broadest perspective, allowing for thorough 

reflection on the needs of Customs administrations and the actions to be undertaken by the WCO, 

taking into account its strengths and weaknesses. 
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I. Political aspect - the key role of Customs in global matters 

 

a. The evolution of conflicts - internationalization of civil conflicts 

 

The WCO is and remains a technical organization which should avoid becoming politicized. 

However, this should not be understood as Customs having no role to play in times of 

political crises which impact borders, and therefore the movement of goods and people. In 

this context, more consideration could be given to how technical material could be developed 

in order to facilitate, coordinate and improve the actions of national Customs in difficult 

situations. 

 

International attention is today broadly focused on conflicts and wars. In June 2023, the 

Peace Research Institute Oslo (PRIO) published a paper entitled “Conflict Trends: A Global 

Overview, 1946–2022”,3 which shows that there has been an increase in state-based 

conflicts in the last decade. Chart 1 highlights the trends observed in conflicts since 1946. 

 

This chart provides another interesting figure. The increase in state-based conflicts over the 

last decade is mainly correlated with a dramatic increase in internationalized civil conflicts.4 

PRIO notes on this aspect that “in 2022, there were 55 state-based conflicts, 22 of which 

were internationalized civil conflicts […]. In comparison, in 2000, there were 37 civil conflicts, 

only 4 of which were internationalized.” To explain this trend, PRIO adds: “This could either 

be due to internationalization increasing the intensity of conflicts, or because more intense 

conflicts are more likely to become internationalized.” This trend, which represents a growing 

 
3 https://cdn.cloud.prio.org/files/3cca3bf0-f40a-4175-b001-
222c08388b43/Obermeier%20and%20Rustad%20-
%20Conflict%20Trends%20A%20Global%20Overview%201946-
2022%20PRIO%20Paper%202023.pdf?inline=true 
4 According to the Uppsala Conflict Data Programme (UCDP), state-based conflicts include four 
different types of conflicts, namely, colonial conflict; interstate conflict; civil conflict; and 
internationalized civil conflict. A state-based conflict is defined as a contested incompatibility over 
government and/or territory, where at least one party is a state and the use of armed force results in at 
least 25 battle-related deaths within a calendar year. Civil conflicts are regarded as the most common 
state-based conflicts. A civil conflict is regarded as internationalized if one or more third-party 
governments are involved in the conflict through contributing or deploying combat personnel in support 
of the objective of either side. Source: PRIO. 

https://cdn.cloud.prio.org/files/3cca3bf0-f40a-4175-b001-222c08388b43/Obermeier%20and%20Rustad%20-%20Conflict%20Trends%20A%20Global%20Overview%201946-2022%20PRIO%20Paper%202023.pdf?inline=true
https://cdn.cloud.prio.org/files/3cca3bf0-f40a-4175-b001-222c08388b43/Obermeier%20and%20Rustad%20-%20Conflict%20Trends%20A%20Global%20Overview%201946-2022%20PRIO%20Paper%202023.pdf?inline=true
https://cdn.cloud.prio.org/files/3cca3bf0-f40a-4175-b001-222c08388b43/Obermeier%20and%20Rustad%20-%20Conflict%20Trends%20A%20Global%20Overview%201946-2022%20PRIO%20Paper%202023.pdf?inline=true
https://cdn.cloud.prio.org/files/3cca3bf0-f40a-4175-b001-222c08388b43/Obermeier%20and%20Rustad%20-%20Conflict%20Trends%20A%20Global%20Overview%201946-2022%20PRIO%20Paper%202023.pdf?inline=true
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share in the overall number of state-based conflicts, is of interest for Customs, as it implies 

that borders are increasingly concerned. 

The international nature of these state-based conflicts justifies involvement from Customs at 

national and regional levels. As already pointed out in previous Environmental Scans, global 

matters need global responses through the contribution of all competent actors and 

strengthened cooperation. This was true at the time of the COVID-19 pandemic and remains 

valid for systemic matters such as wars as well. Customs can play a crucial role during 

conflicts, but also in a post-crisis environment, contributing to the reconstruction through their 

efforts in maintaining cross-border trade, and constituting a key fiscal player through the 

revenue collection emanating from this trade. This role, that can be expanded to other global 

crises such as pandemics or natural disasters, needs to be acknowledged and recognized. 

The WCO has already touched upon these elements in its Action Plan for Fragile Borders, 

adopted in June 2023, with the aim of providing Customs with the necessary material to 

adapt their response in order to address situations of fragility. 

b. Communication and visibility to shed light on the role of Customs 

 

Customs administrations are impacted by global crises and conflicts in their daily work. The 

internationalization of such events positions them as key players, in the sense that their work 

has direct consequences on the ground. The role of Customs is often partially known, 

especially when it comes to their function related to the protection of society and public 

health. At the international level, it has to be recognized that the WCO is not as influential 

and visible as it could be because of the lack of a concrete communication policy which is 

based, among other things, on adequate story-telling. This would help the WCO make its 

function better understood, as well as promote the role of Customs in general. 

Customs deliver on a daily basis, irrespective of their surrounding environment. This 

particularity is double-edged when it comes to their visibility and recognition. On the one 

hand, Customs always act and achieve their duties, making them a trustworthy actor not only 

in regular trade exchanges, but also in times of crisis. On the other hand, these undisrupted 

operations jeopardize their participation in political discussions and high-level government 

reflection. Even if Customs’ role consists in implementing policies, not making them, they are 

not recognized as they should be because of a lack of presence in governmental and 

intergovernmental discussions. The role of Customs is taken for granted, in spite of the 

difficult conditions they can sometimes face in their operations. 

Addressing these issues is something that could be done by the WCO, in the context of its 

mission to provide guidance and support to its Members. The Organization has already 

proved in the past its ability to position itself on global issues, political or not. As an example, 

the role of the WCO during the COVID-19 pandemic was applauded, thanks to its swift 

reaction to the management and handling of medicines and medical equipment. Another 

recent example was during the 2022 Council Session of the Organization, in which the 

Customs community called for Customs officers and infrastructure to be defended and 

protected during any armed conflict. 

In times of crisis, the world can count on the Customs network, which looks at finding the 

best possible way to pursue Customs operations and preserve the flow of international trade 

Following these examples, the WCO should produce a global and centralized communication 

plan addressing matters of global interest, which could then be used by its Members at the 

national level to address their governments. The Customs community has the right and the 

duty to take a position to a greater extent, in order to highlight Customs’ opinion and to make 

its role understood; communication goals and targets should be clearly defined. This would 

rely on an effective use of the data in Customs’ possession, opening opportunities for 

stronger and deeper analysis. Another way to raise WCO influence and visibility would be 
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through the development of a modern website that would have the potential to reach a 

broader public through campaigns, attractive material and efficient use of social networks. 

Communication support should be improved, accompanied by a different approach when it 

comes to disseminating information. The WCO should switch its mindset away from the strict 

use of factual information, based on the number of missions or the number of seizures 

resulting from operations, towards the mastering of story-telling to further attract public 

interest. This would largely rely on the recognition of the power of data, as other international 

organizations have successfully done in recent years. 

As part of this Communication Strategy, the relationship of the WCO with other stakeholders 

should be organized towards a win-win approach. The WCO is mostly recognized as an 

implementation partner and should reinforce its position on this basis. The Organization has 

many Memoranda of Understanding and other agreements which would merit a complete 

review in order to ensure sound and fruitful cooperation. Stakeholder engagement plans 

should be developed to get a complete overview of where the Organization is heading, and 

with which main partners. The WCO is by nature an implementation body, not a policy body, 

and has a strong expertise when it comes to the operational side of activities related to 

border management and supply chains. The WCO should naturally be a leading actor in the 

context of the implementation of global projects with other partners, in accordance with their 

daily role in society. More cooperation, designed in a way beneficial to the WCO, would 

provide more visibility and more understanding of the WCO and Customs, while minimizing 

the risk of duplicating efforts and of irrelevance. The WCO and Customs have much to offer, 

in accordance with their experience and knowledge, as well as the data they collect from 

international transactions. These strengths should be further valued to place the WCO on the 

same level as other widely recognized organizations. The efforts to be deployed by the WCO 

should be accompanied by the support of Members at national and regional levels, as raising 

the profile of Customs and the WCO should be a shared responsibility for the entire 

Organization. 

c. Response from the WCO and Customs  

 

WCO response 

 

The SWOT analysis recognized that the strengths of the WCO mainly lie in its operational 

experience and leadership, making it a reliable partner when it comes to the implementation 

of global initiatives. Reliability also needs to be ensured in times of emergency, during which 

a quick response needs to be formulated. 

 

Today’s world frequently requires an immediate reaction and the ability to anticipate, based 

on adequate levels of agility and flexibility. As an organization, the WCO and its Secretariat 

should be able to act on the basis of fast decision-making processes depending on the 

emergency faced. The Modernization Plan includes proposals to improve the decision-

making process of the Organization’s working bodies.  
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The essential role played by Customs in their daily activities should be acknowledged in 

practice, especially when large-scale projects are launched by other international 

organizations. The WCO already 

contributes to several initiatives, 

but its leadership is jeopardized 

by its weaknesses, mainly related 

to its lack of efficient 

communication and therefore 

visibility, as well as its lack of 

human and financial resources. 

Modernization should cover how 

WCO activities can be more 

specifically targeted and attract 

global interest. WCO activities 

should speak to Customs 

professionals from various 

backgrounds and should also be 

related to the public, adopting 

proper story-telling, based on the 

strong use of data and the 

analysis emanating from it. 

Enhancing communication efforts 

and skills is a prerequisite when it 

comes to raising the profile of 

Customs and the WCO. 

 

The effective use of data is a huge opportunity, and it should be seized in order for the WCO 

to become more recognized and valued as a partner. This would reinforce the position of the 

WCO in its partnerships with other stakeholders, and consolidate its role as the centre of 

Customs matters. An efficient mechanism to collect and use this data should be put in place, 

based on a strong commitment from the Members of the WCO in terms of data exchange 

and sharing.  

Ignoring the power of data could potentially put the WCO at risk of lacking influence and 

losing its grip on Customs-related matters, damaging its influence and overall relevance on 

the global stage. This potential damage could be even worse if the current lack of human and 

financial resources is further impacted by the decrease in funding, a concrete threat facing 

the WCO and needing an adequate response to ensure that the Organization keeps its 

leadership in Customs-related matters. 

In addition, implementing a proper strategy with regard to the WCO’s relationships with other 

stakeholders, through the development of concrete stakeholder engagement plans, would 

guarantee that the benefits for the Organization and its Members are clearly identified and 

pursued, and that the joint work to be undertaken responds to the main priorities of the WCO. 

Customs response 

 

The efforts made by the WCO Secretariat should be supported by Member administrations in 

the field in order to maximize the impact and ensure coherence at global level. At the end of 

the day, global efforts depend on the local implementation of the strategies defined by 

international organizations, including at the national and regional levels. Customs 

administrations have a role to play in conveying the main messages of the WCO to their 

governments and partners. The implementation of a communication strategy developed by 

the WCO, and endorsed by Members, will greatly depend on these common efforts. 
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In this context, the communication material produced by the WCO should be used by 

Members to the fullest possible extent. They would act as powerful vectors in raising the 

understanding of the role of Customs administrations and their importance for societies. The 

WCO at large should act as one in terms of its message and story-telling to ensure an 

equivalent level of knowledge and awareness all over the world. The establishment of 

partnership and cooperation schemes would directly benefit from this, bringing clarity and 

raising the attractiveness to stakeholders, including border agencies, the private sector and 

academia. 

 

While the WCO should make more, and better, use of data for analysis and communication, 

it must be acknowledged that the main sources of Customs data are its Members. Customs 

administrations have the power to greatly contribute to these efforts by committing to 

exchange and share data between themselves and with the WCO. From a cooperation point 

of view, trust is the basis of every relationship and should represent the foundation of a solid 

and reliable network of Customs in the future. Establishing this network as a starting point 

will certainly contribute to easing data exchange and sharing with other stakeholders, such 

as border agencies and the private sector. Making this data hub a reality would address the 

WCO’s goal of visibility and communication while rendering Customs administrations more 

responsive and agile in their daily operations. 

 

These developments should serve Customs’ operations and consolidate their leadership, 

especially in cases of conflict or emergency situations. The ability to quickly step up, ensuring 

business continuity and protection of societies in times of great uncertainty, cannot be lightly 

addressed and should be regarded as a role of primary importance for Customs 

administrations. This requires a significant degree of influence and a proper network, which 

can be achieved through efficient communication and information exchange. 

 

 

II. Economic aspect - the need to shift towards more predictability and stability 

 

a. A slow post-pandemic recovery 

 

World trade and economies have greatly been impacted by the COVID-19 pandemic, which 

was directly followed by geopolitical tension and a dramatic rise in inflation. In its latest World 

Trade Statistical Review 20245 the World Trade Organization (WTO) notes that “world 

merchandise trade volume is projected to grow 2.6% in 2024 and 3.3% in 2025, following a 

larger-than-expected decline of -1.2% in 2023,” and adds that “primary commodity prices 

rose sharply in the wake of the war in Ukraine, as economies scrambled to secure access to 

essential natural resources and food supplies. These increases stoked inflation, which was 

already accelerating in advanced economies due to supply chain disruptions and policy 

stimulus linked to the COVID-19 pandemic. Commodity price indices have receded from their 

peaks in the second half of 2022 but, by the first quarter of 2024, most were still well above 

pre-pandemic levels.” Chart 2 highlights this trend for different types of commodities. 

 
5 https://www.wto.org/english/res_e/booksp_e/trade_outlook24_e.pdf  

https://www.wto.org/english/res_e/booksp_e/trade_outlook24_e.pdf


8. 

 

In its March 2024 Global Trade Update, the UN Trade and Development (UNCTAD) notes 

that “available data for the first quarter of 2024 suggests a continued improvement in global 

trade, especially considering moderating global inflation and improving economic growth 

forecasts.”6 Policies conducted to control and bring down inflation are starting to produce 

positive effects but will likely remain a priority for governments, especially when taking into 

account the geopolitical tensions already mentioned. In its most recent World Economic 

Outlook,7 the IMF points out that “As the global economy approaches a soft landing, the 

near-term priority for central banks is to ensure that inflation comes down smoothly”, adding 

that “addressing the weakening growth outlook is a policy priority for all economies.” 

It can be expected that, in the years to come, there will be further focus on economic 

resilience and stability, with more caution demonstrated by governments and enterprises, 

and a reshuffle of global trade on this basis. 

b. E-commerce continues to grow 

 

While global trade growth is slowing down, the figures indicate that e-commerce is following 

the trend observed in the previous Environmental Scan. Forbes considers that 20.8% of retail 

purchases took place online in 2023, representing a 10.4% increase compared to 2022, and 

that the share of sales made on global platforms will continue to grow, as shown in Chart 3. 

 
6 https://unctad.org/news/unctads-global-trade-update-shows-encouraging-signs-amidst-persistent-
challenges  
7 https://www.imf.org/en/Publications/WEO/Issues/2024/04/16/world-economic-outlook-april-2024   

https://unctad.org/news/unctads-global-trade-update-shows-encouraging-signs-amidst-persistent-challenges
https://unctad.org/news/unctads-global-trade-update-shows-encouraging-signs-amidst-persistent-challenges
https://www.imf.org/en/Publications/WEO/Issues/2024/04/16/world-economic-outlook-april-2024
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The progressive increase in e-commerce within global markets has been under Customs 

scrutiny for a long time, but it has to be admitted that the flows of small packages, the 

establishment of de minimis thresholds, and digital transactions still represent significant 

challenges in their daily operations. More efforts should be deployed to better prepare for the 

future, including establishing effective partnerships with e-commerce actors, given that e-

commerce is likely to become one of the main ways of doing business in the years to come. 

 

c. The need for agility and preparedness 

 

Global trends should be considered, and close attention given to define what could be done 

to be adequately prepared. The recent trends in trade, affected by geopolitical tensions and 

other global issues, demonstrate the instability of the global economy and can shed light on 

the fact that more caution will be applied in the future. Global instability could, for instance, 

lead businesses to review their structure and to opt for a reshoring approach in order to 

maintain their production and to reduce the potential risk of political tensions and barriers to 

trade, or supply chain disruptions due to major external factors, as was the case during the 

COVID-19 pandemic. 

 

As a first response to instability, the WCO and Customs could reflect on the agility of their 

flagship instruments, especially those that are used on a daily basis, such as the Harmonized 

System (HS) or the WTO Valuation Agreement, and that could be questioned if not properly 

adapted to real life. Indeed, the changing environment and the variation of trends in business 

suggest that there should be a quick response in certain specific situations that could 

randomly appear The inclusion of new products in the Harmonized System Convention could 

be facilitated in order to give Customs the ability to deal with new kinds of products in a 

simple and flexible way. Meanwhile, the fluctuation in inflation, and its impact on commodity 

prices, calls for a more agile valuation mechanism in order to be able to react in time to 

sudden changes. The potential reshoring trend could also impact rules of origin and increase 

the regionalization of trade blocs, in lieu of friendshoring.8 Mechanisms should be reflected 

upstream in order to be relevant. 

 

Strengthening supply chain resilience could also lead to strengthening local or regional 

exchanges between countries. The recently established African Continental Free Trade Area 

demonstrates this reality. A clear increase in globalization has been observed for decades; 

 
8 ‘Friendshoring’ depicts a trade practice where supply chain networks are focused on countries 
regarded as political and economic allies. It differs from ‘nearshoring,’ a term that describes the 
process of a company relocating business operations to a nearby country, often with a shared border. 
(World Economic Forum) 
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however, recent years indicate that the world is probably facing a slowdown in globalization - 

“slowbalization”. Without completely questioning the concept of global value chains, trade in 

intermediate goods and the overall need for convergence, this is an emerging trend that 

should be considered to adapt Customs’ actions and operations. 

 

Acknowledging that digital trade and supply chains constitute the undisputed future of 

business, the WCO should focus its efforts on e-commerce, which represents one of the key 

pillars in the future of trade. More could be done, including partnership with e-commerce 

actors to gain access to their data. Considering the growing share of e-commerce 

transactions, the WCO should increase the readiness of its instruments to better cover 

companies operating in this environment. The E-Commerce Framework of Standards 

provides a sound basis, but e-commerce has implications that impact the work of WCO and 

Customs as a whole. In this context, the WTO Valuation Agreement could be further adapted, 

and work has been initiated in this regard. The SAFE Framework of Standards could also be 

used, especially through the AEO status that could be granted to e-commerce companies. 

 

d. Response from the WCO and Customs 

 

WCO response 

 

The SWOT analysis 

acknowledges the global use of 

WCO instruments, such as the 

Revised Kyoto Convention (RKC) 

or the HS, as the strengths of the 

Organization. The efforts made in 

questioning their relevance and 

undertaking their potential review 

demonstrate a willingness to 

keep them relevant in the future. 

The WCO has also developed a 

dedicated Framework of 

Standards for e-commerce and 

started to explore how the WTO 

Valuation Agreement could better 

respond to the valuation issues 

arising from e-commerce. The 

work undertaken to review 

flagship instruments is not new 

and takes significant time and 

effort. Meanwhile, the world 

market is moving, evolving and 

changing. The decision-making 

process applied for the review of instruments, or even their simple amendment, can be 

questioned as a weakness as the Organization faces a significant time lapse when 

responding to the new and emerging trends. This again touches upon the agility and flexibility 

of the Organization as a whole, as quicker decision-making could increase the reactivity of 

the WCO and positively impact its reliability in the view of other organizations and the private 

sector. 

 

The digitalization of procedures and the reinforcement of cooperation with actors in the e-

commerce sphere are opportunities that could improve operations by deepening the 

Organization’s knowledge and improving its capacity to foresee emerging trends. This would 
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be made possible through the proper exchange of data with these emerging actors, building 

trust and understanding. Without proper knowledge of the new customers at borders and a 

review of the decision-making mechanism within the Organization, the WCO would be 

threatened by its inability to adapt, leading to the deterioration of its instruments and its 

possible irrelevance in the modern world. 

 

The possible increase in intra-regional trade is also something that the WCO must take into 

consideration. The Organization’s regional approach should be reviewed in order to 

adequately meet the future reality and to use the WCO’s regional network to the largest 

possible extent. In this context, a global reflection should be launched on the role and 

operations of the regional entities associated with the WCO, to fully exploit their potential in 

accompanying this trend.  

  

Customs response 

 

Customs administrations should act in a coordinated manner to efficiently address the 

evolution of global trade. This again relates to their readiness and willingness to exploit 

further data exchange and sharing, and also includes the need for them to implement, in a 

harmonized way, the standards of the WCO. This would also provide opportunities for an 

accurate and timely review of the Organization’s instruments when necessary. 

 

Standardized implementation brings certainty to business and can lighten their administrative 

burden. It has a positive impact on the flows of goods and the creation of value. The role of 

Customs from an economic perspective is significant and could definitely be further 

expanded so that it is regarded as a contributor to economic development. Another way 

would be to strengthen cooperation with the private sector, especially with local e-commerce 

actors. Joint efforts could bring value in the exchange of data for the purpose of facilitating 

trade flows and ensuring the protection of society.  

 

The data collected by e-commerce companies could represent a game changer in terms of 

facilitation and control. The work done by the WCO at the global level should be pursued 

nationally and regionally to create concrete added-value. Customs administrations should 

apply the “know your customers” principle when it comes to e-commerce actors, to reinforce 

the linkage and build trust throughout global supply chains. 
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III. Social aspect - the necessary balance between trade facilitation and 

enforcement 

 

a. Inclusivity: the social benefit of trade 

 

Literature highlighting the benefits of trade in the fight against poverty is vast and much 

valuable analysis has emerged not only from the WCO itself, but also from the World Bank, 

the WTO, the OECD and UNCTAD, to name just a few. According to the World Bank, “From 

1990 to 2017, developing countries increased their share of global exports from 16 percent to 

30 percent; in the same period, the global poverty rate fell from 36 percent to 9 percent.”9 In 

this light, the current geopolitical tensions, leading to the creation of barriers to trade and 

negatively impacting investor confidence, could have major implications with regard to 

poverty. The World Bank considers that the current “increased trade tensions among major 

players could push 30-50 million people into poverty by 2030, depending on the severity of 

protectionist policies put in place by advanced and developing economies”. 

 

Meanwhile, the structure of business needs to be duly considered. According to the World 

Bank, small and medium-sized enterprises (SMEs) “represent about 90% of businesses and 

more than 50% of employment worldwide. Formal SMEs contribute up to 40% of national 

income (GDP) in emerging economies. These numbers are significantly higher when informal 

SMEs are included. According to our estimates, 600 million jobs will be needed by 2030 to 

absorb the growing global workforce, which makes SME development a high priority for 

many governments around the world.” Special attention needs to be given to SMEs and their 

development. They constitute a major part of the business environment in terms of number, 

and figures show that companies having between one and nine employees represent the 

biggest share of the total number of SMEs (Chart 4). 

 

 

E-commerce appears as a generator in this context, increasing the appetite for the creation 

of new businesses, accentuated by the provision of a window onto the world for billions of 

individuals, through facilitated access to global value chains and internationalization of their 

activities. 

 
9 https://www.worldbank.org/en/topic/trade/brief/trade-has-been-a-powerful-driver-of-economic-
development-and-poverty-reduction 

https://www.worldbank.org/en/topic/trade/brief/trade-has-been-a-powerful-driver-of-economic-development-and-poverty-reduction
https://www.worldbank.org/en/topic/trade/brief/trade-has-been-a-powerful-driver-of-economic-development-and-poverty-reduction
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Trade and global supply 

chains also represent a 

tangible way to promote 

further access of women to 

work. Chart 5 demonstrates 

how integration of firms into 

global trade can be seen as a 

vector for accessibility for 

women all around the world. 

 

Statistics point to the social 

role that is played by trade, 

and the need to support SMEs 

in accordance with their 

function within economies. 

Customs have the power to 

contribute to these efforts 

through the facilitation of 

legitimate trade. The purpose 

here, again, is to build trust 

through reinforced cooperation 

with businesses and with other 

organizations and agencies. Customs procedures should consider the fact that most 

businesses are SMEs and that this trend is unlikely to change. The rise of e-commerce and 

the digital economy opens new opportunities to start companies from home and to access 

global trade without any employees. Adaptation is necessary to take care of these new forms 

of business and to build confidence around new economic models. This attention paid to 

SMEs must, of course, be accompanied by general efforts to cooperate with business in 

general, including the largest companies. It is clear that the latter bring stability and 

dynamism, participating also in the integration of SMEs and the development of legitimate 

trade. They constitute solid partners for Customs, representing a potential role model in their 

compliance with rules and usage of Customs certification mechanisms such as AEO status. 

 

b. The role of Customs in the protection of society 

 

Facilitating legitimate trade is definitely one important social aspect to which Customs can 

contribute. Another essential element of Customs’ role is the protection of society and the 

environment (addressed under Section VI of this document). Geopolitical tensions, fragile 

borders, and unstable governance mechanisms may create a breeding ground for various 

armed groups and smuggling networks. Globalization has brought with it the fragmentation of 

supply chains which, in many cases, has at the same time increased the possibilities for 

criminal organizations to infiltrate them. Customs officers may find themselves exposed to 

high security and safety risks. In order to continue fulfilling their functions, they must be 

equipped and trained appropriately. 

 

Criminal organizations often use illicit trade to fund their activities (e.g. smuggling of high- 

value and highly taxable goods), threatening citizens’ health (e.g. counterfeit and 

substandard medication, personal care products and food, and narcotics), safety (e.g. 

counterfeit car spare parts) and security (e.g. firearms), and threatening the environment 

(e.g. environmentally sensitive commodities, such as protected species of flora and fauna). 

These activities also have major impacts on economic interests, including not only state 
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revenues, but also business interests. The role of Customs is diverse and touches upon 

these different aspects, especially through the fight against counterfeit products and 

narcotics. The last WCO Illicit Trade Report (ITR) 202310 highlights the main seizures made 

by Customs and their evolution compared to 2022, as shown in Chart 6. 

 

 

The ITR is based on data collected through the Customs Enforcement Network (CEN) 

platform. Although this represents a limited sample of the total global seizures, it is helpful to 

identify some trends. 

 

It reveals that all commodity categories experienced an increase in either the number of 

seizures or the total quantity seized. This overall rise reflects the persistent high level of 

organized criminal activity. Notably, the drugs category displayed the most significant trend, 

with increases in both the quantity of all drug types seized and the average quantity per 

case. It is also noteworthy that volumes of seizures are globally increasing, even where the 

number of cases registered faced a decrease. 

 

Illicit drugs and tobacco remain the top priorities for customs authorities worldwide, with 

generally high importance placed on all commodity categories. The diversified activities of 

criminal organizations pose challenges for customs administrations with limited resources, as 

these groups are not restricted to trafficking a single type of good. 

 

These trends are a reminder that the fight against drug trafficking and counterfeiting, as well 

as the black market in weapons, needs to remain high on the Customs agenda. 

 
10 To be published in June 2024 and made available on this webpage: 
https://www.wcoomd.org/en/topics/enforcement-and-compliance/resources/publications.aspx  

https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/enforcement-and-compliance/activities-and-programmes/illicit-trade-report/itr_2022_en.pdf?db=web
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c. The evolution of criminality 

 

In order to adequately protect societies and adapt to change, Customs need to be aware of 

the evolution of criminality. The concerning rise of cyber-criminality cannot be disregarded in 

this context. The world has significantly changed since the COVID-19 pandemic, with the 

institutionalization of remote working, more notably in developed countries, and a deeper 

dependence on laptops and digital applications. This has naturally raised the level of 

exposure of citizens to the actions of cybercriminals. Cybercrime11 is not visible and cannot 

therefore be controlled easily. Global concerns are growing over this phenomenon as the 

connectivity and flexibility offered by the internet make it simple to organize actions efficiently 

in a small amount of time. Considered as a potential threat a few years ago, it has to be 

admitted that cybercrime is now a problem of global reach. Chart 7 highlights the evolution of 

the cost of cybercrime for economies over recent years, and the outlook for the years to 

come. 

 

 

 
11 “There is no universally accepted definition of cybercrime. However, the following definition includes 
elements common to existing cybercrime definitions. Cybercrime is an act that violates the law, which 
is perpetrated using information and communication technology (ICT) to either target networks, 
systems, data, websites and/or technology or facilitate a crime (e.g. Goodman, and Brenner, 2002; 
Wall, 2007; Wilson, 2008; ITU, 2012; Maras, 2014; Maras, 2016). […] Europol (2018) differentiates 
cybercrime into cyber-dependent crimes (i.e., “any crime that can only be committed using computers, 
computer networks or other forms of information communication technology;” McGuire and Dowling, 
2013, p. 4; Europol, 2018, p. 15) and cyber-enabled crimes (i.e., traditional crimes facilitated by the 
Internet and digital technologies). The key distinction between these categories of cybercrime is the 
role of ICT in the offence – whether it is the target of the offence, or part of the modus operandi (or 
M.O.; i.e., method of operation) of the offender (UNODC, 2013, p. 15).” Source: 
https://sherloc.unodc.org/cld/en/education/tertiary/cybercrime/module-1/key-issues/cybercrime-in-
brief.html 

https://sherloc.unodc.org/cld/en/education/tertiary/cybercrime/module-1/key-issues/cybercrime-in-brief.html
https://sherloc.unodc.org/cld/en/education/tertiary/cybercrime/module-1/key-issues/cybercrime-in-brief.html
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As stated by Europol in its Internet Organized Crime Threat Assessment 2023:12 “Cybercrime 

services are widely available and have a well-established online presence, with a high level 

of specialization inside criminal networks and collaboration between illicit providers. The 

services offered to perpetrate cybercrime are often intertwined and their efficacy is to a 

degree co-dependant. The illicit service providers cater to a large number of criminal actors 

by offering monitoring, delivery and obfuscation services. Such services are often offered for 

sale or advertised on dark web forums and marketplaces.” The basis of the whole system is 

stolen data, which allows for the offer and provision of different services, depending on the 

operation requested (phishing, blackmailing, hacking, etc.), in a fully anonymous and 

organized manner. As is the case with citizens, governmental agencies are targeted and it 

seems that a strong and global response is necessary to deal with this exponential form of 

criminality. Ransomware attacks and data are freely circulating beyond borders, raising 

questions about the actions needed to better control electronic transmissions. 

 

Cybercrime involves illegal operations in the digital world, but also makes use of ICT to 

commit “traditional crimes” in an innovative way, including illicit trade. Cybercriminal 

communities thrive in exploiting advanced technologies, such as the dark web, 

cryptocurrencies, and encrypted messaging applications. Dark web browsers deeply encrypt 

messages and files, making them almost impossible to trace. Darknet marketplaces look like 

normal online marketplaces, but contain lists of illegal products such as amphetamines, 

counterfeit passports and hacking tools, and all transactions are made in cryptocurrency. 

Encrypted messaging applications are used in organized crime to exchange messages, 

photos and videos. Crime groups are benefiting from such technologies through anonymous 

communication, and move to more decentralized networks, where “small to medium-sized 

criminal groups are playing an increasingly key role” and “function like networks rather than 

well-delineated organizations”, giving “rise to a system of “service providers who manage 

parts of the supply chain”.13 

 

Here again, raising visibility on each of the steps of supply chains through data usage and 

exchange will be a central element to consider in order to properly address these trends. The 

efficient organization and operation of organized crime definitely require a collective effort 

towards common intelligence, the use of the same databases, and cooperation on the 

ground. In this context, the joint operations traditionally conducted by the WCO, and the 

associated operational training, should play an essential role. There is a need for the WCO to 

increase their visibility and to guarantee significant beneficial outcomes for participating 

Members. The operations would also benefit from being further linked with the various 

projects conducted by the Organization on different matters. This implies that work is needed 

to achieve appropriate project management, responding to the specific needs of Customs in 

accordance with the priorities set in the Organization’s Strategic Plan and the risks identified. 

Global intelligence could also be enhanced through the activities of Regional Intelligence 

Liaison Offices (RILOs) regarding regional trends on illicit trade, providing a sound basis on 

which to build mutual assistance and regionalization of activities. 

 
d. Response from the WCO and Customs 

 

WCO response 

 

 
12 https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA%202023%20-
%20EN_0.pdf 
13 UNODC Global Report Cocaine 2023 - https://www.unodc.org/documents/data-and-
analysis/cocaine/Global_cocaine_report_2023.pdf 

https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA%202023%20-%20EN_0.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA%202023%20-%20EN_0.pdf
https://www.unodc.org/documents/data-and-analysis/cocaine/Global_cocaine_report_2023.pdf
https://www.unodc.org/documents/data-and-analysis/cocaine/Global_cocaine_report_2023.pdf
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The SWOT analysis recognized the social role played by trade and the essential function of 

the WCO in this context. Customs have a valuable amount of experience and skills when it 

comes to the fight against illicit trade and the criminal activities linked to it. The WCO is 

already conducting joint operations, enhancing the network of Customs and their cooperation 

with other law enforcement 

authorities and international 

organizations, and relies on 

intelligence from the data 

gathered through these initiatives. 

As a result of these operations, 

through appropriate project 

management and synergies, 

further policy recommendations 

can be identified. As part of the 

weaknesses, it should be 

recognized that Customs 

procedures can be burdensome, 

especially for SMEs, which 

constitute the majority of trade 

actors. Data that could support 

assessment of compliance is 

available but not always duly 

shared because of trust issues. 

Joint operations could be more 

visible and bring further value to 

Customs. Global intelligence 

could also be enhanced through 

a better use of RILOs, involving more communication between the main structure and 

regional entities. The opportunities are numerous. The WCO could reinforce its cooperation 

with the largest companies to expand the use of its instruments and to consolidate global 

value chains, contributing to growth and well-being. The implementation of an appropriate 

project management mechanism could strengthen the linkages between projects and 

operations, bringing consistency in the light of the priorities of the Organization and the illegal 

trends identified through risk analysis. 

 

The WCO could also make better use of its regional entities, reinforcing the role of RILOs in 

gathering intelligence for more efficiency in the initiatives led. The WCO already has in its 

possession the necessary material to improve and be more efficient, but its use is too limited. 

In terms of the changing trade environment and practices, maintaining onerous procedures 

at borders could damage the development and prosperity of small enterprises. In the same 

vein, new forms of criminality should be carefully addressed in order for an essential role to 

be maintained in protecting society. Global cooperation is absolutely vital to make efficient 

use of data and create common intelligence, in order to build trust and remain relevant. 

 
Customs response 

 

As previously noted, Customs administrations should work locally to support the work that 

the WCO is doing globally. While acknowledging that Customs have experience and 

knowledge when it comes to illegal flows of goods, it must be recognized that the world is 

constantly changing, and that new opportunities and challenges are regularly emerging. 
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Gathering knowledge about these new opportunities and challenges is one thing, but it 

should be accompanied by appropriate measures and concrete actions to address them in 

practice. The WCO alone cannot reach a perfect level of accuracy in targeting the matters 

that will be of importance in the future. It needs to rely on data collected by Members to 

provide this intelligence. Here again, Customs should support the work of the Organization 

through data exchange and sharing, to enable the Organization to accurately operate and 

address these opportunities and challenges with purpose. In this context, intensifying the 

usage of CEN, or other similar tools aiming at gathering intelligence, would make a difference 

for the entire Customs community within the framework of the Data Strategy. 

 

As previously mentioned, the trends in seizures indicate the evolution of crime and provide 

information on where skills and equipment are needed. The Environmental Scan also 

highlights the major questions raised by cybercrime and its exponential increase. Locally, 

Customs administrations should look at expanding their cooperation networks with dedicated 

units from other government bodies specialized in tracking and fighting cybercrime. The 

criminal infiltration of supply chains is facilitated by the digital environment and should 

represent a high priority for the future of cooperation with other agencies. Customs 

administrations need to be ready for this and to show leadership on these matters, through 

staff training and awareness-raising campaigns on cybersecurity. Customs officers have to 

embrace this new environment, being adequately equipped in terms of material and 

understanding, knowing that data theft constitutes a key part of cybercrime activities.  

 

Protection of society has different faces and, alongside safety and security issues, the role of 

Customs in protecting economies also has to be well understood. Raising awareness of the 

importance of trade for small businesses and for inclusion should also be part of the mandate 

of Customs administrations, and could be facilitated by the work of the WCO in the 

communication channels mentioned above. 

 

IV. Technological aspect - contributing to resilient and efficient global supply 

chains 

 

a. A connected world 

 

Technology has become an integrator of commercial activities and has delivered new ways 

of doing business for entrepreneurs and of purchasing for consumers. The creation of 

websites and the exchange of e-mails means that activities are progressively all being 

integrated in the digital world. According to statistics, around 5 billion individuals currently 

have access to the internet, or around 65% of the world population. This figure is striking 

when compared with the situation in 2013, when 36% of the world population had access to 

the internet. 

 

Nowadays, the entire world is potentially accessible from a smartphone, through open 

information and numerous applications, allowing human beings to deal with any kind of 

question directly from their phones. The trends show significant differences between 

generations when it comes to the use of applications, highlighting the kind of world that can 

be expected in the near future, as shown in Chart 8. 
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Businesses and 

administrations are 

massively investing in 

the development of apps 

to respond to current 

needs and expectations, 

and to future demand. 

Through applications, 

procedures are deemed 

to be simplified and the 

administrative burden 

alleviated. In the current 

world, younger 

individuals look at dealing with procedures through user-friendly applications. The trend is 

towards global simplification of operations through the use of intuitive technology. This aspect 

is fundamental to attract interest and ensure compliance, especially when it comes to small 

businesses and younger generations. 

 

b. Improved customer experience 

 

Customs face a duality in their role: the need to provide facilitation to legitimate trade, and 

the need to prevent illegal products from entering markets. While keeping in mind their 

crucial enforcement role, Customs have to keep in mind that, when it comes to legitimate 

trade, they are part of global supply chains, together with legitimate traders and other border 

agencies. 

 

Consumers using recognized channels to purchase products increasingly expect their 

demands to be managed smoothly, and a personalized experience. Businesses are using 

artificial intelligence and virtual reality to improve this experience and to adapt their practices 

on a case-by-case basis. Technology allows for such individual treatment, without involving 

additional work or burdens. At the level of Customs, technology should be used to contribute 

to efficient supply chains. Efficiency and reactivity are part of what makes an entity attractive 

when it comes to business operations. A legitimate business will always look at the simplest 

and fastest way to deliver its products to an end-consumer. In this light, Customs should aim 

at improving their attractiveness by delivering appropriate services to their customers. Here 

again, the digitalization of procedures is key, especially if supported by artificial intelligence 

able to guide and advise traders. This is true even when considering the amount of 

newcomers in trade activities directly emerging from the opportunities offered by the internet 

in terms of entrepreneurship. 

 

Customer satisfaction and submission of proper declarations are not mutually exclusive. 

Overall procedures should be reviewed to limit the time spent in filling declarations, while 

being efficiently supported in cases where there are questions or requests. The use of 

chatbots is an interesting aspect to explore, as they are able to deal with customer enquiries 

24/7, while offering time to Customs officers to focus on other parts of their functions. Some 

of these bots, such as ChatGPT, are even able to overcome language barriers and respond 

to needs in a more comfortable manner. The smooth running of legitimate trade is of 

economic and social interest to the entire world, and Customs should follow the trends to 

contribute to resilient and trustworthy global supply chains. It will be important in this context 

to identify and ensure the appropriateness and accuracy of technology to enable the desired 

technical results. 
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c. Data at the centre of operations 

 

The current paper has already mentioned the need for better data usage and strengthened 

exchange as enablers for more efficient and modern Customs, cooperating with other 

stakeholders and gathering common intelligence. Customs have a significant amount of data 

in their possession and this has always been the case. What technology changes is the 

ability to compile and store the data all together, and to use it for decision-making and 

statistics, for clearance and for improved controls. The WCO has made technology and 

innovation one of the focus areas of its Strategic Plan 2022-2025, demonstrating the 

willingness of the Customs community to make efforts in this area. 

 

In this context, the WCO is actively leveraging in-house instruments, such as the CEN. There 

are identified areas for enhancement, and addressing these will substantially elevate its 

capacity as a crucial tool for gathering intelligence. This focus on data is a prerequisite that 

can reunite the Customs community around the same targets and objectives. Without losing 

sight of the use of other technologies, such as generative artificial intelligence, the Internet of 

Things, drones, or virtual and augmented reality (all addressed in a dedicated WCO paper on 

Disruptive Technologies), cooperation on the establishment of a sound framework for a better 

exchange of information is a must, and a first step to be taken towards more efficient 

Customs. 

 

d. Solutions for Customs procedures/operations 

 

As technological advancements accelerate, industries are delivering increasingly diverse 

solutions in the field of Customs. Artificial intelligence analyses data stored in Customs 

administrations to enhance risk assessment against commercial fraud and/or illicit trade by 

creating sophisticated algorithms. AI also allows for the connection and integration of data 

outside Customs, including open source data, with the data within Customs administrations 

to enhance their risk analysis. Some services are being developed to benefit the private 

sector, such as automatic tariff classification, or even the processing of entire import 

transactions submitted to Customs administrations. These advances could offer significant 

advantages in terms of trade facilitation and secure trade. However, it is essential to remain 

aware of the possibility of such technologies being misused to evade Customs control, or to 

create a black box that could undermine the authority of Customs officers over Customs 

operations and procedures. The WCO must maintain its endeavours to engage both its 

Members and the private sector to keep up with technological developments and to 

deliberate on their benefits and drawbacks. 
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e. Response from the WCO and Customs  

 

WCO response 

 

The SWOT analysis indicates that 

the strength of the WCO mainly 

relies on the amount of data 

collected by Customs, and the 

recognition of the power of data 

for more efficient procedures. The 

essential role of Customs within 

supply chains implies that they 

must definitely not be the weak 

point in modern trade regarding 

technology. In this light, the 

insufficient use of this data can be 

seen as a weakness that needs 

to be addressed, together with 

the need to further develop skills 

and expertise. The diversity of the 

WCO membership suggests that 

the cost of technology could be a 

limiting factor on the collective 

step forward that has to be taken. 

There is still an opportunity here 

to explore how data could be 

further utilized, especially through 

a concrete framework to facilitate exchange and statistics, for evidence-based decisions, 

targeted controls and efficient supply chains. If these opportunities are missed, Customs 

could become responsible for significant disruptions and delays. In this context, 

fragmentation could appear in the Customs network, with traders avoiding those borders 

where procedures are outdated and inefficient. 

 

Acknowledging the need to better understand how technology could serve Customs’ 

operations, the WCO recently launched the Smart Customs project, intended to identify what 

technology could be the most relevant and how it could be applied in a Customs 

environment. This highlights that there is still a need to dig much deeper into these matters in 

order to efficiently target the efforts of the Customs community to identify what technology to 

use for the right purpose. 
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Customs response 

 

In addition to the efforts in the field of data exchange and data sharing already mentioned 

above, the technological environment and its evolution should bring the question of Customs’ 

adaptation to the fore.  

 

From a world in which traders were known and identified, technology and the development of 

e-commerce are redefining the mapping of Customs’ users. The massive flows of small 

packages were already a strong indicator of the ongoing change, and Customs needs to be 

prepared for what comes next. The proliferation of trade movements at the micro-level, 

involving individuals who are not registered as a company, should be taken into consideration 

in thinking about the future services to be provided by Customs. This is even more valid in 

the context of the discussions on de-minimis thresholds and the abolition of such thresholds 

in certain countries. 

 

Recalling the role played by Customs with regard to economic and social development, it 

should embrace and acknowledge the trends in trade operations. Considering the size of 

new Customs users, all procedures could be reassessed with a view to their adaptation and 

for the purpose of contributing to growth in this new trader demographic. Proactivity in this 

area could establish some good practices and learnings that could be used at WCO level to 

define a way forward.  

 

In order to facilitate the fulfilment of Customs requirements and the collection of revenue as 

far as possible, it is important for Customs to consider technology as an enabler that could 

be used to advance the desired simplification. The power of AI is definitely a major aspect to 

consider, as it could support Customs administrations at the level of declarations and 

revenue collection while offering more flexibility to focus on security and controls on 

increasingly complex supply chains. 

 
 

V. Legal aspect - global approach and leadership in Customs matters 

 

a. The necessary contribution to matters of global interest 

 

The world is moving fast and new topics of interest emerge on a regular basis. Some are 

ephemeral, while others can potentially lead to profound global changes. The digital 

revolution has now been under way for a while, but it seems that, to some extent, the world is 

still surprised by the rapidity of its pace. Data is everywhere, used or not, safely stored or 

stolen. It represents a real commercial value that needs to be framed and protected. The e-

commerce environment is a place of opportunity where legitimate, but also criminal, 

businesses can grow and prosper. 

 

The power of data is beyond question, however, there is still a lack of common platforms to 

properly exchange and make use of it. In June 2022, the WCO launched its Data Strategy to 

further leverage this invaluable resource and to bridge the gap with other organizations. 

However, data should be treated as a global matter of interest for global supply chains. Legal 

matters are slowing down the potential establishment of a common framework for exchange 

of information, but this aim should be considered a priority for all. The sensitivity of certain 

data, its confidentiality and the security regarding its transmission and retention, should be 

regarded as one essential aspect to consider in this context, especially given the threats 

posed by cybercrime. International cooperation, including partners from the private sector, 

should prevail to find acceptable common ground for this global exchange, and this to the 

benefit of international trade and growth. The WCO could set an example by working on a 
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potential platform, through the use of privacy-preserving technology, for the exchange of 

information between its Members, demonstrating that common ground might be found on this 

sensitive question. Data is being targeted by criminals, and the matter is of global importance 

and should be treated as such. The WCO can show the way forward, especially considering 

the significant amount of data held by Customs. 

 

Another aspect related to the digital environment is the taxation of electronic transmissions. 

In 2024, the WTO renewed its Moratorium on Customs Duties on Electronic Transmissions 

for a further two years, and one could ask what the substantive resolution of this matter will 

ultimately be. This is an important issue for the WCO and its Members because there are 

likely to be operational implications for Customs. There is still a responsibility here for 

international organizations and other stakeholders to act proactively in order to better 

prepare for the future. Regarding this matter again, the WCO could, in the context of the 

Harmonized System and the Valuation Agreement, reflect on how to consider electronic 

transmissions, how to categorize them and how to tax them in order to be ready to face any 

potential situations and help ensure a level of consistency that can limit otherwise potentially 

significant disruptions.  

 

Taking these aspects into consideration, the WCO could also reflect on new kinds of services 

to be provided to its Members, supporting them, for instance, in modernizing their regulatory 

frameworks, which should include the main characteristics of modern daily life –now and in 

the foreseeable future. 

 
b. Monitoring and enforcing correct implementation to leverage greater visibility 

and recognition 

 

The WCO relies on a small number of conventions and on many guidelines / items of 

guidance / compendiums. The difference between these instruments is the level of obligation 

associated with each. Once a convention is ratified, WCO Members are expected to follow it, 

whereas the use of guidelines and other soft instruments is meant to respond to specific 

needs, not all of which are the same for every Member of the Organization. The “soft 

approach” generally used by the Organization has the advantage of being flexible and seems 

to be necessary, taking into account the wide range of realities faced by WCO Members. 

While it is obvious that the mandatory nature of conventions can result in more alignment 

and to a certain extent guarantees the diffusion of similar practices between Customs, we 

cannot deny the existing challenges (political, legal, financial and procedural) that make it 

highly improbable to reach agreement on a new convention, regardless of its subject matter. 

 

According to the latest WCO figures, the Revised Kyoto Convention has been ratified by 136 

Members and the Harmonized System Convention by 161 Members, out of a total of 186 

constituting the membership of the WCO. This represents, respectively, 73% and 87% of the 
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entire membership. 

Meanwhile, the figures 

collected through the WCO 

Annual Survey 2024 on the 

general implementation of 

WCO instruments (and 

there are over 100 of them) 

demonstrate that very few 

of them are utilized by a 

majority of Members, as 

shown in Chart 9. In 2024, 

out of the entire list of WCO 

instruments, 19 are self-

reported to be used by 

more than 50% of WCO 

Members. These numbers 

have prompted the performance of an external audit in the coming months to assess the 

usability and relevance of some key WCO tools and instruments. 

 

Previous Environmental Scans noted the tendency of other international organizations to 

enter into Customs matters. The WCO’s leadership is based on its expertise, and other 

international organizations need WCO tools and instruments for their own programmes. 

Hence, for the WCO to consolidate its expertise and strength, a way forward should be to 

guarantee the correct implementation of its tools and instruments, by taking a monitoring role 

to assess the correct implementation of standards, promoting the use of the Performance 

Measurement Mechanism and delivering well-targeted capacity building initiatives. This could 

help raise the visibility and impact of WCO tools and instruments. 

 

Exchange of data, already mentioned in this section, needs a common approach. Setting 

international Customs standards, followed by a monitoring and performance measurement 

approach, would definitely raise the visibility and influence of the Organization, and secure its 

leadership on these matters. The positive aspect is that a feasibility study is on the way, 

which will consider the legal matters needing to be addressed on confidentiality and 

ownership. 

 

Another aspect to consider is the positioning of the WCO with regard to international 

Customs rules that are already in place but which were not originally developed by the 

Organization. Dedicated technical committees were established by the WTO to follow up on 

the WTO Valuation Agreement and the WTO Agreement on Rules of Origin, but in practice, 

they operate under WCO auspices. The progress observed in the implementation and update 

of these agreements has been slow because of the “co-management” by the two 

organizations. As the WCO is technically in charge of the Valuation and Rules of Origin 

Agreements, it would make sense to transfer them to be the sole responsibility of the WCO. 

With such a change, more significant progress and improvement could be achieved in these 

important domains, previously mentioned in this document, particularly considering the 

evolution of trade and economies. 
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c. Response from the WCO and Customs 

 

WCO response 

 

The SWOT analysis recognizes that the WCO has a number of flagship instruments and 

tools but that their implementation is facing certain limits. Therefore, monitoring and 

assessing their impact would help promote better implementation. We also observe that 

seeking to adopt new binding instruments in the current global context could be an arduous 

task. Under current circumstances, performance measurement and capacity building are an 

important part of a strategy that needs to be deployed. 

 

To this end, it seems necessary for the WCO to refocus its efforts on these core functions, 

namely the development of standards that bring value vis-a-vis current and future 

opportunities and challenges, and their effective implementation by Customs administrations 

to achieve more efficiency and consistency. The proposed new organizational arrangements 

aims at moving toward this objective, concentrating efforts on the intrinsic nature of the 

Organization to deliver better services and make a significant impact. 

 

Furthermore, work needs to be done to develop further the exchange of information between 

supply chain stakeholders. However, lack of trust and legal issues related to privacy and 

confidentiality are jeopardizing the potential progress toward the development of a global 

framework for the exchange of 

information. Considering the 

current global trends, focusing on 

the exchange of information 

appears to be a prerequisite for a 

safer and more prosperous world. 

The WCO has already shown 

proactivity, especially through its 

Data and Statistics Working 

Group, in working on the 

improvement of data sharing and 

exchange between its Members. 

Access to data from other 

stakeholders, such as e-

commerce actors, should be 

done in parallel to enhance global 

data transmission. Proactivity is 

needed to move forward on the 

question of exchange of 

information, and the WCO cannot 

be left aside as this would 

damage its leadership and 

influence. 
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Customs response 

 

In this case again, the WCO would not be able to produce maximum results without a strong 

involvement of Members in their practices. The extended use of the Performance 

Measurement Mechanism by Customs administrations will allow the Organization to better 

assess the needs and to target its capacity building efforts on the deployment of instruments 

that address the weaknesses identified. 

 

Proper monitoring and evaluation of the impact of the WCO’s action will not be possible 

without Members’ data. Strong commitment is necessary to ensure that the PMM delivers 

expected outcomes and contributes to the overall efficiency of the WCO. The diversity of 

WCO instruments is sometimes confusing for Members who are not in a position to have a 

comprehensive knowledge of all of them. The WCO Secretariat has an advisory role to play 

to guide Customs administrations and to advise on the need to implement one or more 

specific instruments to improve their performance. 

The cautiousness demonstrated with regard to data exchange and sharing speaks to the 

need for further communication and exchange between different partners. Customs 

administrations have a clear role to play at the national and regional levels in promoting the 

added-value of data exchange and sharing to improve the efficiency of border agencies and 

the smooth running of supply chains. A commitment on the work done at the WCO around 

data, especially through the Data and Statistics Working Group, appears to be a prerequisite 

to reaching agreement within the Customs community in terms of definitions and data usage. 

This first step would place Customs in an ideal position to reach partners at the borders and 

initiate a move towards looking at data exchange more comprehensively. This would be 

made possible through a concrete involvement in the work to overcome the trust and legal 

challenges related to data exchange and sharing, with a view to creating more openness 

from Members in that regard. 

 
 

VI. Environmental aspect - time for more from Customs - “being”, “doing” and 

“innovating” 

 

a. The need to accelerate global efforts 

 

Climate change, loss 

of biodiversity, and 

global warming – to 

name a few topics – 

have been high on the 

political agenda for 

years. Nonetheless, 

and in spite of the 

commitments made on 

various occasions, it 

seems that the efforts 

to protect the planet 

and ensure its 

sustainability have so far not met initial expectations. According to the World Economic 

Forum, “A low-carbon transition that’s good for nature and people will require $5.2 trillion of 

climate finance by 2030. In 2020, total climate finance totalled only $600 billion.” The gap 

between reality and expectations is quite significant, as shown in Chart 10. 
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The different figures 

and statistics available 

highlight the fact that 

more investment and 

effort are needed. 

Charts 11 and 12 

provide some statistics 

of interest in this 

regard. 

 
 
 
 
 
 

 

 

 

As said before, the protection of the environment is something that relates to the whole of 

humanity and must involve a comprehensive policy approach. National governments, NGOs, 

the private sector and other international organizations are developing actions and carrying 

out efforts in this regard. As part of global supply chains, Customs are aiming at further 

protecting the planet, its ecosystems and its biodiversity. There are ongoing developments 

with regard to the measurement of the environmental impact of supply chains, but significant 

efforts still need to be made and should involve all stakeholders acting in these supply 

chains. In November 2023, the World Economic Forum published a white paper entitled 

“Emissions Measurement in Supply Chains: Business Realities and Challenges”.14 This 

suggests that, while attention was previously focused on the direct emissions from industry, 

expectations are increasing now with regard to the impact of supply chains as a whole. 

Challenges mainly rely on the need to globally collaborate on the definition of standards that 

aim to estimate the carbon impact of supply chains. Isolated efforts will therefore not be 

enough. More action, coordination and cooperation with different stakeholders is needed and 

Customs will need to demonstrate openness and proactivity in that regard. 

 

  

 
14 https://www3.weforum.org/docs/WEF_Emissions_Measurement_in_Supply_Chains_2023.pdf  

https://www3.weforum.org/docs/WEF_Emissions_Measurement_in_Supply_Chains_2023.pdf
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b. Green Customs: much still needs to be done 

 

The concept of Green Customs is quite new, and special efforts to define its scope and 

objectives were made while drafting the dedicated Action Plan15 adopted by the WCO in June 

2023. According to the WCO: “Green Customs refers to the measures that Customs 

administrations can take or develop to reduce their own environmental footprint (“being”), to 

protect the environment and facilitate green trade (“doing”), to test transformative ideas 

aimed at achieving excellence in sustainability (“innovating”), and by doing so drive progress 

on the related United Nations Sustainable Development Goals.” 

 

There is a recognition that Customs can continue to contribute to the global efforts supporting 

the planet through their regular operations in line with protection of the environment, for 

example, through the fight against trafficking of waste, wildlife and hazardous chemicals. The 

WCO has, in particular, an Environment Programme through which concrete activities and 

operations are organized on a variety of topics related to these matters. In addition, there is a 

recognition here that Customs can change internally, setting a good example at the level of 

their offices, material used, consumption of water and electricity, and limits on the use of 

paper, to name a few. The change can therefore apply to what Customs are and what 

Customs are doing. In addition, the Action Plan supports the principle that Customs can also 

innovate in this field and be proactive. Thinking beyond Customs’ traditional role, the WCO 

can commit further in its contribution to earth’s sustainability. 

 

Planning has been done but it must be recognized that it represents a starting point, and that 

knowledge of how Customs could contribute to the global efforts on a wide range of related 

topics is still quite limited. This has been recognized in the Strategic Plan 2022-2025, where 

Green Customs has been defined as a focus area, meaning that more knowledge and 

experience are necessary in this area. The Action Plan is a good starting point, containing 

around 40 specific actions to be conducted, but expertise still needs to be built to be able to 

support and guide Members at the level of their expectations. 

 
c. Exploring new areas of work 

 

In line with the need for a more proactive approach to environmental action, but also in 

general, the WCO conducted a study to enhance its and its Members’ understanding of what 

could be done with regard to circular economy,16 and also produced a Customs Enforcement 

Handbook on Circular Economy.17 The control of waste shipments is part of the daily job of 

Customs officers, but products emanating from the circular economy are difficult to identify. If 

compliant with trade-related measures, they should be regarded in a way that could support 

circular economy activities. 

 

Circular economy is positive for the planet in the sense that it promotes recycling and offers a 

second life to products, thus reducing the volume of waste and use of natural resources. 

Some tools, such as the Harmonized System, should be reviewed in order to be able to 

adequately manage these products. Once again, exploration of cooperation is important in 

this area, not only with other international organizations, but also with the private sector, 

acknowledging that some e-commerce platforms operating globally are specialized in 

second-hand products. Work has already been initiated on the greening of the HS through a 

 
15 https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/key-issues/green-customs/gcap-
public.pdf?la=en 
16 https://www.wcoomd.org/-/media/meeting-documents/policy-
commission/88/sp_report_circular_economy_88_e.pdf?la=en 
17 https://www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-
tools/guidelines/circular-economy-handbook.aspx 

https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/key-issues/green-customs/gcap-public.pdf?la=en
https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/key-issues/green-customs/gcap-public.pdf?la=en
https://www.wcoomd.org/-/media/meeting-documents/policy-commission/88/sp_report_circular_economy_88_e.pdf?la=en
https://www.wcoomd.org/-/media/meeting-documents/policy-commission/88/sp_report_circular_economy_88_e.pdf?la=en
https://www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/guidelines/circular-economy-handbook.aspx
https://www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/guidelines/circular-economy-handbook.aspx
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series of symposia conducted in 2022 and 2023, during which circular economy was 

considered, among other things. 

 

Customs and the WCO could also take part in the broader reflections regarding the treatment 

of green, as opposed to other, products, providing potential facilitation on the basis of the 

impact which their production has on the planet. This kind of innovative thinking is something 

that should be conducted in a collaborative manner, involving again all interested 

stakeholders, given that this kind of discussion relates to the future of societies and 

economies. 

 
d. Response from the WCO and Customs 

 
WCO response 

 

The SWOT analysis recognized that, traditionally, Customs have always had environmental 

protection as part of their portfolio, in specific matters. The Organization went a step further 

by identifying Green Customs as a focus area in the Strategic Plan 2022-2025 and by 

developing a dedicated action plan to make it a more visible part of the WCO agenda. It 

should, however, be recognized that much can still be done: the areas covered could be 

extended, and the competency of Customs officers could be improved in these matters. 

WCO instruments should be 

further focused on the protection 

of the environment as well. There 

is an opportunity here to position 

the WCO as an important 

contributor in the protection of the 

planet, relying on instruments 

which properly guide Customs 

administrations towards this goal. 

New areas of work should be 

explored to diversify Customs’ 

actions and expertise. Insufficient 

consideration given to 

environmental matters would put 

the Organization at risk with 

respect to its credibility and 

influence, leading to obsolete 

instruments and irrelevant 

procedures for the proper control 

of new kinds of goods, especially 

those emanating from second-

hand markets and circular 

economy. 
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Customs response 

 

Customs administrations have a demonstrated experience in the protection of the 

environment. However, this experience is mainly related to the flows of goods and is targeted 

accordingly. Considering world trends, a willingness and readiness to move forward should 

be shown at multiple levels, as highlighted in the Green Customs Action Plan. 

 

Much remains to be done within Customs administrations themselves to reduce their own 

environmental footprint and implement the necessary steps to be greener. Many Customs 

administrations still rely on paper and do not have a green policy, or equivalent, in place. 

Efforts should be made to ensure that all Customs administrations embrace this move and 

contribute to appropriate responses to this increasingly important issue. As detailed in the 

WCO Green Customs Action Plan, the potential areas of action are numerous, and it should 

be acknowledged that small changes sometimes have big impacts on the long run. 

 

The efforts of the WCO should be supported by Customs at the national and regional levels 

to promote the need to consider the environment more deliberately within the policies and 

agreements that are in place or being discussed. In this context, Customs could have a role 

to play within their governments in the case of ongoing commercial negotiations, pushing for 

the inclusion of environmental considerations in the content of the negotiated agreements. 

Contributing in this manner requires that Customs demonstrate proactivity and leadership. 

Environmental matters will not be adequately considered without a strong positioning of 

certain actors. There appears to be an opportunity for Customs administrations to show the 

right example and place themselves at the frontline of change. This is even truer in the light 

of the developments related to the trends in measuring the environmental impacts of global 

supply chains. 

 

Finally, Customs should be ready to invest time and resources to explore further grey areas 

where current knowledge is insufficient to understand how they might contribute further to 

environmental protection in the future. This could be done through the systematic inclusion of 

environmental matters in the discussions of all WCO statutory bodies, to ensure a 

comprehensive step forward in the same direction encompassing all the technical matters 

addressed at the level of the Organization. The greening of trade and supply chains calls for 

an innovative mindset that will put Customs at the vanguard in addressing these new 

realities. In the WCO Study report on the Transition to a circular economy and implications 

for Customs administrations, the WCO states that “Customs administrations might find 

themselves in a difficult position in a circular economy, as they will need to facilitate trade in 

reverse supply chains due to increased trading opportunities, while at the same time 

effectively detecting and preventing waste crime, the opportunities for which will increase.” In 

this context, the primary definition of goods and commodities might evolve, as may the 

consideration of whether they are legal or illicit in nature, leading to a necessary questioning 

of the traditional facilitation and control roles performed by Customs. This will require 

adjusted skills and a new mindset to effectively align with the trend. 
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Conclusion 

As indicated in the introduction, the 2024 Environmental Scan bases its reflections on the 

main principles identified by the 2021 Environmental Scan. The document takes into 

consideration the main changes that have occurred in different areas of society during these 

three years. Each section of the PESTLE methodology is complemented by a SWOT 

analysis of the Organization, which helps identify possible ways forward. In general, we may 

consolidate the specific results in overall conclusions: 

 

(1) Building trust and strengthening cooperation. Just as the world witnessed the power 

of solidarity and cooperation in the fight against the spread of the COVID-19 pandemic, the 

Environmental Scan highlights that Customs should always look to unity instead of 

fragmentation. This is approach is critical to ensuring a solid Customs network, in spite of the 

tensions surrounding their activities. In many aspects of operations, Customs, as part of 

global supply chains, should look to enhancing cooperation with their main partners in the 

public and the private sectors. This fact firmly applies to all the dimensions listed throughout 

the document. Working in isolation will not deliver efficient results for human society and will 

decrease the relevance of Customs. The Environmental Scan also highlights that the 

success of the WCO likewise relies on the support provided by Members, in their daily 

operations and in their engagement with the Organization. An entire Customs community 

moving in the same direction, on the basis of the same understanding and information, is the 

primary guarantee of success at large. 

 
(2) Exchange of information. Directly related to this, the document also notes that, in every 

dimension, cooperation is closely linked to the exchange of information. In a world 

progressively ruled by digital connections, the sharing of data is the best option to guarantee 

efficient trade, efficient controls and the efficient fight against criminality. Supply chain 

resilience and visibility can be achieved through exchange of data. It would positively impact 

e-commerce operations, mitigate the risk of criminal activities infiltrating supply chains, 

protect the environment, and improve the perception of Customs by business and society. Of 

course, this requires political willingness and legal assurances. Innovative ways and 

transparent dialogue to find common ground to define a set of rules are needed. This matter 

could be regarded as an urgent aspect to achieve the WCO Vision “for a safer and more 

prosperous world”. 

 

(3) Leadership and relevance. Future needs should be prepared for. Customs and the 

WCO will find a central position if they are able to demonstrate their value through further 

cooperation and communication. The WCO must maintain its leadership on Customs matters 

in order to fully contribute its expertise. Customs need to position themselves vis-à-vis other 

agencies and governments with clear messages and story-telling to communicate matters of 

general interest. Effective communication to highlight the value of Customs in citizens’ daily 

lives is essential. Also, the correct implementation and impact assessment of WCO 

standards and initiatives is fundamental, not only for visibility purposes, but also for 

efficiency. In this context, there appears to be a need for the Organization to refocus around 

its main streams of action, namely the development of standards and their implementation. 

Therefore, visibility, efficiency, transparency and influence should be key pillars of the overall 

Modernization Plan and Strategic Plan 2025-2028. 

 

 

 

____________________ 


