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|T Reform @ DHS

Federal Plan Depa IT Reform @ DHS
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Achieving Operational Efficiency
1 Complete detailed implementation plans OMB, Agencies
to consolidate 800 data centers by 2015

2 Create a government-wide marketplace | OMB, GSA .
for data center avalability
3/Shift to a “Cloud First” policy OMB, Agencies .

4/Stand-up contract vehicles for secure 1aaS | GSA

solutions. °
5/Stand-up contract vehicles for GSA .
“commodity” services
6 Developa strategy for shared services _ Federal CIO .
Effectively Managing Large-Scale IT Programs
7 Design a formal IT program management  OPM, OMB .
career path
8 Scale IT program management career path OPM, Agencies °
9 Require Integrated Program Teams OMB .
10 Launch a best practices collaboration  Federal CIO Council . e °
platform
. ationalize

12 Enable IT program manager mobility OMSB, CIO Council, OPM
across government and industry

13 Design and develop cadre of specialized | OMB, Agencies
IT acquisition professionals

14 Identify IT acquisition best practices and  OFPP ° l
adopt government-wide
i , . 15 Issue contracting guidance and templates OFPP
Vivek Kundra to support modular development M
16 Reduce barriers to entry for small SBA, GSA, OFPP

U.S. Chief Information Officer imovative technology companies .
17 Work with Congress to create IT budget | OMB, Agencies
models that align with modular .
development
18 Develop supporting materials and OMB, CFO Council, CI0 .
DECEMBER 9. 2010 guidance for flexible IT budget models  Council
19 Work with Congress to scale flexible IT | OMB, Agencies .

budget models more broadly

20 Work with Congress to consolidate ‘OMB, Agencies.
Commodity IT spending under Agency CIO °
21 Reform and strengthen Investment ‘OMB, Agencies .
Review Boards
22 Redefine role of Agency ClOs and Federal Federal CIO, Agency CIOs

€10 Council
23 Rollout “TechStat” model at bureau-level Agency CIOs. .

[]
24 Launch “myth-busters” education OFPP. .
campaign
25 Launch an interactive platform for pre-  GSA

RFP agency-industry collaboration

“Shift to a “Cloud First” policy”




Private and Public Cloud Services

DHS Cloud Services (Private/Public)

1. Softwareasa Service (SaaS)
2. Platform as a Service (PaaS)

5. Access
6. Compliant
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Data Segmentation — Pivot Point

Must meet Security and Certification requirements

ROV Homeland
&y Security




Cloud Models
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DHS Public Cloud Vision
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Challenges for Hosting Sensitive TRADE Applications

» Security And Privacy

» Access Controls and Data Segregation

* Compliance

» Logsand audit trails

* Business continuity and disaster recovery




DHS Private Cloud: Infrastructure as a Service




Self Check: Identity Proofing in the Cloud

b

US Workforce: \
Self Check will be available to the entire US workforce,
regardless of employment with an E-Verify employer

N

Identity Assurance: Level 2
Identity Proofing, including knowledge based
questioning, ensures Self Check is only used by

Web Based: \ identity information owners
Self Check will initially be

offered over the Internet

and other channels are Fraud Prevention:

being investigated 1 A user is only able to use
Self Check if he is able to

successfully authenticate

—_— \ his identity
Self Check

Employment Eligibility Verification: vResuIts
Self Check returns either an affirmative response or [] sampie

any data mismatches found in DHS or SSA records 22:2:2

Sample \ = - SE .
. . )
Mismatch Resolution: :\gfe,y/p‘i(\\ia
Users receive instructions on how to correct .%ﬁw.gfg ﬁﬁm &
K any data mismatches in SSA or DHS records e %STMJ
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