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Introduction

• It is the Single Window primarily serves as a platform for the regulatory

reporting of import, export and transit goods for release and clearance.

• All participating agencies must apply a system of risk-based selectivity to

better target consignments posing a potential risk.

• Information required by all participating agencies for the regulatory

clearance of goods is submitted at a single entry point.

• Customs administrations have adopted automated declaration-processing

systems.

• The common data requirements of various agencies are harmonized into a

single integrated declaration, which may be submitted in different parts. If

an application has been hit by a high risk parameter setting, the agencies

will be alerted on the SW portal with parameters for which the consignment

was selected.
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• Data received at the single entry point in a single window is used to

process the release and clearance of the goods.

• This arrangement offers an opportunity to all participating agencies to co-ordinate

action in terms of inspection and controls based on risk.

• Both regulatory agencies and Customs will have independent risk parameter settings

to ensure the confidential treatment and independent consignment hits of agencies.

• The risk engine for regulatory agencies will process the data entered and provide

alerts to the respective agencies, based on individual risk settings.

• Each category of risk will be attached to a set of predefined workflows

in the Single Window.

• If an application has been hit by a high risk parameter setting, the

agencies will be alerted on the SW portal with parameters for which the

consignment was selected.

• The agency will electronically send an inspection instruction to Customs

through the Single Window, into the linked Customs Management

System.3



• The consignment will be inspected jointly by Customs and the

regulatory agencies concerned based on the inspection schedule given

by the system, thus enforcing coordinated inspection and coordinated

border management.

• However, since most of the regulatory agencies in Ethiopia doesn’t

have a procedure for risk based inspection, Even though customs

release low risk shipments based on its risk management system, other

regulatory agencies are controlling these shipments. Finally there will

not be trade facilitation.

• Therefore, customs should provide capacity building support to border

agencies to develop risk based inspection procedure and to integrate in

to the single window system for coordinated border management.

• Thus, the following presentation on how to develop risk based

inspection procedure for border agencies is developed based on the

experience of customs risk management process and other references.
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1. Risk Based Inspection Procedure for Border Agencies

The implementation of risk based inspection by regulatory agencies

provides;

a more effective means for addressing the human safety risks that

are associated with imported products,

ensures compliance of imported goods with importing countries’

safety requirements and

allows greater attention to be given to products that present a higher

level of risk to human being.
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2. Principles of Risk Based Inspection

Determining the level of risk based on available scientific information

in relation to the consumption or use of the product.

Should be developed using a risk analysis approach,

should not be applied arbitrarily or in a discriminatory manner,

should not result in unjustified barriers to trade or unnecessary

delays.

The nature and frequency of inspection of a specific imported

product should be proportionate to the level of risk attributed to it

and take into account, all relevant factors.

Sampling plans and methods of analysis should, be based on

internationally accepted or scientifically based sampling plans when

practically feasible.

6



3. Risk Management process

3.1 Identification of Risk Areas

The objective of the risk management process is to

identify hazards and assess levels of risk in terms of

probability and impact, and then select and implement

mitigating measures.

During the entire process, there should be two-way

communication and monitoring of the actions in that process and

the organization implementing it.

The risks against which a Customs system will take preventive

or mitigating action include loss of Customs revenue due to mis-

description, under invoicing and over-invoicing, misdeclaration of

quantity, and other types of misrepresentation.

However, Regulatory agencies are concerned about other types

of risk.7



Identification of risk areas…

Hazard Type of Risk

Biological hazard Risks to hygiene; risks of disease and infection

Chemicals hazard Risk to human, plant/animal life and environment exposure

Radiological hazard Risk of exposure to radiation; impact on health & safety

Product/Equipment hazard Risk of electrical safety, noise, temperature etc

Communications equipment 

hazard

Risk of radio interference, electromagnetic radiation etc

Vehicle/road hazard Risk to road safety, environmental pollution etc.

Machinery hazard Risk to operational safety with machinery and hand tools
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The below table provides examples of hazards and the associated risks of other

border agencies.



3.2 Assessment of Risk Levels

Identification of hazards is followed by risk assessment, which is a

scientific process involving qualitative and quantitative factors.

The analysis involves an assessment of probability and impact.

Here, probability is an a priori determination, based on the analysis of

past data.

The matrix of probability (likelihood) and impact gives rise to risk levels.
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Assessment of risk levels…

1. Scientific determination of the product safety risk to the extent possible.

2. The adequacy of processing controls in place in the exporting country as

evidenced by its laws, regulations, and other policies;

3. The compliance history of the product generally, irrespective of its

source;

4. The compliance history of the product with respect to the source;

5. The compliance history of the exporting country

6. The compliance history of the producer and manufacturer;

7. The compliance history of the exporter;

8. The compliance history of the shipper

9. The compliance history of the importer;

10. Reports from officially recognized inspection and/or certification bodies.

11. Other issues such as results of audits conducted in the exporting

country
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Relevant information (profile) used to determine the level of risk (high, 

medium and low) associated with the imported products are the 

following:



Assessment of risk levels…

The level of risk assigned to a product should be

reviewed periodically in order to maintain the

proportionality between the nature and frequency of

inspection and the risk assessed.

The following table shows the likelihood and

consequence scale of risk levels.
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Assessment of risk levels…

Likelihood

Consequence

Insignificant 

impact

Minor 

impact 

Moderate 

impact
Major impact Critical impact 

Near certain 

occurrence
Medium Medium High Extreme Extreme

Likely 

occurrence
Low Medium High High Extreme

Possible 

occurrence
Low Medium High High Extreme

Unlikely 

occurrence 
Low Low Medium Medium High

Rare 

occurrence
Low Low Low Medium Medium
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3.3 Risk Mitigation Strategy  

The level of risk will in turn help determine the nature of the

mitigating action that needs to be taken to deal with it.

Table below provides an example of risk mitigating strategies for different levels

of risk.

Each risk level has a corresponding preemptive, preventive and mitigating

response.
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Risk Level What does it means? How to respond?

Low If consumers are exposed to this product there is 
very little probability of any harm to health or safety

Existing controls suffice

Medium If consumers were exposed to this product, there 
would be some probability of harm to health and/or 
safety. .

Consider additional preventive 
controls

High If consumers are exposed to this product, there 
would definitely be some risk to health and safety of 
the consumers 

Additional controls would be 
necessary starting at the origin of 
the product going down the supply 
chain 

Extreme If consumers are exposed to this product, there 
would certainly be irreversible catastrophic 
consequences to life

Immediate and pervasive measures 
to contain and eliminate the threat 
at the origin 



Risk mitigation strategy…

In light of the risk levels for the importation/exportation of

commodities, regulatory authorities adjust their responses to counter

those risks.

The types of response can be made by the regulatory authorities,

but also by businesses themselves through self-regulation.
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Risk mitigation strategy…

Risk Mitigation Strategy Regulatory Activity

Prompt publication Regulatory agency publishes regulatory requirements promptly, communicates with

industry stakeholders regularly and keeps communication up-to-date

Industry Partnership Government- Business joint programs Training & Guidance on product regulations

Manufacturer Accreditation Government and businesses(manufacturer/producer) join hands to carry out

inspection to promote compliance

Importer Self-assessment Importer self assesses product risk and applies to regulatory authority for a low-risk

categorization

Import prioritization Importer provides data and samples on proposed items for priority/expedited testing

Product /Type Approval Importers obtain certification for product pre-approval with regulatory agencies. Import

would not be permitted for those types not approved

Laboratory Certification Regulatory authority permits import based on testing and/or Certification by an

internationally accredited body approved by the regulatory agency

Import Permitting Regulatory agency requires importers to apply for a permit for the import of a

commodity requiring inspection and/or testing. The permits issued may contain

conditions including testing at source

Withholding release Regulatory authority withholds release pending the furnishing of additional information/

documentation about the product.

Sampling and detention Regulatory authority draws samples of products and detains consignment until product

is proven to be compliant
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Risk mitigation strategy…

Risk Mitigation Strategy Regulatory Activity

Random testing Regulatory authorities interdict consignments to test products randomly. A higher

percentage of consignments may be selected where items are high risk.

Port & Route restriction Regulatory authorities mitigate risks by restricting products to be imported by

specified ports or navigational routes;

Product Licensing Regulatory authority issues licenses a product under which only the product of a

specified kind and quantity are permitted.

Conditional Release Conditional Release Consignment is delivered from Customs control under bond to

importer's custody. Products will not be used until the regulator approves for use.

Sanitization-fumigation Imported product is subject to appropriate processing or treatment that minimizes or

eliminates risks

Reconditioning/

rectification

Regulatory authority requires importer to take corrective action voluntarily. Corrective

action applies to only rectifiable defects or violations.

Rejecting consignment Regulatory authority determines that the import of a product(or the imported product)

is not in conformity regulatory standards/ specifications or attract prohibition

Re-export products Regulatory authority orders re-export of products refused admission with or without

fine/penalty

Destruction Regulatory authority orders destruction of products refused admission with or without

fine/penalty
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4. Point of Control 

Risk management actions may operate

pre-border, based on confidence in the controls in the exporting

country or the exporting product business,

at the border, or

post-border (i.e. within the importing country) based on the

importing competent authority assessing controls implemented

by the importers.
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4.1 Pre-border control

Primarily designed to seek assurance that controls in an

exporting country result in safer Product.

assurance is most often provided by the competent authority in

the exporting country.

they are not always appropriate and may not be cost effective

(for example in the case of small volumes or irregular trading

relationships).

will require resources by both the exporting and importing

country to implement, and should be carefully tailored to the

specific country situation.
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• Generally, where exporting countries provide assurances of product safety, that assurance is

expressed via formal arrangements.

• Such arrangements should include official information exchange procedures (e.g. for exchanging

official certificates, and communicating details of rejected consignments).



Pre-border control…

Considerations for determining if it is cost-effective to invest 

time and resources in establishing pre-border controls. 

1. The volume of imports from a country: In many cases it is cost prohibitive for 

both countries to undertake a formal agreement without having significant 

existing or potential trade. 

2. The risk categories of the product from a country: Priority should be given to 

high risk products where the hazards are best controlled in the exporting 

country.

3. The exporting country profile: Including its product control system as 

demonstrated by compliance history of products, existence of arrangements with 

other countries and available third party audits.  

4. The number of competent authorities in the exporting country: The 

existence of multiple competent authorities can make assessments more 

complex and difficult to complete.

19



4.1.1 Controls performed by importers 

Pre-border controls can include a

requirement that product importers

assess their suppliers and the

imported product, (e.g. implement

foreign supplier verification)

Requiring the importers to exercise

controls can be implemented as a

primary pre-border control, or as a

complement to government

controls.

Because controls will increase the

cost of imported products, and may

prevent some companies from

importing, the most stringent

controls should be targeted at the

highest risk products.
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1. Importers maintaining a list of suppliers 

and their contact information

2. Options by which importers determine 

the appropriateness of a supplier such 

as: Establishment of contracts, purchase 

agreements or other specification 

consistent with product safety 

requirements. 

3. Requiring documented details of the 

supplier’s product safety systems, 

foreign supplier verification or product 

safety programs

4. Verification and/or certification that the 

products originate from the supplier

5. Audits of foreign suppliers’ premises, 

processes and product safety systems

6. Seeking assurance that the supplier is 

operating legally within a foreign product 

safety system.

Key requirements can include  



4.2 Border Control

• Intended to assess compliance of 

imported product and address 

product admissibility. 

• Border controls can include information 

on imports, document validation, 

product inspection and testing. 

• The nature of the controls can be 

adjusted based on the demonstrated 

compliance with product safety 

requirements. 

• The competent authority should use 

the information from the importer, 

imported product profile and risk 

categorization in establishing border 

controls, including the level of 

oversight. 
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Border control measures may include: 

1. prohibiting or limiting entry for 

particular categories of products; 

2. mandatory pre-notification and/or 

notification of imported consignments;  

3. preclearance processes, particularly 

for perishable foods; 

4. document checks to validate imports, 

including confirmation of product 

identity and validation of certification; 

5. inspection of imported product, and 

condition of transport, which may 

include sampling and analysis of the 

product;  

6. refusal of entry or destruction of 

unacceptable imports. 



4.2.1 Pre-notification or notification

• In order to have efficient and effective border controls, every

consignment of imported product should be formally pre-notified or

notified,

• I.e. information on the product must be provided for review.

• Pre-notification of imports is preferable, where individual product

shipments are assessed to be high-risk lots that may be the subject of

inspection, and to recommend refusal for unacceptable shipments.

• Notification by importer is appropriate, either on arrival or within 48

hours of importation, where products are detained for inspection, or for

low risk products that are generally assessed during the in-country

controls (i.e. after they have been released to commerce).
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4.2.2 Document Review

• Once notification is received, the next step is 

to review the documentation. 

• Regulatory agency officials should review the official 

documentation provided by the importer, and, if that 

documentation is not complete, advise the importer. 

• Imported lots without appropriate official documentation 

may be held pending input from the importer, or may be 

deemed an illegal import and refused entry.

• Upon completion of the document review, a decision on 

whether the lot should be inspected must be made. 

• Decisions to inspect are generally based on risk 

categorization and criteria relating to compliance of the 

product with importing country requirements. 

• Decisions to inspect should not be arbitrary but based 

on a structured decision making process and 

• the intensity, type and frequency of inspection should 

be documented. 

23

Requirements for 

product inspection 

• where there is little or 

no history of the product 

or source; 

• if there is previously 

known non-compliance; 

• to validate the accuracy 

of documentation; or  

• to monitor the imported 

product according to a 

pre-established 

sampling plan.



4.3 Post-border/in-country Control

• This may include establishing importer controls (e.g.

registration, licensing, permitting) and inspecting their

compliance.

• Post-border controls can also include inspection and testing of product

at the importer’s warehouse to assess importer’s controls or its

surveillance and monitoring of product that has been distributed to the

market place.

• Control of imported product may also include activities that take place

within the importing country.

• Monitoring of certain products can therefore be incorporated into

controls carried out in the importing country as part of domestic product

control; this allows the border activity to focus on higher risk categories.

• Many of the components of the in-country imported product control

program are similar to those required for controls of domestically

produced goods.
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5. Summary of Risk Criteria Development  

No Risk Criteria Source of information Measurement

1 Scientific determination 

of the product risk

Importing country product conformity 

assessment report

Categorization of products in 

to high and medium risk 

based on the assessment 

report 

2 Compliance history of 

products irrespective of 

source 

Regulatory agency product compliance 

history 

Categorization of products 

in to high and medium risk 

based on their compliance 

history and information from 

third party 

Reports from officially recognized inspection 

bodies

Information from third party
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3 Exporting country Exporting countries information on the control 

systems in place in their country
Categorization of exporting 

countries in to high and 

medium risk based on results 

of audits of the exporting 

country and information on 

control systems

Results of audits and on-site visits of exporting 

country

Pre shipment inspection report

4 Manufacturer Regulatory agency manufacturer compliance history Categorization of manufacturers 

in to high and medium risk 

based on their compliance 

history and results of audit
Results of audits and on-site visits of manufacturers



Summary of risk criteria…
No Risk Criteria Source of information Measurement

5 Exporter Regulatory agency exporter 

compliance history 

Categorization of exporters in to 

high and medium risk based on 

their compliance history and 

results of auditResults of audits and on-site visits 

of exporters

6 Shipper Regulatory agency shipper 

compliance history 

Categorization of shippers  in to 

high and medium risk based on 

their compliance history
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7 Importer Regulatory agency importer 

compliance history 

Categorization of importers in 

to high and medium risk based 

on their compliance history 

and results of audits Results of audits and on-site visits 

of importers premises

8 New product, new 

exporting country, new 

manufacturer, new 

exporter, new shipper and 

new importer 

No compliance history Categorization of new products, 

new exporting country, new 

manufacturers, new exporters, 

new shippers and new importers  

in to high risk 



Thank you!
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