HOW CAN MY ADMINISTRATION JOIN A RILO?

A Customs administration wishing to join a RILO should notify the Vice-Chairperson of
the relevant WCO region, who in turn should seek the agreement of the Directors General
within this region. As a last step, if applicable, an adhesion agreement is signed by the
administration wishing to join.

WHO WORKS AT THE RILO?

The staffing of each RILO varies greatly from one region to another. A majority of staff
members in each RILO come from the hosting administration, although the RILOs should
operate fully independently of the host administration in terms of functional instructions.
The remaining staff members are seconded officers from other Member administrations
in the region.

HOW CAN MY ADMINISTRATION SECOND AN OFFICER TO THE RILO?

Enlarging the RILO offices and enriching them with staff members from various Member
administrations is an important goal for the growth of the RILO Network. Administrations
wishing to second an officer to the RILO are requested to contact the Head of the RILO in
their region in order to discuss the practical arrangements for secondment.

HOW ARE RILO NCPs NOMINATED?

The national contact points form an essential component that enables the RILO to act
at the regional level. NCPs gather information from existing sources at the national level,
cooperate with a gamut of enforcement agencies and services nationally, and form a
bridge between the national and regional level. Each Member administration is asked by
their RILO to nominate an officer within their structure to act as the main point of contact
for regional cooperation through the RILO. Any change in NCP nomination is subject to a
formal notification of the appropriate RILO.

WHAT IS THE MAIN PURPOSE OF THE GLOBAL RILO MEETING?

The purpose of the GRM is to oversee the development and effective implementation
of the Global RILO Network’s mission, to discuss and arrive at a common approach to
strategic and operational issues, and to promote the exchange of views, experiences,
and best practices among the RILOs. The GRM is also a platform for initiating and
coordinating activities within the network, and discussing policy and legal issues related
to the network.

WHO CAN ATTEND THE GLOBAL RILO MEETING?

The GRM is a limited-size group composed of Heads, Deputy Heads or representatives
of all RILOs. Additional participants may be invited as observers in accordance with the
needs of the Meeting, in consultation with the Meeting Chairperson and all RILOs.

NEED MORE INFORMATION?
Please browse through the WCO website for more information:

http://www.wcoomd.org/en/topics/enforcement-and-compliance/activities-and-programmes/
intelligence-and-risk-management-programme/rilo.aspx
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RILO CONTACT DETAILS

ASIA/PACIFIC - Korea
Customs Department

721 Eonju-ro, Gangnam-gu
135-702 Seoul (KR)

Tel: +82 2 510 1930

Fax: +82 2 2015 7874
office@riloap.org

CENTRAL AFRICA - Cameroon
Direction générale des douanes
Quai de la marine 05

B.P. 4049

Douala (CM)

Tel: +237 998 48 663

Fax: +237 222 038 771
rilobrir@gmail.com

CIS COUNTRIES - Russian Federation
Central Enforcement Department

Federal Customs Service of Russia
Novozavodskaya St. 11/5

121087 Moscow (RU)

Tel: +7 499 449 86 86 / 56

Fax: +7 499 449 86 20 / 86
rilo-cis@ca.customs.ru

EASTERN/CENTRAL EUROPE - Poland
National Revenue Administration

Ministry of Finance

Swietokrzyska St. 12

00-916 Warsaw (PL)

Tel: +48 22 694 3591

Fax: +48 22 694 3543

riloece@mf.gov.pl

EAST/SOUTHERN AFRICA - Mozambique
Ministry of Finance

Praca dos Trabalhadores

Rua Consiglier Pedroso 436, 1° andar
Maputo (M2)

Tel: +258 21 326 488

Fax: +258 21 326 488

rilo-esa@at.gov.mz

World Customs Organization
Rue du Marché 30

B-1210 Brussels, Belgium
T+32 220992 11

F +32 2209 92 62
communication@wcoomd.org

www.wcoomd.org

JOINT INTELLIGENCE OFFICE (JIO)

CARIBBEAN

CCLEC - Caribbean Customs Law Enforcement

Council

4 Manoel St.

P.O. Box 1030

Castries (LC)

Tel: +1 758 453 2556 / 7705
Fax: +1 758 453 2563
jio@cclec.net

MIDDLE EAST - Saudi Arabia
Customs Department

P.O. Box 3483

11196 Riyadh (SA)

Tel : +966 11 420 83 83

Fax : +966 11 478 58 87
rilo_riyadh@yahoo.com

NORTH AFRICA - Morocco
Administration des douanes
et Impots Indirects

Avenue Ennakhil

Hay Ryad

Rabat (MA)

Tel: +212 5 37 57 94 40/ 59
Fax: +212 5 37 71 78 38
brlr.rilo.naf@douane.gov.ma

SOUTH AMERICA - Chile
Direccion nacional de Aduanas
60 Plaza Sotomayor
Valparaiso (CL)

Tel: +56 32 220 213 4841

Fax: N/A

rlosa@aduana.cl

WESTERN AFRICA - Senegal
Rue René Ndiaye angle Carde
B.P. 4033

Dakar (SN)

Tel: +221 33 822 1185

Fax: +221 33 822 5569
brirao@douanes.sn

WESTERN EUROPE - Germany
Zollkriminalamt (ZKA)

Bergisch Gladbacher St. 837
51069 Kdéin (DE)

Tel: +49 221 672 41 12

Fax: +49 221 672 41 11
office@rilo-we.org
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A Unigue and united network

Regional Intelligence Liaison Offices
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THE RILO NETWORK

a vital resource to support global Customs intelligence

The exchange of intelligence at national, regional and international levels is a critical
mechanism in order to render enforcement actions by Customs authorities more effective
and to secure the optimum use of available resources. At the strategic level the WCO
has incorporated the aim of intelligence exchange among all stakeholders, recognising
the contribution this objective has in furthering the protection of society, public health
and safety. Therefore, in 1987, the first Regional Intelligence Liaison Office (RILO) was
established with the intent of creating a Global Intelligence Network.

Today the RILO network has grown to 11 offices providing effective coverage throughout
all six WCO regions. RILO offices are located in the following territories: Eastern and
Central Europe, Western Europe, Commonwealth of Independent States (CIS), North
Africa, Central Africa, West Africa, Eastern and Southern Africa, Middle East, Asia-Pacific,
the Caribbean and South America.

REGIONAL OUTREACH

Each RILO office covers a number of Member states within their respective region
and is staffed by personnel from those affiliated Member states as well as the host
administration where the regional office is housed. This principle of secondment of
international staff within the RILO network is essential for the acceptance and operational
continuity of the RILO within each region. These regional offices operate in the interest
of their affiliated Members, represented by National Contact Points (NCPs), and as such,
there is no hierarchy as each participating country is equally represented in relation to
the common interests of all affiliated Members. In this regard, the independent nature of
the RILO network enables accountability to the Head of RILO with mutual representation
through the WCO Secretariat ensuring appropriate consultation to the WCO Enforcement
Committee and Council to which the RILO network reports.

The unique nature of the RILO network offers an added layer of information exchange
to the already existing intelligence exchange taking place between the Secretariat and
Member administrations at the “strategic” or Director-General level. In similar fashion as
the WCO Secretariat, the RILO network responds to the needs of its Members, albeit
at the regional or tactical level. At this level, the RILO network also offers support to its
Members by arranging the nominations of NCPs as well as organising annual regional
meetings with all RILO NCPs within their jurisdiction.

OPERATIONAL PARTNERS

At the operational level, the RILO network supports its Member Customs administrations by
responding to requests for intelligence or operational support, designing and implementing
target-orientated inteligence analysis projects and regional inteligence-led operations,
facilitating mutual administrative assistance, and promoting and maintaining regional co-
operation with other law enforcement agencies and organizations in accordance with any rules
or provisions being established by the WCO Enforcement Committee or the Council.

Today, under this structure, the RILO network remains an exclusive and unique Customs
intelligence exchange entity, enabling Globally Networked Customs capability, connecting
Customs to Customs throughout most of the WCO Member base and likewise represents
a key component to the WCO Global Information and Intelligence Strategy.

Among the tools provided by the WCO to the RILO network, as well as the greater WCO
Member base, are the WCO Customs Enforcement Network (CEN) and the WCO Customs
Enforcement Network Communication (CENcomm) platform. The RILO network uses the CEN
database to analyse seizures and develop regional inteligence products, and is responsible
for verifying the data quality of CEN submissions from its regional partners or NCPs.

MULTI-LEVEL APPROACH

@ Intelligence exchange is split into three levels, operating interactively and in a
complementary manner: at the national level, Member administrations’ NCPs gather
information on seizures made from existing sources at the national level, electronically
input data into the CEN or transmit the data to RILOs by fax or post, analyse the
information collected at the national level to ascertain new trends, produce alerts and
transmit them to the RILOs for regional circulation, and co-operate nationally with a
full gamut of enforcement agencies or services;

@ At the regional level, the RILOs study and evaluate international seizures, verify the
accuracy of the CEN data supplied by the NCPs, prepare and circulate alerts and
intelligence profiles, issue periodicals or ad hoc analysis bulletins, devise, organise
and support regional intelligence-based operations, facilitate mutual assistance and
co-operation with other law enforcement services, and provide technical or other
assistance to NCPs;

EASTERN/CENTRAL EUROPE

Poland

9V

WESTERN EUROPE

@ At the international level, the WCO Secretariat is responsible for the central
management of the CEN, operating and maintaining the system as a global information
and intelligence tool for the RILO network, periodically conducting global strategic and
tactical analyses based on information available in the CEN, circulating a summary of
its analyses in its annual reports, offering training and technical assistance to the
RILOs and their Members, and sharing strategic information with other international
organisations engaged in combating organised crime.

The RILO network is a premier user of the CENcomm platform. As a multi-regional
Intelligence and Information exchange network, the RILOs are actively involved in several
ongoing projects and operations organised by the Secretariat, WCO Members, or
individual RILO teams. By taking an active role throughout hundreds of operations over
the years, the RILO network remains a steadfast WCO strategic intelligence capability in
the global Customs goal of identifying, disrupting and dismantling trans-national criminal
organizations.
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A global customs intelligence network

processing information for a more effective intelligence




