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CHAPTER 1: WHAT IS A “SINGLE WINDOW”?

The term ‘Single Window’ is a widely used term inthe area of international trade, and a number of efforts
have been made to define and describethis term andthe associated concepts. The idea of a ‘Single Window
to international trade’ challenges the conventional models of regulatory control of the movement of goods

and means of transport.

Traditionally,in cross-border trade, different government departments and agencies manages differentareas
of regulation. These agencies include:

- Customs,

- Plant& Animal Quarantine Agencies,

- Sanitary & Phytosanitary Inspection Agencies,
- Food Safety Agencies,

- Border Policeand

- Transportdepartments

The above listis non exhaustiveand depending on national laws in place, other agencies and organizations
may alsohavea presence at the border and manages services intheir respective areas of competence. All of
these agencies and organizations havetheir legally mandated roles and responsibilities that were developed

over the years, and evolved into separate operational domains and bureaucracies.

The Single Window concept examines regulatory controls through the eyes of the trader and views all
interactions between trade and regulatoryagencies without regard for the internal divisions within
government. This approachclearly bringsoutall the procedural redundancies, duplicationin thefiling of
information and the wastefulness involved in the overall effortto move goods across borders.

This simple concept has been embraced enthusiastically by the leadership both in Trade and in government
organizations. Several terms were coined to describeitin different languages around the world.In the French
language,itis referred to as Guichet Unique where ‘guichet’ in French is understood traditionally as theservice
window or service counter of a government office. The Single Window approach does exactly what the term

inFrench denotes — itunifies the interfacebetween government andtrade.

InLatin America, the Single Window is widely known as VUCE or Ventanilla Unica de Commercio Exterior — or a

Single Window to External Trade.

The use of different terms for the Single Window concept is importantbecause of the scope they suggest.
‘International Trade Single Window’ conveys the sense of itbeing an omnibus facility for trade.

Exchanges between participantsinaninternationaltradetransaction cover processes starting with the
discovery of products and trade partners, shipment and dispatch, regulatory clearances atthe border and
payment for the traded goods. For Customs and Cross Border Regulatory Agencies (CBRA), the primaryinterest
would be the processes that are purelyfor trade and includes only those processes thatinvolvecross-border
regulation.

Definitions

UN/CEFACT RECOMMENDATION 33

In UN/CEFACT Recommendation 33, the collaboration between Customs and other government agencies is
explaineditinterms of information flows between parties involvedintrade and transporton the one hand
andregulatory agencies on the other. It was the firstrigorous attempt to collectdata and documentation on
the design and implementation of Single Window for international trade. This recommendation is generally
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the basis for the current understanding on the subject. Globally, implementations of the Single Window
concept are being judged by whether they meet the norms required by the definition of Single Window and
the typologies described in the annex to the Recommendation.

UN/CEFACT Recommendation 33 defines a Single Window as:

“.. a facility that allows parties involved in trade and transport to lodge standardized information and
documents with a single entry point to fulfill all import, export, and transit-related regulatory requirements. If

information is electronic, then individual data elements should only be submitted once.”
The accompanying guidelines to this Recommendation describe the most common models for a Single Window:

(i) The 'Single Authority Model', an entity that co-ordinates between all relevantagencies to ensure
that the logistics chain remains unhindered.

(ii) The ‘Single Automated System Model’ which is anautomated information system that processes
information or co-ordinates with a group of systems that process the data that has to be received
or sent. Such systems could be further categorized as integrated systems in which the Single
Automated System serves as processing hubs for individual users fromall concerned agencies or
interfaced systems where the Single Automated System develops and utilizes interfaces with
systems belonging to other agencies to complete a transaction. There couldalso bea hybrid of
integrated andinterfaced approaches to the Single Automated System.

(iii) The ‘Automated Information Transaction System’ thatserves astransactionhubandis
integrated to all authorities. Declarationsand permits arereceived electronically ina single
applicationanditis processed seamlessly by the concerned individual authorities. Theresponse
is returned to electronically tothe declarant.

SINGLE WINDOW ‘ENVIRONMENT’

The WCO elaborates on the UN/CEFACT Recommendation 33 definition through the term ‘Single Window
Environment’, and calls attention to the factthat the ‘Single Window Environment is, infact, an ‘intelligent’,
facilitythatallows parties involved intradeand transportto lodge standardized information, mainly electronic,
with a singleentry pointto fulfillallimport,exportand transitrelated regulatory requirements, which are
largelyinlinewith the UN/CEFACT Recommendation 33.

Itis called an ‘environment’ because ithas been widely observed that Single Window implementations are
usuallya unionor a federation of interdependent facilities joined by mutually defined interfaces and
collectively adopted business processes —i.e. a system of systems.

Single Window projects areoften implemented in phases that sometimes extend beyond 5 years.Each phase
and sub-phasebuilds upon the previous phaseleadingto progressive simplification for tradeand more
processing elements withinthe environment. The eventual outcome may not be the resultof a singleproject
but could be the outcome of a series of projects.

INTELLIGENT FACILITY

The term ‘intelligent’is significantbecausethe Single Window is not merely a data switch or a gateway to
facilities belonging to cross-border regulatory agencies, or simply a unified access point toinformation through
aweb portal.ltis alsoavehiclefor providing shared services to the users.

Such shared services includes computation of duties/ taxes, fees and charges administered by agencies at the
border, coordinated risk management and shared operational controls between Cross Border Regulatory
Agencies’ processes and workflows. The ‘intelligence’ embedded ina Single Window makes it possibleto
providethe trader with an integrated view of his transaction.
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Intelligence notwithstanding, the defining feature of a Single Window remains ‘one time submission’ to
government agencies that seek information from trader and transportactors to enable the application of
regulatory measures on cross-border movement of goods, people and all means of transport. Cross-border

movements includeimport, export and transit.

Avoiding redundant flows of information from trade to CBRAs and vice-versa would help realizethe true

potential of a Single Window Environment.

One-time submission to a Single Windowis based on the following principles, all of which signify the

‘intelligence’ aspect of a Single Window Environment:

Incremental submission of data: Trade and transportactors submitdata to CBRAs at different points
intime inthe courseof a transactionin internationaltrade. A Single Window may requiresubmission
of only the incremental data to reflect a change or progressioninthe transaction. The Single Window
should avoid re-submission of data to the extent that such data was part of an earlier submission.The
ability to link-up individual submissions of data by a trader is partof the “intelligence” of a Single

Window Environment.

Harmonized regulatory declarations: Different CBRAs prescribe data requirements, which are often
overlapping. Under a Single Window, a harmonized set of data requirements may be prescribed so
that for a trade transaction or a transport movement, the concerned actors arenot obligated to

submitthe samedata repeatedly to different agencies.

Sharing of information amongst CBRAs: This is a logical consequence of harmonized regulatory
declarations. This sharingenables theshared, jointor separated application of controls by the

respective CBRAs.

Harmonized CBRA response: The responseto a declaration/reportby atrade ortransportactorisan
important partof the business process. ACBRA responseindicatingreleaseof goods signifies the
fulfillment of a regulatory service. Each CBRA may process its responses independently but the single
window must providea unique harmonized responseto the trader.

UNDERSTANDING THE SINGLE WINDOW ENVIRONMENT

A Single Window Environment can be understood through different complimentary perspectives.A holistic
understanding of a Single Window Environment allows us to draw different actionable insights on how a Single

Window Environment can be built.

SINGLE WINDOW AS FACILITY FOR LODGING STANDARDIZED INFORMATION &
DOCUMENTS

UN/CEFACT Recommendation 33 perceives the Single Window primarily as a facility for “lodging standardized
information and documents with a singleentry point”, and establishes the operating principlethatinformation

in electronic form should be submitted only once.

Perspective Main Themes Actionable Insights
UN/CEFACT Facility for lodging standardized -> Standardizing information and documentation is the key to
information and documents with a trade facilitation.

Recommendation 33 ] )
single entrypoint

- Unifying government’sinterface totrade



Individual data elements should only be
submitted once

Single Authority, Single Automated
System (Integrated, Interfaced or
Hybrid) and Automated Information
Transaction Systems
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—>Harmonizing data across cross-border regulatory agencies

- Creating combined cross-departmental forms and software
applications to enable single submission of data

->Understanding architectural types, classifying existing
Single Windows and charting migration paths

This provides the fundamental awareness necessary for a government to understand the nature and

characteristics of a Single Window, as well as the key issues thatlead agencies should consider when planning

a Single Window project.

SINGLE WINDOW AS PART OF COORDINATED BORDER MANAGEMENT

The nature of the regulatory services to be brought into the Single Window environment raises the very

fundamental issue of Coordinated Border Management between different Cross Border Regulatory Agencies

(CBRAs).

Perspective

Co-ordinated Border

Management

Main Themes

Single Window is part of a wider
program of inter-agency collaboration

Single Widow services demand a high
degree of inter-agency collaboration

Actionable Insights

—Linking the Single Window strategically with the overall
performance on border management

-> Focus on functional integration and collaboratively
performed activities (integrated risk assessment, coordinated
examination, unified cargo control, combined trader account
management etc.)

- Identifying and managing tasks of inter-agency co-
ordinationthat support Single Window Services

Coordinated Border Management is an absolute necessity and pre-requisite for developing a Single Window

Environment becauseitis only by holistically understanding the diverseroles and responsibilities of CBRAs,

that the processes can be optimized and streamlined.

SINGLE WINDOW AS A VIRTUAL ENTERPRISE

The Single Window Environment canalsobeviewed as a ‘virtual enterprise’, where anassortment of service

providers comes together ina virtual environment to providegoods andservices to the customer, suchas e-

commerce websites. Avirtual enterprisecan be further understood through 2 key aspects (i) a web portal,and

(ii) a network of collaboration facilities and arrangements between organizations.
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Perspective Main Themes

Co-ordinated Border  Single Window is part of a wider

Management program of inter-agency collaboration

Single Widow services demand a high
degree of inter-agency collaboration

Actionable Insights

- Linking the Single Window strategically with the overall
performance on border management

- Focus on functional integration and collaboratively
performed activities (integrated risk assessment, coordinated
examination, unified cargo control, combined trader account
management etc.)

- Identifying and managing tasks of inter-agency co-
ordinationthat support Single Window Services

Whilea government website is very different in nature compared to a private-sector e-commerce site, the

underlying characteristics provides useful insights for governments inthe conceptualization and design of their

Single Window Environment.

SINGLE WINDOW AS A COLLECTION OF SERVICES

A Single Window Environment canalso beunderstood interms of its value proposition through the services

thatit provides, whichis ultimately, the management import, export and transitregulatory requirements. The

bundling of such services into a Single Window Environment makes it convenient for businesses toaccess and

consume these services easily.

Perspective Main Themes

Single Window services can be
organized intodistinct, non-overlapping

Collection of Services

categories and hierarchies

Service interactions hold the key user
satisfaction

Actionable Insights

—>Helps identify gapsin the IT supportedservices in cross-
border trade, transportand regulatory domains

-> Providesa framework toanalyze and determine Single
Window scope

- Creates pathways from business services to Single Window
services under ‘Service Oriented Architecture’.

- Draws managementattention to interaction designand
service experience

- Follows the established disciplines of service catalogue
development and service operation management.

Looking at Single Window through the prismof “services” and “serviceinteractions” also allows us to become
much clearer about what needs to be done for the trader and by which agency, sothat existing processes can

be rationalized to achieve the border regulatory andtrade facilitation objectives.
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CHAPTER 2: AGENDA SETTING & POLICY PLANNING

SINGLE WINDOW: A COMPLEX POLICY QUESTION

A Single Window Environment is notbuiltovernight. Itis a complex policy question thatinvolves both
government and privatesector stakeholders,and touches on established and possibly, sensitive operational
areas. The optimismthat entrenched and difficult problems can be immediately solved through the
introduction of an ICT system is misplaced and erroneous. Hence, itis necessary to understand the nature of

the complexity sothat proper planningand communication can be undertaken.
‘Single Window’ is often a complex policy question because:

- Asignificantnumber of Government Agencies areinvolvedinthe international traderegulatory
processes. By its very nature, inter-departmental issues arevery complex;

- Each CBRA have their defined role at the border that is mandated through laws and regulations. They
cannot withdraw from these roles unilaterally. Perceptions thatthe Single Window might undermine
their rolewill causedifficulties for the project;

- The Single Window project will notexistin isolation—concurrent or preexisting government, civil
serviceandinfrastructurereform programs canassetaninfluenceon its objectives or the Single
Window projectmay have to alignitselfinto these existing programs in order to benefit from
synergies and resource allocation;

- ASingleWindowcannot be build overnight — legislative changes, business processanalysisand data
harmonization arecomplex, time consumingactivities thattakes time. They are also collaborativeand
consultativein nature, and needs to be sustained through multipleiterations over a long period of
time;

- Day-to-day work does not ceasewith the decisiontostart a Single Window project. The Single
Window projectwill compete with many other “pressing matters” that requires immediate attention.
The lack of resources to meet these competing priorities may limittheabilities, or the willingness of
cross border regulatory agencies to actively participatein a Single Window project. The intimidating
scope of a SingleWindow projectcan alsotrigger conservativeresponses by certain participants to

limittheir involvement.

All of these issues can cause participants ina Single Window projectto losefocus. Hence, itis necessary forall
CBRA participants to understand the political processes leading up to the formulation of a single window
project, and for the Senior Executive of the Lead Agency to manage these factorsina manner that will achieve

the necessary conditions thatwill bringthe Single Window project into a position of priority.

GETTING ‘SINGLE WINDOW’ ON THE GOVERNMENT’S AGENDA

Experts have suggested that there are three process streams (Kingdon, 2002) that must converge in order to
bringabout major policyinitiatives. These streams are the problem stream, the policy stream and the
political stream. These streams existindependently but come together at crucial moments to produce
structured policy decisions. Thefollowing sub-sections examinethese three streams inthe context of a Single

Window in order to locatethe success factors in consensus buildingand the enactment of policies.

THE PROBLEM STREAM



- WORLD CUSTOMS ORGANIZATION

The Problem Stream comprises identification and recognition of a set of related problems. The problem stream
canemerge from organized events, published indicatorsand reports (feedback) from the field. The problem
stream s focused on providing a high level of clarity to all stakeholders. The consensus that“issues” have become
“problems” is often necessary before stakeholders are willingto come together to deal with itinafocused and

concerted manner — these “issues” cancome in many forms:

- Focusing events: efforts by national and international bodies to identify bottlenecks inthe trading
environment, seminars, workshops, trade negotiations and ongoing efforts to attractforeign direct
investments;

- Indicators: Key macro-economic indicatorspublished by international organizations, such as the “World
Bank Doing Business Report”, which ranks economies on their capacity to facilitatebusinesses and,and
the “Trading Across Borders” sub-indicator published under the same report, whichis directly relevantto
cross border trade. Other related indicatorsand reports include the World Economic Forum Global
Competitive Index, and the Logistics Performancelndex, all provides qualitativeand semi-quantitative
rankings thatcan be used to identify potential problems incross border trade.

- Field Reports: The country itself would collectand publish statisticsand reports on cross border trade, as
well as receive reports on the ground, both from its officials on the ground, as well as through grassroots
channels and formal consultative bodies that would provide further insights to the situation on the
ground. Other reports include a Time Release Study, which provides quantitativeinformation on the time
taken by various agencies atthe border to clear goods.

These reports and globally published indices attract media attention and create public awareness. The
concerned public authorities are broughtunder pressureto explain why national performanceis so poor.

Stakeholders will usethe statisticsand indices as a means to supportanalysis and justify theneed for change.

THE POLICY STREAM

Governments establish policy programs in differentareas of governance and different sections within
government are tasked with the formulation of policy alternatives and proposals in their respectiveareas.
These organizational units giveshapeto new ideas or policy proposalsthatgenerally requirethe government’s
attention. Inthis stream, the decision alternatives for the policy agenda areformulated. Whilethe problem
stream s largelyfactual and based on hard evidence on the ground, the policy streamis the intellectual

analysisof policy options and alternatives.

The policy streams that arerelevant with Single Window processes can be located inthe Customs
modernization policy and the process of setting-up the vision, mission and goalsfor Customs.This is the only
stream thatis under the direct supervision and control of the Director General of Customs. Other policy

streams that asserts aninfluenceon Single Window projects includes:

- Trade & Regionalization Policy: Directed by the Ministry of Trade, or the Ministry of Foreign Affairs,
who oversee trade policies, regional integration or multilateral negotiationsatinternational
organizations. Animportant recent development inthis areais the WTO Agreement of Trade
Facilitation provided new policy impetus, as itencourages Members of the WTO to implement a
Single Window.

- Logistics Planning & Industrialization Policy: Trade logistics planningisa specialized area that
requires expert input to government. It couldincludethe identification of industrial zones, the
planningfor freight transportationinfrastructure, the creation of industrial parksand the
establishmentof freight corridors. Policy plannersthatwork on these policyissues mayfind Single
Window as the solution to the problems of ‘logistics efficiency’. Hence, Single Window will likely
emerge as a policyoption thatlinks the national logisticsinfrastructure with the overall national
vision for competitiveness.
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- Human Resources & Civil Services Reform Policy: Public serviceexpenditureis often a major area of
concern for many governments. Reforms and reorganizations leadingtolargescalere-deployment of
manpower due to merging of functions or reallocation of resources between organization units
presents a significantopportunity to introducethe question of the Single Window. Restructuring may
alsoincludethe creation of a new government departments or agencies for achievinga better
structure with the strategic priorities of the government.

- eGovernance Policy: eGovernance policyis notjustaboutservices provided by different government
departments. Itis alsoabouttechnical standards to ensureinteroperability and the common
infrastructure for eGovernance. Governments are keen to optimize infrastructureresources such as
data centres, networking, hardware, software, contact centers, citizen servicecentres to enable their
shared use between government departments. This shared usewould not only optimize resour ces
across government departments but also foster the concept of joined-up services. Single Window for
international trade could easily beone such area where the managers of eGovernance policy havea
natural roleto play. Hence, itis importantfor the Customs executive management to maintaina
directlink with experts inthis area, to be awareof the master-plans for eGovernance services to

businesses and the government wide standards thatare being promoted.

THE POLITICALSTREAM

Inaddition to the identification of specific “problems” and the purposeful alignment of policies tosupporta
Single Window project, itis alsoimportantto be attuned to the political undercurrents thatcouldinfluence
political decision-makers. Items of economic governance and industrial regulation havealways been high on
any government’s agenda. With growth inthe number of activetrade lanes andthe increaseinthe varietyand
volumes of trade, problems of cross-border regulation and the security of the supply chain have become very
complex. In today's information driven world, businesses expect government to address these complex
problems through faster and more effective processingof information. Therefore, itis not difficultfor political

leaders to pick-up ‘singlewindow’ and putit on the Agenda.

However, SingleWindow is a problem that straddles acrosstraditional departmental boundaries. Each
ministry/department is under separate political oversight, supported further by a network of organizations
that have diverse stakeholder interests. Each department will haveits own budgeted government programs
thatits bureaucracies administer. Interest groups create and maintain their respective hard-fought turfs.

Factors that assertaninfluenceon the political streamincludes:

- Shift in public opinion: Increasingglobalization and improvements ininformationand
communications technology has made the information more widely available. Members of the public
will acquiregreater exposure andinsights to new ideas and concepts. Increasinglevels of educationin
a country, coupled with increasingaffluence, also allows peopleto become more mobile,and to
acquirenew experiences, and seek new tradingopportunities overseas.All of these factors will have
the concurrent effect of increasing publicexpectations thatwill assertpressureonthe government’s
reform agenda;

- Pressure groups & Incentives: Trade associations,chambers of commerce and special interestgroups
have a natural tendency to advance theirinterests through influencing political decision makers.
Where Single Window is concerned, the trade and logistics sector will seek to have its perspectives
heard becauseitimpacts their business interests directly.Itis necessary to engage with, and
understand this segment of stakeholders,sothat its supportcanbe secured, andits concerns
mitigated. Whilea Single Window may appear to benefit trade and logistics service providers through
increased tradefacilitation, inherentconservatismandresistanceto change, or potential disruptions
to entrenched business interests or practices canlead cancausecomplicationsto a Single Window

project;

10
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- Turnover in Leadership: Changes in politicalleadershipis alsoanimportantaspectthat public sector
agencies involvedinsinglewindow projects need to be sensitiveto. A singlewindow project can have
along gestation period that intersects with elections, leadership transitions, and cabinetreshuffles. It
is necessary for public sector organizations to work with the newly appointed leaders to understand if
there are changes innational priorities, to re-contextualizethe singlewindow project to fit these new

priorities,and to adjustthe plans accordingly so thatthe single window project canremains on track.

The Senior Executive would have to be sensitiveto the factors within these three streams, and to manage
them inorder to get Single Window into the agenda. Once the decision has been made, the momentum would
have to be maintained through effective communication and planning to achieve the various dimensions
involved.

11
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CHAPTER 3: TRANSLATING POLITICAL MANDATE INTO STRATEGIES & PLANS

SINGLE WINDOW & STRATEGIC MANAGEMENT

Strategic Management is defined as the process of creatingan operational strategy for an organization, based upon
amissionandavisioninorder to keep the organization ontrack with its goals and objectives. Government’s
priorities andits national and international obligations will shape Customs operational strategy. The development of
a Customs administration rests entirely on the foundation of its mission, vision and strategy. Having to undertake a
Single Window projectdoes not change this underlying mission, vision and strategy. The development of a Single
Window Environment is a key strategic element that links-up a number of trade-facilitation initiatives.

A Single Window will impactall stakeholdersininternational trade, and will havefar-reachingimplications,
particularly for Customs. The WCO Survey held in 2010 has revealed that in the majority of cases, Customs has
been chosen to lead and orchestrate Single Window projects. Even inthose countries where customs does not
‘own’ or ‘run’ the Single Window, it is the major stakeholder simply becauseof its wide business coverageat
international borders.

An essential tradefacilitation outcome that should resultfrom a successful Single Window Environment is
‘short & predictablereleasetimes’. This outcome is only achievablewhen a number of interlinked policies and
programs come together ina mutually supportive manner. The rest of this section uses a strategy framework

developed by Michael Porter to illustrate this aspect of strategic management.

DISTINGUISHING FEATURES OF A MODERNIZED CUSTOMS

An analystoftrade andlogisticsinfrastructure would commonly find the following characteristics and features
among advanced industrial nation thatperforms very well on trade facilitation and logistics measures :

Defining characteristic Observable features
Cargo releaseis mostly e Mostofthe cargoisreleased on the basis of declaration and without
automatic regulatoryexaminationatthe time ofrelease.

e Intervention is byexception. Documents are not examined atthe port/
airport/ land border while cargo awaits release.

Simplified procedures e Release on minimum documentation;

e Two stepdeclaration processwhere the first stepinvolves s ubmission of
release data;

e Separationofreleasefromclearance;

e Acceleratedrelease procedure foraccredited or certified clients.

Simple tariffs & clear e Low variabilityinrates ofduty;

regulations e Fewtypesofdutiesand taxes

e Transparent methods of tax computation, facilitatinga utomation

e Few conditionalexemptions to dutiesand taxes

e Low tariffrates [mostfound in industrialized e conomies]

Effective use of risk e RiskManagementisan organization-wide process with a systematic effort to

management implement risk-based controls.

e RiskManagementis embedded intoStrategic, Tactical and Operational
processes

e Organizational structure supports risk management

e Automatedsystems helprisk assessment and selectivity

e Intervention is byexception

High capability for e Government takesproactive steps in publishing compliance information

compliance e Voluntarycompliance is supportedthrough client outreach programs

e Membersof the trade remaininvested heavilyinto compliance management.

e Organized themselves to receive automated information

12
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Defining characteristic

Observable features

Developed post-audit
controls

Maintaining client accountinformation is an organizational routine.
Organizational units and skills exist for post clearance audit and assignment of
audittasks follow the principles of strategic risk management.

Postclearance auditis the basis for compliance trackingand measure ment.
Legal support foron-premises audit and foraccess client’s owninformation
systems and data.

Certified Client-base

Trustedtrader/authorized operator programs exist.
Trans parent norms of certification based independently verifiable audits.

Efficient information
exchange

Electronic data interchange systems interink various stakeholders —
connecting traders, port/airport, | ogistics providers, regulatoryagencies and
banks.

Standardandsimple
electronic messages

Highlystandardized and simplified messaginghas beenimplemented.
Messages cover a broad s pectrumof business needs related to regulatory
clearance

Supportforsupplychain
visibility

The entire community has invested in features that facilitate the transparent
discoveryof the status of declarations and release, vessels, cargo, and
container move ment

Progressive build-up of
data

Systems don’t demand the submission ofalldataatonce
Data is allowed to be builtin stagesmatching with the correspondingactions
in the trading and logistics business.

Reliable & orderlycargo
delivery

Low idle-time for cargo handling resources at terminalsand warehouses.
Low waiting-timesfordelivery trucks. No visible cloggingor queuing in the
cargo facility.

Effective communication links between cargo handlingunits and the dispatch
systems.

Highlyautomated Cargo
delivery

Real-time, graphics-enhanced container storage yardinformation supports
highlyreliable ca pability to locate containers.

Automated binninginthe warehouses helps rapid storage/ placementand
retrieval of cargo

Excellentlogistics
capability

Inland hauliers are able to automatically schedule the deliveryand collection
of cargo attheairport, portorinland freight station.

Low waitingtimesandloading operation timesfor trucks

Real-time exchange
between customs &
logistics operators

Release and release status information provided instantaneously to importer,
forwarderandportandairport authorityand warehouse operators.

Carry-in and carry-out gate permissions are automated and managed through
online connectivity.

Most of these characteristicsand features cannotbe implemented inisolation. They are often the results of
long-term reform and modernization efforts and can be visualized as a network of dependency relationships.

For example, short and predictablereleasetimes cannot be achieved without high levels of automated release
of consignments. Physicalhandlingof Cargo by the logistics facilities mustensure that cargo moves rapidly
andreliably through the border facilities. Predicableand quick release has no meaning if the logistics processes
cannot keep with the pace of regulatoryrelease. The regulatory and physical processes cometogether with

supportfrom IT systems based timely flow of information. The diagram below depicts this relationship.

13
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Fast & Secure Cost-effective

\/

Short &

Predictable
/ Release times

Reliable & ! Cargoreleaseis
Orderly Cargo : mostly
Delivery Automatic )

Efficient
Information

Interchange

— = a dependency relationship

Diagram: Typical characteristics of an effective cargo clearance facility

The above diagramshows the interconnection between some of the key features of anadvanced cargo clearance
system.

This exploration provides aninsightinto how most of the advanced industrial nationsthathave already
achieved high standards intheborder processing of cargo. This goes to show that besides providinga Single
Window solution, there is much that needs to be accomplished in order to achievethe targeted efficienciesin
cargoclearance. The management of expectations from a singlewindow projectis vital and the existence of
other elements that form the underpinnings of high-velocity of trade must not be lostsight of.

A further drill-down of these features reveals a clearer picture of the entire system comprisingindividual
strands of policies and programs.

AUTOMATED RELEASE OF CARGO

Simple tariffs
& clear
regulations

Simplified
Procedures

Cargo releaseis Effective use ; Developed / High

Compliance

mostly of Risk post audit / Capability for

Automatic Management Controls

Advance
submission of
declaration

Certified
Client base

Diagram : Thereisa lot thatgoesintofullyautomated cargo clearance

For example, for cargo release to be mostly automatic, itneeds to be accompanied by:

- Low rates of inspection and documentary examination upon arrival of cargoin the real-time flow of
cargo.
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- Low inspection rates cannotbe achieved without the effective use of risk management, high
recorded levels of compliancebyclients and relianceon post clearance audit (PCA) by Customs.

- Inallsuchcases, Customs follows simplified procedures and providing guaranteed release on
minimum documentation.

- Industrialized nations tend to have low tariff levels along with simple tariff regimes. Added to this,
the non-tariff restrictions and regulatory requirements are made transparent, allowingtraders to
easilyaccesstoinformation on commodity regulatory complianceand be effectively prepared to

meet these requirements.

EFFICIENT INFORMATION INTERCHANGE

Support for Supply- ! Efficient Information
chain Visibility Interchange

Simple & Standardized
Standard & simplified
Messages data

Progressive Build-
up of data

Diagram: Efficient information exchange impliesstandardized data processes

The next diagramlooks atthe key aspects of electronic information interchange.

- Standardized and simplified data is the basis for information flows. Non-standard data and
messaging create islands ofinformation and increasethe effort and complexity involvedin
maintaininginter-connections between information systems.

- The progression ofactions and operations intradeand transporttransactionsleadstothe progressive
build-up of data. The principle of progressive build-up leads to the gradual completion of information
needed by regulatory agencies and reduces the lead time for document-preparation.

- Allplayersintradeand transportdo not have simultaneous access to all pieces of information that
the importer / exporter or his agent needs for preparingregulatory declarations.The lack of
awareness about the anticipated supply chaintransactionsand currentstatus cargo movement
prevent the ‘regulated parties’ from making advancesubmission ofinformation. Therefore, support
for supply-chain visibility is a key factorinthe enablement of rapid clearance.

EFFICIENT SUPPLY-CHAIN MANAGEMENT

Lastly, the physical and logistics side of operations must match with the paceof the regulatory clearance. There are
many aspects to this activity. The services thatform the onshoreinfrastructureincludetuggingand pilotage,
terminal handling, container yard management, tally & accounting, intra-terminal and intra-port-facility movements,
and warehouse management (binning & retrieval). The diagrambelow depicts the inter-relationships.
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Highly automated
Cargo facilities

Excellent Logistics Reliable & Orderly
Capability Cargo Delivery

i Real-time exchange y Diagram : The role of logistics operators is vital
\ with logistics operators

Terminal
Operators,

Experts have documented (Clark, Dollar, & Micco, 2004) that poorly-performing ports have a direct negative impact
on trade volumes andthisis visibleinsmaller and less-developed economies.

The quality of onshore infrastructureis animportantdeterminant of transportcosts. Port infrastructureis a major
determinant of transportcosts. Poorly performing ports can accounts for up to 40% of predicted transportcosts for
countries with a coastlineand up to 60% for landlocked countries. Resolvingsuch inefficiencies through
infrastructureupgrades canresultinsignificantimprovements.

Therefore, investment in port and airportmodernization has to go hand in hand with a number of other initiatives
inregulatory simplification. These investments are largeand complex. They involvethe use of high-technology and

long gestation periods. Return on investment is typically spread over decades.

The analytical framework of ‘Activity Systems’ used in this chapter provides a clear perspectiveon the strategy for
customs modernization. The expectation of short and predictablereleasetimes is the resultof a series of inter -
dependent activity systems that range from portinfrastructureto simplified customs procedures and is mediated by
several inter-dependent factors.

The followingdiagramillustrates theentire pictureof activity systems which was arrived at by aggregatingthe
above diagrams into one singleframe. Customs executive management must recognize that there is a need to
work simultaneously on different aspects of customs modernization, as the chainis as strongas its weakest
link. The framework also provides the opportunity to arriveat a strategic positioning on each component of
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the activity system:
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Diagram:Activity System of Country X thathas a highly effective

STRATEGIC SYNTHESIS: IMPLICATIONS FOR SINGLE WINDOW

A SingleWindow project can be used as a vehiclefor enabling or promoting each of the ovals inthe activity
diagram (save the two olive-green ovals in the top left corner, which are the preserve of logistics infrastructure,

whichis not of direct concernto Customs).

The Single Window initiative will impacta number of customs modernizationinitiatives by providingthe
impetus to drivethe strategic components of a modern customs administration. Single Window projects will
alsohavea positiveimpacton the different strands of modernization. Likewise, when a Single Window project
islaunched and becomes an integral partof the trade-regulatory eco-system, itwill be animportant factorin
formulatingvarious programs for customs modernization.

The key principles of Customs modernization become normative for all participating CBRAs in the Single
Window initiative. Forinstance, if Customs follows risk management practices, itwould become imperative for
other government agencies followsuit. The same logic applies inrespect of trusted trader programs, Post
ClearanceAudit programs, clientoutreach programs and the regimes of simplified procedure. Participating

CBRAs will beableto sharetheir best practicewith other agencies.
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CHAPTER 4: ESTABLISHING FORMAL STRUCTURES

POLITICAL MANDATE

The mandate on a Single Window gives the official instruction or direction to proceed with its development.
The mandate gives legitimacy to the adoption of certain clear policies and well -defined objectives, the
establishment of new organization structures and the assignment (including reassignment) of technical
financialand regulatory authority to achievethese objectives. The mandate has to be political sinceonly the
political leadership can supportthe far-reaching decisionsthatneed to be taken to supportthe Single Window
initiative.

The mandate can either be an Executive Order, a Decree, or an Act/Resolution by the appropriatelegislative
body. The mandate has to be legallyvalid and administratively sound. Broadly, the mandate for a Single

Window initiative comprises thefollowing:

e Statement of object & purposes
e Definition of terms used
e Activities/services covered by the Single Window concept
e Establishmentof the Lead Agency organization and the identification of partner organizations/ CBRAs:
e Legal definition of the Lead Agency entity
e Financial dispensation for the Lead Agency& operatingphilosophy
e Lead Agency organization & consultativestructures
e  Powers vested to each of the identified organizations, includingthe Lead Agency to:
e Approve projects
e Recommend changes to legislation
e Set servicestandards
e Adopt changes to business processes
e Adopt interoperability standards
e Evaluate andreview project implementation
e Handledisputes.
e Date of applicability
e Schedules for the implementation of the Single Window Initiative:

When the mandateis not clear,there is a danger that default organization structures, existing delegation
of authority and resources and existing modes of operation will prevail,and this could causedifficulties in
the realignment of business processes thatis necessary for Single Window development. The extent to

which the mandate canbe explicitwould varyaccordingto the political and administrative cultures.

CREATING EMPOWERED ORGANIZATIONS

The Single Window environment needs a Lead Agency inorder to co-ordinatedecision makingand to
orchestrate the border management activities across multipleagencies. The Lead Agency has to be driven by
consultativeandinclusive process of decision making. Whilethe precise outcome of this process will be
reflected inthe governance structures created under the mandate, the actual configuration will require four
key aspects of the proposed structure: (i) The extent to which itis an operator or an orchestrator (ii) The
degree of organizationalre-structuringand re-allocation of powers envisaged (iii) The legal characteristics of

the operating entity (iv) The involvement of private agencies in the decision making and operational structures.

SINGLE WINDOW OPERATOR OR ORCHESTRATOR?

Responsibility of Single Window Lead Agency organizations can vary considerably dependingon the
answers to the followinglines:
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Is the role of the Lead Agency primary role is to define, manage and enforce the interfaces, data standards,
service standards and business process?

Ifthe answer is yes, then such a Lead Agency is more of a Single Window Orchestrator thanan operartor.

Single Window Single Window
Operator Orchestrator

Responsibility includes Responsibility for

running ITsystems standards andinterface

specifications

High Extentto which Lead Agency will operate IT systems Low
Common or centralized Separate ordistributed
ITsystems for CBRAs ITsystems for CBRAs

What is the degree of centralization and sharing of IT Systems between CBRAs?

Ifthere is a high degree of centralization and sharing, the Lead Agency may finditselfin the role of the Single
Window Operator, which to a great extent will be called upon called-uponto operate IT Systems as opposed to
letting the individual CBRAs to operate their own systems.

[RE-ORGANIZATION OF CBRAS

The Single Window Initiative presents a unique opportunity before the government to re-organize regulatory
functions. Reorganizationis a strategic decision. The extent to which regulatory authority for examination,
intervention and releaseis vested in the Lead Agency is one of the issues of re-organization. Centralization of
regulatory authority would lead to the so-called ‘Single Authority Model’.

Single Co-ordinated
Authority Authority
High Low
Extentto which Lead Agency hasthe authorityto inspect, release etc
Regulatory geney Y P Regulatory
Authority Authority
vested in Single remains .W'th
Authority respective

organizations

These significantdimensions were briefly discussed in the UN/CEFACT Recommendation 33. What appears
from the various implementations around the worldis that there is nosingle model, which is universally
applicableandthere could be variationsalongthe dimensions described above. Authority and accountability
goes hand in hand. Lead Agency authority should be assigned only to that body which has the ability to deliver
and canbe held to account for failure. Itcould be an existing body such as a government department. Itcould
even be aninter-agency body created specifically to fulfillthe mandate and has the legal and administrative
authorityto act.
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LEGAL PERSONALITY OF THE ENTITY

The above discussion provides two different aspects to understanding the functional role of the Lead Agency (i)
how involvedis the Lead Agency inthe operational aspects of the Single Windowand (ii) to what extent will

the Lead Agency possess functional authority.

The configuration of this functional role would influence the options for the type of legal entity that needs to

be created for the Lead Agency. The legal entity could take the following corporateforms:

e A government department with defined inlawor regulations with specified executive and agency
powers & responsibilities

e An autonomous entity created through an Act of legislature

e Aentity established by company law, whether private or public

e Any other voluntary association of entities covered by other national legislation

e Joint Venture with commercial entities.

PUBLIC PRIVATE PARTNERSHIPS (PPP)

The involvement of the Private Sector cantake many forms and would influencethe financialand operating
governance of the Single Window Environment. The form of Public Private Partnership would determine the
extent of involvement of government infinancingthe capital and revenue expenditure and the structuring of
the inflows and outflow of funds owing to the Single Window Initiative.

The forms of PPP canvary alongtwo dimensions —the increaseinthe degree of Private Sector riskandthe
degree of Private Sector involvement especially whenit comes to dealingwith the operating infrastructure. As
each formis described, the common underlyingtheme remains - the regulatory authority and accountability
for regulatory compliance still remains with the government, regardless of the form of PPP.

The essential forms are (i) Operations & Management Contracts (ii) Assetacquisition or leasingdeal (iii) DBFO
(Design-Build-Finance-Operate) (iv) BOO (Build Own Operate) (v) BOOT (Build,-Own-Operate-Transfer) and
Joint Venture.

One of the above forms PPP will emerge based on a careful analysisthefollowing questions:

. Does the Private Sector take-over existingassets involvedin the Single Window project, whether
through acquisition or lease?

. Will theexistingassets thatare leased to the Private Sector be returned at the end of period of
operation of the leaseor contract?

. Is the PrivateSector is permitted to acquire additional capital assets or will only government
decide on capital investments?

. Will the operating expenditure be met through revenue streams by charginguser fee or will there
be government fund partially or fully the operating costs?

. Inthe assetacquisition cycle, will the Private Sector also be involved from the design stage?

. Will thegovernment and the PrivateSector jointly build and operatethe unit where risks and

returns areshared?

The followingdiagramlists outthe options for PPP. The italicized items in the diagramdescribethe

choices availableto the government:
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Diagram: Options for private sector involvement

STRUCTURES OF GOVERNANCE

Governanceis about allocationrolesand responsibilities. Itis also aboutclarity and transparency, howrisks
are managed, who is accountablefor what. The mandate that creates the empowered organizations also

needs to specify minimally thestructures of governance.

Inthis example, the political mandatecreates a Governing Body as the Lead Agency to run legal entity, whichis
headed by an Executive Director who formally reports to the nodal ministry (for example, the Ministry of
Finances). The Governing Body, which has members from all major stakeholders has been empowered

through the Mandate on Single Window to take all policy decisionsincludingapproval of projects,
management of standards andinterfaces, Interchange Agreements, Memoranda of Understanding between
CBRAs, servicelevels etc. Ithas defined financial powers alongwith allocations inthe public budget. Further, it
is assisted by an Executive Secretariat, which provides administrative and technical support.

The projects that participateinthe Single Window Environment are governed by the Executive Secretariat
either directlyinits Capacity as the Single Window Operator or inits roleas the Orchestrator. A few major
projects would constitute the core of the Single Window on which, the Executive Secretariathas directcontrol,

but on other projects that arerun by the respective CBRAs, it may be involvedinindirectsupervision.
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The illustration given above suggests that there a Single Window Environment could include multiple projects.
Some projects within the directoperational control of the Single Window authority and others projectsin

which the authority merely specifies conformancestandards of operation.

The organization structurethat governs the Single Window environment would be different in different
countries. The reporting structures, lead agency configuration and the distribution of executive powers within
the structure would differ from countryto country. In general there are 3 layers, the Consultativelayer,
involving representatives of the privatesector, CBRAs and domain experts, the Decision Layer involvingthe
governing body that has executive responsibility for approving standardsand running projects and to make
consultations happen. The execution layeris responsiblefor projectexecution. Responsibilities rangefrom
orchestration to operation. Not all projects thatare part of the Single Window Environment would be
operated by government departments orthe Single Window ‘authority’. In some cases, the legacy systems of

government departments would also continueto play a role within the Single Window Environment.

The complete organization structure needs to provideclearroles and responsibilities,and clear reportinglines.
Responsibilities within the structure need to be clearly specified. The mere factthata particulardepartmentis
actingas the Lead Agency andis servicingunder anadministrative ministry does notgive it any special
privileges. For any structure to be sustainableover a long period of time, the fine balance between authority,

competence, responsibility and accountability needs to be maintained.
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CHAPTER 5: DESIGNING SINGLE WINDOWS SERVICES

VALUE PRESERVATION ROLE OF REGULATORY AUTHORITIES

Regulatory authorities areserviceorganization and the Single Window Environment is the medium through
whichservices aredelivered. These services areaimed at simplifying Trade’s efforts in meeting the
requirements of cross border regulation. If performed efficiently and effectively, these services help preserve
valueina supply chain. Participants in theseservice operations bringto bear a number of resources —

technological and human, including skill,ingenuity and experience - in pursuitof value preservation.

Services are delivered through access channels.Inthe course of delivery of a service, the trader (and his IT
systems) and the CBRAs personnel (and their IT Systems) participatein the creation of the service. The Single
Window facilities areatthe center of this complex process. Like anysystem, a Single Window alsoinvolves a
complex a combination of people, processes and technology. Any improvement in these systems must

necessarilyinvolveallthreecomponents and must begin at the design stage.

UNDERSTANDING INTERACTIONS

Bringingservices “under one roof” involves a collaborative effort on the partall CBRAs in redesigning
interactions between the trader and regulatory agencies. This redesign of interactions mustbe carried out
from the trader’s point of view. Interactions can happen through multipleaccess channels butcan broadly be
dividedinto two -virtual and physical. Onlinesubmission of information and documentationare in the virtual
domainand the faceto face interaction between the trader and officer forms the physical part.

Convenience and accessibility of the location of service outlets, the layoutand the servicecounters, waiting
times in queues, dead time between operations,and physical conditionsatthe servicecounter are all

important questions for interaction design.

The “services” and “interactions” deployed by Customs or a Cross Border Regulatory Agency can be visualized
through a touch-point map. At the basiclevel, the functional services operated by CBRAs can be categorized
into:

- Information Services:The provision of information to the trading community and the general public
for awareness and to achieve informed compliance;

- Checkpoint (or Border Post) Services: The physical checking of documentation or goods, utilizing
various means (i.e. non-intrusiveinspection, sampling, lab-testing, un-stuffing), atthe border;

- Counter Services: The physicalinfrastructure used by agencies to meet with clients,inorderto
receive forms, or issueapprovals;

- ComplianceServices:The infrastructures deployed by agencies to process and verify applications, and
to ensure compliancewith regulations;

- Enforcement Services: The investigation of possible offences, the issuing of penalties for offences
committed, andthe interfacebetween the agency and the judiciary,intheevent of cases requiring
prosecution of offenders.
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At the high-level, these services will appear quite generic. However, as we drill into levels of details between
different agencies and different processes whilecarryingoutthe functional assessment, differences will

surface and the alignment of these differences will be crucial in designing a business -centric service experience.

Itis alsoimportantto address certain ‘soft’ issues atthe design stage. For a specified type of interaction
between the officer and the trade, ifthere are multipleand highly subjective outcomes, then there is a
potential for user dissatisfaction. ‘Built-in’ complexity and variability ininteractions reducethe level of
predictability,and increasethe chances of manipulative or corruptbehavior. Such variables mustbe identified
early,duringthe design stage, and eliminated.

FUNCTIONAL ASSESSMENT IN SINGLE WINDOW

All Single Window project must startfrom a comprehensive understanding of an organization’s currentstate,
before the Lead Agency and the Participating Agencies areableto pursuereform, realignment and redesign of

services and interactions. This is donethrough Functional Assessment.

Functional assessmentrefers to the process for collectingthe necessaryinformationinorderto acquirea
holistic understanding of the process steps, data requirements andlegal enablers thatis currentlyinplaceby

Cross Border Regulatory Agencies, sothat the necessaryrealignmentand reorganization cantake place.

The WCO Functional AssessmentTemplate guides administrationsin gatheringthe informationina structured

way, so thatitcan holistically understand:

- How registration oftradingentities is taking placeinagencies that have a trade regulatoryrole;
- Whatkind of process is used to manage the import / export / transitprocesses;
- Whatkindinteractions takes places between the agencies when handlingsuch processes;
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- How agencies validatethe data or informationitis receiving;

- The decisions thataremade inresponseto data or information received;

- The timing that these decisions aremade;

- The postreleasechecks that aredone;

- The enforcement work thatis done;

- The statisticalinformation thatis required to be captured or published for reporting, or analytical
purposes;

- Thelaws and policies thatgrants the agencies the authority to act;

- The collection of revenue andfees undertaken as part of the agency’s role;

- The existing paper-based or electronic system that is deployed;

The Functional Assessment Exercise provides the fundamental understandingfor the Lead Agency &
Participating Agencies to understand the “current state”, so that the necessary Business Process Anal ysis, Legal

Gap Analysis and Data Harmonization cantakeplace.

Functional Assessmentis a time-consuming process —there is a need for officers involved in this exercise (such
as relevant technical working groups working on Single Window) to be patient, disciplined and detailedin
collectingthe information that is needed. Because of the specificityinvolved,itis necessaryto engage partner

agencies inadvanceand to secure their full cooperation. Importantfactors to consider include:

- Setting asideenough time, sothatinformation canbe gathered, and clarificationscanbesoughtif
original inputs were unclear;

- Havinga strong point-of-contact in each partner government agency where the exerciseis being
conducted so that the correct expertise can be made availableto take partinthe exercise;

- Conducting briefings sessions ahead of the actual visitso thatparticipants havean understanding of
whatis expected of them, andthe reason for the exercise;

- Buildingupthe necessaryrapportandtrust, sothat communication will beopen and objective;

- Develop templates to allowforinputs to be collectedina structured way, for effective analysisand
comparison;

- Where necessary, ensure that the necessary permission, security clearanceand authorization had
been received, sothat agency partners cansharethe relevant information —where informationis
sensitiveor secret, itis alsonecessaryto providethe appropriatelevel of security classification to the

functional assessment conducted.

25



SINGLE WINDOW COMPENDIUM SUPPLEMENT

CHAPTER 6: HUMAN RESOURCE & CHANGE MANAGEMENT

Due to its strategic nature, the development of a Single Window environment may lead to changes in the
organization structure of the participating cross-border regulatory agencies (CBRAs). The design of new service
interfaces also haveimplications for organization design, which needs to be pursued methodically. The
Functional Assessment process provides the necessary preliminaryinformation to startthe exploration, but
changes to processes and organization structurewill resultin the creation of new roles and the modification of

existingones. These areissues on which agencies musttake a long-term view and create a roadmap.

Customs deals with a number of tasks thatare 'cross-cutting'. From both policy and operational perspective,
this poses challenges to the hierarchy-bound government set-up. Enhanced coordination andintegration
between CBRAs is necessaryandthe actions ofthe participating CBRAs cannot be permitted to become
disjointed. The strategic management process enables the alignment of incentives, organizational processes
and cultures of authorityin order to fit criticaltasks withinand across organizational boundaries.

DRIVERS FOR RE-ORGANIZATION

Changes to workflow arising from operational co-ordination between CBRAs in the front-offices and back-
office were also discussed. Essentially,implementation of Single Window will lead to changes in the way work-

packages areformed and work gets completed as outlined below:

- Sharingthe workplacewith agencies belonging to other CBRAs, federated control units,integrated
risk management units, inter-agency targeting centers, common contact centers and front offices.

- Routing of work between staff andinvolvement of staff from different agencies injointactivities.

- Empowering frontlinestaff through cross-designation: Staff from one CBRA to receive and deal with
some of trade’s queries concerning of another CBRAs

- Empowering frontlinestaff through better delegation of authoritysothat itdoes more with fewer
hand-offs, alsoleading tojob-enrichment.

- Co-ordinated and combined inspections,

- Co-ordinated interventions andrelease of cargo

As a consequence of these changes, accountabilities for servicedelivery will bere-defined and reporting

relationshipswillbere-drawn.

Re-organizationis a corollaryto the redesign of services. It is a powerful tool inthe hands of the executive
management, but is alsoa rareopportunity, which must be use d with care. The announcement of an
impending organizationalrestructuringshould beused carefully and with full preparation sothatithelps the
executive management to take concrete steps to gather resources and to launchinternal and external
communication to both staff,as well as the trading community.

There is always the expectation that IT driven efficiency would free-up some human resources, besides
producingbetter results fromimproved coordination among units that work together. This however, is not
necessarily thecaseandshould be verified especially with respectthe actual configuration of work performed
by the staff. The reorganized structureshould match closely with needs, prioritiesand expectations of the
target organizational structure. The job specification of each employee needs to be reviewed inthe Single

Window environment.
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HUMAN RESOURCES

VHUMAN RESOURCE INVENTORY

Human resource planningis the key factor for enablingorganizational improvements. Typically, employmentin
the civil serviceis characterized by lifetime employment and a high level of job security. This can be helpful
because employees canremainassured thattheir employment would be intactdespite changes intheir job
content. At the same time, assured employment can be an obstruction to enforcingdisciplineand favors

employees over employers.

Insome countries, Customs and other CBRA staff arevulnerableto briberyand irregular payment. Measuresin
placeto mitigate integrity risks includestrictseparation of responsibilities and powers, mandatory rotations of
staffto prevent individuals from becoming too entrenched and rule-based decision makingtoreduce the
discretionary powers possessed by individual officers.

The Single Window Environment can be used as a tool to undermine and defeat the abuse of authority and
corruption by putting pressure on non-transparent working methods. The use of technology to systematically
undermine corruptbehavior must be deployed in conjunction with other measures to reduce corruptionand
irregularities in border procedures.

Skill inventories will reveal the gap between current HR capabilities and requirements under the Single
Window. What have the employees been doing intheir positions over the years and are they ready to work in
the changed environment? This brings us to the question of employee competencies which will bediscussedin

the followingsection.

COMPETENCIES OF MANAGEMENT & STAFF

Inthe Single Window Environment, the specific competency profiles for different staffing positions will haveto
be re-assessed. This can befacilitated through the RACIN matrix [Responsibility, Accountability, Consultation,

Information Not concerned- Not involved] shown below:

Leadership Function Customs Change from Competency
Area current role profile & HR
Impact
Policy Supportpolicy oversight on single window Informed None
Establishthe strategic businesscase Responsible Minor None
Maintaining policymomentumand Responsible Minor New roles in
ongoingsupport policy devt.
Program Management Accountable Significant New positions
in program
management
Project Business case forthe preferred project; ? ?
Project procurementand implementation ? ?
Project monitoring, evaluation, review and ? ?
sustainability.
Technical Harmonization of laws and procedures ? ? ?
includingdevelopment newlaws and
regulations to support
Data harmonization and business process ? ? ?
alignment;
Development of functional and normative ? ? ?
structures of datainterchange.
Operational Traderaccount management ? ?
- Business ManagingLicenses, permits ? ?
Management ofbusiness operations - ? ?
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Leadership Function Customs Change from Competency

Area current role profile & HR
Impact

release decisions;

postrelease accounting/postrelease ? ? ?

enforcement

RiskManagementin the integrated ? ? ?

environment

Business Intelligence ? ? ?
Operational Ownershipof ITassets: data center, ? ? ?
-1T hardware, software and data networks

Ownership of information assets: Data ? ? ?

management and data life-cycle policies.

Management of IT enabled operations — ? ? ?

operations management, change
management configuration management
etc.

RACIN Matrix: Responsibility, Accountability, Consultation, Information Not concerned- Not involved

The desireto assumestrategic roles ina Single Window comes with the requirement to possess or develop
specific competencies. For example where Customs is called uponto manage the operational aspects of the
Single Window Environment, its executives will requireadditional competencies involved in the management
of inter-agency process and integration of IT systems both internally and externally.

Similarly, the desireto take on new responsibilities in theoperational business domainwillalsorequirea
similar matchinthe level of competencies and capabilities.

Through the RACIN matrix and the Functional Assessmenttemplate, itis necessaryto undertake the necessary
HR planningsothatfunctional capabilities can beacquired through new hires, transferred as partof the
overall reorganization of agencies, or trained from existing staff as partof ongoing capacity building, or re-
training for new tasks.

ANALYZING TRAINING NEEDS

Trainingis thekey to implementing the transformational changes ina Single Window Environment. Inany
Information Technology based change, user trainingis a major activity. The staff will taketime to get used to
the new workflows andinput screens. Training has to focus both on interpersonal communicationas well as

technology aspects..

Training needs should be determined strictly based on what helps address the key delivery needs, and what
helps familiarize staff with the roll-outtargets in the current phase.The ‘hunch’ of individualsand vague
notions about the need to ‘give our staff some exposure’ seldom succeed, and are not substitutes to a formal
approachto training needs assessment. Grooming and career path chartingcould be a basis for planning
training packages butsuch an effort should be linked to the overall HRand placement policy. Changing
employee attitudes to customer service, especially sensitizingthem to the needs of the trader is a challenge.

No assumptions should bemade inrelation to the readiness of staff to assume positions in theSingle Window
set-up. Re-definition of job content and cultural changes introduced by new ways of working will haveto be

addressed through a package of measures.

Itis a goodideato schedulehands ontrainingvery closeto the actual rollout of operations.Such trainingcan
alsobesynchronized with the modules being rolled out. Computer based trainingor eLearning modules are
helpful in ensuringthat trainingis self-pacedandis based on practical needs.
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INTERVENTIONS FOR ORGANIZATION DEVELOPMENT

Human resource planning does not take placeinisolation —itis a partof the strategic management and
corporate planningprocess thatis executed based on anorganizational context, and as aresponseto broader
impetus, such as a government reform agenda, or a singlewindow program. Itis well known that systematic
andregular collection of data about employee performance, employee perceptions and organizational
processes canyieldimmense benefits. Onthe basisofanalyzed information, executive management can
intervene with development oriented programs that foster positivevalues, improve employee capacities and
strengthen work culture. All of these programs supports the overall reform agenda and has a directimplication
when implementing a Single Window environment, when cross-cuttingissues involving different government

departments and agencies need to be understood in holistic terms.

Hence, itis necessary tounderstand human resourceissues interms of the overall Quality Management
System. There are other structured and framework oriented programs that deal with organizational

development.” Total Quality Management’ (TQM) fallsinto this category.
The ISO9000 Family of Standards

One of the most common TQM standards used in manufacturing, serviceand public sector is the 1ISO9000
family of standard which provides a series of standards and principles for companies and organizations to

establisha quality management system.

Continual improvement of the quality
management system

M anagement

Responsibility Customers

Requirements

Input

Key

A 4

Product
Realizati

O

Customers
Resource M easur_ement | |
analysis and = = = = Satisfaction
M anagement )
improvement

Value Adding Activities =—————1p-
Information flow _— -

Model of a process based quality management system (1ISO9001:2008)
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Viewed from the perspective of an ISO9000 Quality Management System, it becomes clear thatany kind of
change management and human resource planning must be rooted in trying to meet customers’ requirements,
and achieve customers’ satisfaction.

“Customer” inthe regulatory context, canbe a generic term used to describe members of the public,and
members of trade that regulatory agencies interact with inthe provision of regulatory services.In considering
this point, itmust be understood that regulatory agencies cannotbe expected to perform its duties as if “the
customer is always right”. This is neither feasible nor desirable. However, itis necessary to find the appropriate
“middle-ground” in which officers understand the importance of their regulatory roles,and work towards the
achievement of their respective regulatory mandate whileenhancing national competitiveness, trade
facilitation, and logistics efficiency. Hence, the service-centric and customer centric mindset is notcontrary to
the regulatory mission of regulatory agencies.

CHANGE MANAGEMENT

As aresultof the Single Window, there will be several changes,andto assistinthis process, all CBRAs must
answer some basic questions concerningthevalue proposition of Change:

. What new valueis the Single Window bringingto the do the clients
(importers/exporters/carriers/brokers)?

. What kind of changeis really necessary to bring that new value?

. How will the changes benefit the administration?

. Does the administration need change to accommodate those values?

TEN STEPS LEADINGTO CHANGE IMPLEMENTATION

The followingis a conciseapproach to change management based on WCO Compendium on Capacity Building.
This ten-step approach has been adapted to the Change Management Process to be followedina Single
Window Environment.

Step One: Focus on the business processand noton the function:Processes arethe way the CBRAs interact

with the clients and with each other.

Step Two: Development of a process profile: Most processes within CBRAs may not be documented prior to
the implementation of a Single Window. Only documented processes provideimprovement opportunities.

Apply the 80 —20 Rule.
20% of the processes consume 80% of the resources;
20% of the activities within a process generate 80% of the results;and
20% of the problems within a process represent 80% of the opportunities forimprovement.

Step Three: Process mapping: Only documented processes can be subject to controlled change. In most CBRAs,

processes may have evolved.

Step Four: Measure the processes: Whatcannot be measured canseldom be controlled. Process
measurements allow CBRAs to determine current performance levels and establish quantifiableimprovement
targets.

Step Five: Study other Single Window implementations: Ideas or proven processes in other Customs

administrations can provideinvaluableinformation and savetime and possibly avoid mistakes.
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Step Six: Process redesign: Using the information gathered from the previous five steps, Customs can now map

out the new processes, eliminatingredundancies and duplicatework activities.
Step Seven: Balanceprocesses and technology : Optimize use of technology through interaction design.

Step Eight: Manage process change: CBRAs should proactively managethe change by identifyingand assessing

the risks beforethe changeis made.

Step Nine: Prepare people (staffand clients) for process change: Followthe Head, Heart and Feet Model for
Successful Change.

Head — peopleintellectually understand the need to change based on supportingdata. As much

involvement as possiblewill helpinunderstanding.
Heart — People are emotionally engaged in change becausethey see the performance possibilities.
Feet — People take personal action as a participant, notan observer.

Step Ten: Continue Process Improvement: CBRAs should be constantly onthe pathto improvement with day-
to-day challenges and opportunities. [Pleaserefer to Survey feedback and Total Quality Management are

frameworks for continuous improvement”

COMMUNICATION: LIFEBLOOD OF CHANGE

Managing change that results from a Single Window implementation requires a formally developed

communication plan with the following broad objectives:

e Stakeholder buy-in & support
e Overcomingresistance&assuagingfears
e Maintainingclarity & minimizing confusion

Itis useful to distinguish between internally directed and externally directed communication:

INTERNALCOMMUNICATION:

Dominance of informal communication channelsand grapevineis rarely helpful in managing change.
Employees need to be informed formally, promptly and correctly about the impending changes. There should
not be any scopefor ‘hidden agenda’ and rumors. Messages have to be regular, uniform, with a clear purpose
andin the context of the purpose. When formal opportunity is provided to employees and free-flow of

informationis permitted in formal settings, it promotes consistentfocus on problem areas.

Where reorganizationis expected to occur, with staff expected to be transferred to other functions within the
same organization, or transferred to other organizations,itis even more criticalfor all departments and
agencies involved to coordinateon the message to be communicated. Staff would be naturally concerned
about their career prospects, job security and benefits, such as salaryand pensions. Clear communicationis
necessary to providethe necessaryassurances, orif employment terms are expected to change, to carefully

engage and counsel,so as to mitigate the likelihood of a serious backlash.

Staff Unions and welfare committees can often support the dissemination of messages to employees and
Human Resource Departments must, additionally, plan for formal settings to communicate with the staff, and
receive feedback from staff of areas of concern that need to be subsequently communicated. Staff intranet
sites, circularsand information booklets can also be developed to supportcommunication with staff. Early
intervention and adequate communication will ensurethat employees have sufficienttime to understand the
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changes, its implications and how they could be affected. It limits the likelihood of passive resistance to change,

as well as reduces the likelihood of intractablelabor disputes thatcould complicatethe singlewindow project.

EXTERNAL COMMUNICATION

A formal approach to external communicationinvolves creating stakeholder classes, describing thevalue
proposition of the Single Window projectfor each stakeholder class,and creatingtargets groups for
communication. Following stakeholder analysis, management attention should shiftto brand-building. Building
animage for the Single Window, logo and a set of slogans thatinstinctively convey the value proposition of the
Single Window is a part of this exercise.

Short and comprehensive slogans thatconvey the main benefits can be used as mantras to supportdialogue
and discussionsand help the entire management team to consistently ‘sell’ the project proposition. Different
types of communication material should be builtfor different classes of stakeholders.Forinstance,itmay be
useful to build differentflyers need to be builtfor political executive, for senior management and for trade.

Short infomercials canalso help promote the concept effectively.

Single Window projects are often known by a short title or anacronym whichinitself tends to become a brand.
Itis not enough to create a charter for the singlewindow project; every project has a charter. Whatis
absolutely necessaryis to create a set of precepts that should be repeated like mantras inthe course of
meetings anddiscussions.Projecttitles and acronyms shouldn’tbecome brands by default. Brand creation

should be the resultof a professionally produced communication plan.

The Single Window brand can be builtby putting together a set of ideas andimages that embody the Single
Window outcomes. Forinstance, the brand image that the WCO Data Model, a project to promote the use of
harmonized data for a singlewindow is “Cross-border Transactions on the FastTrack".

An attractive project brandingcan help drawand maintain the attention of the stakeholders. The key ideas
behind the singlewindow can be captured insimple precepts that will actas guiding principles and help
maintain continuity in the flow of ideas. Logos, slogans and other visualdesign can equally contributeto the
brand. The projectprecepts or principled statements are of immense valueto the entire projectas they help
bring sanity to discussions. For example, Columbia produced the Single Window and linked it with the theme
of “No more squarewindows and squarefaces” became aninstanthit. The audiovisual material produced by

Peru and Republic of Korea are also examples toillustrate this point.

Maintaininga visible presencefor the Single Window concept is crucial. Public visibility among the stakeholder
communities is the product of a formally developed Communication Plan. The planshouldincludeboth
internal and external stakeholders. Singlewindow being a complex undertaking has a variety of stakeholders
and different packages need to be builtfor these stakeholders.The communication activities mustflow from
this plan. Periodic seminars, workshops, awareness raising events, brochures, mailers and other means of
communication can be used to maintaina credible presencein the minds of the stakeholders. Making
presentations at international events such as those organized by the World Customs Organizationand the

United Nations arealsoa useful measure to attract the rightkind of attention.
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CHAPTER 7: BUSINESS PROCESS ANALYSIS & BUSINESS PROCESS MODELLING

BUSINESS PROCESS MODELLING USING UML NOTATONS

|BUSINESS PROCESS ANALYSIS

Business Process Analysis is defined as a sequence of steps performed for a given purpose.

Based on this generic definition, a “business process” within the context of trade facilitationand Single
Window development would refer to the chain oflogically connected activities to move goods and related

information from buyer to seller acrossborders.

This process is can beillustrated usingthe UN/CEFACT Buy-Ship-Pay model, which describes the international
supply chain.as shown below:

Intermediarv

Supplier > Buy >> Ship > Customer

AUTHORITY

UN/CEFACT Buy-Ship-Pay Model: Very simplified way of showing a

Itis clear fromthe Buy-Ship-Pay model that Cross-Border Regulatory Agencies are not involved in every single
step of the supply chain.Infact, the majority of activities onlyinvolve privatesector entities and CBRA
regulations and interventions only makes up a small partofthe process.

As we explore deeper intothe supply chain, we may identify the followingindividualactivities:

( N\ ( .. N\ 4 .
Buy Ship: Import Pay Request Payment (Invoice)
e Agree contract (payment terms, *Processimport declaration eOrder Payment

deliveryterms eProgress cargo declaration eExecute Payment
*Place, confirm orrevise Order e Check security eIssue Statement
*Release goods
\ J \ J \
( . N\ ( .. . N\
Ship: Prepare for Export Ship: Prepare for import
eBook transport *Obtain importlicence etc
eInsure cargo *Book transport
*Make Customs Dec. eEstablishcredit
*Obtain exportcredit guarantee
eObtain licence, etc
\ J \ J
( . N\ ( . N\
Ship: Export Ship: Transport
eProcess goods declaration eCollect goods
eProcess cargodeclaration eTransport & deliver goods
* Apply security checks *Provide waybills, goods receipts
eClear goods statusreports, etc
eProvide cargodeclaration
\ y \ *Advise Despatch J
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Within the Buy-Ship-May model, official controls, coveringall processes involving Cross -Border Regulatory
Agencies have been grouped together under SHIP processes. This is only for convenience sinceactivities
related to official control extend beyond the physical transfer of goods and sometimes extend into the BUY
business areas (international orders for purchasedepend on licensing or certification goods, manufacturers,
premises). Regulatory processes also extend into PAY Business Areas, since paying for the goods include
payment of duties, taxes and fee and details of payableor paid amounts for goods determine customs
valuation.

To overcome limitations posed by different view of the BUY-SHIP-PAY supply chain, the WCO Data Model
Project Team developed the ‘Simple Business Process Model’ shown below:

Reports / declares / produces (goods / documents)
Supplier / agent l

Charges

Sends Communicates
\ 4 Customs Partner
] Pays Office CBRA
Goods Duties accounted for

Communicates

Single Window Interface
S
Receives
gl Customer/Agent  ursvrrmee
Transports

Reports / declares / produces (goods / documents)
Transport

W C O Data Model: Simple Business Process Diagram

The term “reports / declares /produces” refers to the Revised Kyoto Convention meaning of the term: to
report the Cargo Declaration, to declare a Goods Declaration and to produce the Goods or a declaration of
departure or arrival to Customs. The processes and data-flows through and within the box titled Cross-Border

Regulatory Agency will be the main area of interest for a Single Window environment.

BUSINESS PROCESS MODELING

Any system development process will alwaysstartfromthe need to gather data and information aboutthe
process,sothatitis possibleto determine what needs to be built,in order to achieve the intended outcomes.
Chapter 5 hadintroduced the Functional Assessmentprocess to supportadministrationsin collectingthe
relevant information aboutthe work in text form, utilizing a template. The results of the functional assessment
exercisecan often contribute greatlyto Business Process Modelingand Business Process Analysis by providing
the baselineinformation needed.

Business Process Modelingis a technique for documenting business processes, where each element of the
business process is presented by graphical notation. The end result of a Business Process Modelling exerciseis
a “Business Process Model”, which provides a visual abstraction of the business process to support

documentation, analysisand communication.
Business Process Modeling can bedivided into two phases.These are: Analysis Phaseand Design Phase.

e ANALYSIS PHASE: Is the phasethat the findings aboutthe business processes arebeingcarried out
and gathered.
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e  DESIGN PHASE: - Is the phase where the work flow of the business process is putinto graphical
representation. The output of analysis phasewill beused to achievethis phase.

OBIJECTIVES OF BPM

Business process model helps an organizationimprove how it conducts its functions and activities in order to
reduce overall costs, provide more efficient use of scarceresources, and better supportcustomers.

It introduces the notion of process orientation, of concentrating on and rethinking end-to-end activities that

create value for customers, while removing unnecessary, non-value-added work.

Generally, technology is implemented to automate or streamlinebusiness processes,soitis importantto
conduct a business process analysis to understand how the process works and how it can be improved

BENEFITS OF BPM

e To document business process models and process knowledge, i.e. process manuals for both private
and publicsectors

e To provideeasyaccess to repository that displays business process models as a wholeas well as
individual element that constitute business process models.

e |tallows there-use of business models.

e To identify problematic areas thatcauses delays in moving goods from seller to buyer across borders,
suchas unnecessary forms and documents and repetitive data element

e To find opportunities for improvements, such as reducingthe number of trade documents and
minimizing data requirements.

UML NOTATIONS

Unified Modeling Language (UML) is a graphical languagethatprovides a set of standard graphical notations

for business process modeling.

UML is aninternationally accepted modeling language widely used not only by business analysts in business
communities, butalsousedinInformation Technology and Software Development. The WCO Data Model also

uses UML forits notations.

PROCESS MODELLING SYMBOLS

No | Notation / Symbol Description & Instructions for Use

1. Package

Subject Boundary:
— Representsa process area
— Includesthe name of a subject boundaryon top

BusinessActor:

— Representsa role which participatesina particular business process.
— Canbeanindividual,anorganization, a department, etc.

— Is labelledwitha role-name

— Is placedoutside the subject boundary

3. Q Business Use Case:

— Represents a core business process
— s labelled with a descriptive verb-noun phrase

Relationship Association:
— Linksactors withthe use cases(business processes)they participate
in
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Send message

— Is useto specified the sendingMessage orinformationto one party

No | Notation / Symbol Description & Instructions for Use
> . Initial State
— Represents the beginning of a set of activities
— Canonlybe one initial state for each activity diagram
6. Final Flow State
® — Is usedto stop the flow of activities
— Indicates that further activities cannot be pursued
within the described context
7. @ Final Activity State
— Is used to indicate the completion of the business process
8. Swim lane
— Is used to break up individual actions to
individuals/agencies thatare responsible for executing
their actions
— Is labelled with the name of the responsible individual,
organization, or department
9. Activity
— Represents a non-decomposable piece of behaviour
— Is labelled with a name that 1) begins with a verb and ends
with a noun; and 2) is short yet contains enough information
for readers to comprehend
10. |_A] Object
— Represents a document or information that flows from one
activity to another activity
— Is labelled with a name of a document
11. Decision
<> — Represents the point where a decision, depending on the
outcome of a specific prior activity, has to be made
—  Has multiple transition lines coming out of a decision
point and connecting to different activities
— Attached with labels addressing the condition on each
transition line that comes out of an activity and connects to
a decision point orvice versa
12. Transition line
_—> — Indicates a sequential flow of activities and information
flows in anactivity diagram
13.
Fork (Splitting of Control)
— Is used to visualize a set of parallel activities or
concurrent flow of activities
14.
Join (Synchronization of Control)
g—ﬁ — Is used to indicate the termination of a set of parallel
activitiesor concurrent flow of activities

overanother
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No | Notation / Symbol Description & Instructions for Use
16. Receive message
- Is use to specified the acceptance message orinformation sendingby
anotherparty
17. Region

- Is use to specified a group ofdocument or information that flows
from one activity to another activity

DEVELOP BUSINESS PROCESS MODEL USING UML NOTATION

UML Notation of Business Process Model can be created with different tools. Any of the tools canbe usedto
suitany purpose, for example we have; Agile) Structure View, Argo UML, Astah, Borland Together, Concept
Draw PRO, Enterprise Architect, and Microsoft Visio. For the purpose of this document, the diagrams you see
below were created on Enterprise Architect Tool.

These are the steps involved in Process Modelling:

I Model Hi-Level Processes: explains thearchitecturethat would be used for developing a software

product. The architecture diagram provides an overview of an entire system, identifyingthe main
components that would be developed for the product and theirinterfaces.

1. Model Primitive Process Flow
1. UseCaseDiagram
This is the graphical overview of the core business processes thataresubjected to further examination
indepth. Italsoindicates all stakeholders/actorsthatareinvolvedinthe process. It alsoshows the
relationship between the business process and thestakeholders.
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The purpose of a Use Casediagramis to present a graphical overview of the functionality provided by a
system interms of actors, their goals (represented as use cases),and any dependencies (suchas
inclusions or extensionrelationships) between those use cases. The stick figures represent actors that
canhave a role.The ovals represent actions/steps in the process and the lines indicatea relation
between the actor and the process step.

2. Drawanactivitydiagram

Activitydiagramis anelaboration of each business process displayed inthe use casediagram
It also portrays theflow of activities from one stakeholder to another.

Fig3. An Activity Diagram showingthe elaboration of process flow between Actor/Stakeholders
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3. Drawtime procedure chart

Timing Diagramis the diagramthatshows the time procedure chartfor the business process.Thatis the
time taken to finish the process, starting fromthe beginning of the process to the end.
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Fig4. ATime Procedure Chart showingthe breakdown of the times segments involved inthe each

activity.
sd TD_REG_NCS1_BE _~
AGENT LICENSE REGISTRATION PROCESS {0.25-0.5 day}
2
0.5 da
a i o, AS IS Dusation : &
Maonths —> TO BE
= Duration : 2.75 - 3 Days

PROCESS

0=+

Legend
[ 1: submitting =-application form
[ ] 2:weritying application docs & scheduling site inspection
[ ] 2 :Performing site inspaction
[ 1 = 1ssuing inspection report
[ & Verifying inspection report & issuing provisional approval
[ ] & making e-payment of license fee
[] 7 motifying payment status to relevant entities
[ e:1ssuingidelivering confirmaticnirecommendation letter for final approval
[] = t=suing “Agent License

. Analyze the procedure, flow charts,and diagrams and find the bottlenecks intrade processes especially
interm of the time required.

Iv. Add Textual Description:

a. Indetails,segment the procedures.
b. Name each process area
c. Diagrams attachedto each procedure

V. Make recommendations, based on analysis.

DIMENSIONS OF ANALYSIS

Models are abstractions thathelp visualize the real world of the business. The abstractions simplify the real
worldto help analysts examinethe onlyaspects relevantto the subjectof analysis.

For example, business process models may only cover the ‘what’ processes of individual CBRAs, their
interactions with the trade and among themselves. These models do not cover the question of ‘how’ the CBRA
carries outthose processes. For example, when an activity diagram mentions “CBRA conducts riskanalysis” or
“importer submits declaration,” the models do not get into the question of how the riskanalysisis doneor
how the importer’s declarationis validated and processed. This allows thereader to focus on the specific
activity thatis beinganalyzed. Ifthere is a need to elaborate on “how”, additional diagrams can be developed

to providethe necessary documentation to supportdeeper analysis.

For this documentation, the fivedimensions of Chronology, Geography, People, Procedures and Exchanges are

examined.

a) Chronology — This dimension projects the events ininternational tradethat take placeina
chronological order. Events are discrete points in time that signifya moment inthe courseof an
activity. There are different views on the same events leadingto different data concepts of the date
and time of the event.

39



SINGLE WINDOW COMPENDIUM SUPPLEMENT _

b) Geography —These events take placeat locations. The occurrence of an event is always linked to
location. Location has implications for legal jurisdiction.

c) Parties (People) — Players thattake part inthe events. Parties areentities that have rights and
obligations under laws and regulations. These parties areactors inusecases. Actors can be
generalized into abstractactors based on their roles. For example, the Authority Actor is a
generalization from Customs Authority and Agriculture Authority.

d) (Regulatory) Procedures — Regulatory procedures give the character to a process as they bind the
actors to certain defined patterns of behavior, thus givingsome order and character to the business
processes that take placeinthe courseof cross-border transactions.

e) Exchanges — Exchanges signify movement of information between parties inthe course of
international trade. In the diagrambelow, exchanges of Business to Government (B2G), Government
to Government — or CBRA to CBRA (G2G), Government to Business (G2B)and Business to Business
(B2B) have been depicted. These information exchanges aredefined inlaws and regulations or are
governed by mutual agreements.

BUSINESS PROCESSES & LEGAL IMPLICATIONS IN A SINGLE WINDOW ENVIRONMENT

Single Window implies ‘one-time’ submission of data,anditis therefore necessaryto keep track the original
source of data within the supply chain. Identification of the original source of data helps establish the business
process involvedinthe “firstsubmission’, obtaininformation firsthand and maintain quality. These business
processes areoften rooted inlaws andregulation, supported by administrativeinstructions. Therefore, along
with the listing of groups of business processes, this section also points to the regulatory basis for sourcefor
those business processes.

For convenience, business processes ina Single Window havebeen divided into the following groups:

Group Business Process Source Material / Legal Basis
I. | Registration/Regulatory Authorization SAFE Framework of Standards[AEO Concept],
National legislation regulations/ business
practices
Il. | Application/issueofLicenses, Permits, Certificates, | Several international Instruments/National
Others (LPCO) Regulation
Ill. | Advanceinformation [SAFE Framework of Standards]
IV. | Goods declaration /Cargo report/ conveyance [RKC Business Processes], IMO FAL
report Convention, TIR Convention etc
V. Post releasecomplianceverification [WCO PCA Guidelines]

Business processes for postreleasecomplianceverification listed atV above are not covered in this
documentation.

GROUP | PROCESSES - REGISTRATION/ REGULATORY AUTHORIZATION

A typical Cross-Border Regulatory Regulation will begins with a section on the definitions for entities that will
have legal obligationsininternational trade where, how and by whom should goods be entered forimport,
export andtransit. These laws and regulations also cover means of transportand crew.

Starting with the firstgrouping, Registration/ Regulatory Authorization processes areatthe foundation of the
Single Window, as data about parties, locations, transport means etc. are firstrecognized by the national
Single Window operator. The registered entities have a legal existence in the respective legislations of the
CBRAs. These registration processes may also beviewed in conjunction with regulatory pre-verification
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processes under which, the respective regulatory authorities get the opportunity to conduct verification of
information provided by users as part of the registration process. These pre-verification processes may be
determined by a combination of regulatory and administrativeimperatives.

Before access is granted to any of the Single Window services, certain administrative requirements of the
National Single Window operator need to be fulfilled. These requirements are described by the registration
processes, under which the National Single Window Operator establishes a legal relationship for the various
actors that use the Single Window services. Typically, these would be legal agreements to be entered into by
the responsibleofficial fromthe National Single Window operator with the responsible official on behalf of the
registeringentity. There could also multiparty agreements, forinstance between the trade or transportactor
as subscribing parties, Customs/ Partner CBRA parties (with authority to issueregulatory approvals) as relying
parties,and the National Single Window Operator as the service provider. These parties with whom customs
interacts arecalled actors. These actors arebroadly divided into the following groups:

a) National Single Window Operator: It is assumed thata ‘Single Window Operator’ will be established
as alegal entity, with the mandate to provideSingle Window Services. In describingthesinglewindow
business processes, itis perhaps necessary to mention the existence of National Single Windows in
different jurisdictions. There may be a national singlewindowin existence at the country of origin
(NSW at Departure), inthe transitcountry (NSW atTransit)andinthe destination country (NSW at
Destination). The interaction between national singlewindow operators provides the G2G dimension
ina Single Window.

b) Economic Operators: Economic operators are parties fromTrade and Transportthat playaroleina
singlewindow environment. Economic operators areoften facilitated by intermediaries called Agents,
who play certainroles on behalf of the economic operators.These agency roles are defined inlaws
andregulations incross-border legislation. Any compliance-related activity thatis supposed to be
performed by an economic operator can also beperformed by its agent. The followingdiagram
depicts the general relationship between actors ina singlewindow. For a detailed overview of actors,
pleaserefer to Use Case- Register Economic Operator (R4).

The Group | business processes and the related legal issues involved,arelisted in the Table 1 below:

REF Business Process Brief Description
R1 Register Cross-Border The Single Window Operator captures the necessary
Regulatory Agency(CBRA) information and performs certain actions toregister a

Cross-Border Regulatory Agency. [This use casedescribes
how a CBRA is brought on boarda Single Window
Environment].

Legal Issues:

- Regulation defining the facility provided by the Single Window Operator

—>Regulation that the facilityis a legally valid means to fulfill regulatory obligations

—>Regulation defining the right of the operator to hostSingle Window Services and the operator’s
roles and responsibilities therefore.
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REF Business Process Brief Description
R2 Register Single Window The Single Window Operator makes arrangements to
Service provisionsa serviceon behalf of a CBRA.
Legal Issues:

->O0bligations of the Single Window Operator and the CBRA
inrelation to the hosted services.

- Legal agreement between the CBRA andthe Single
Window Operator on security, privacy, data management

lifecycle, standards of serviceetc.

R3 Register Authorized Single The Single Window Operator makes arrangements to
Window users provisionson the Single Window information system, a user
belongingto a CBRA ora user belonging to an economic
operator thatis the recipientof a servicedefined inR2. As
user is anindividual belongingeither to an economic
operator or CBRA thatis anentity distinctfromthe
Economic Operator for governance within a Single Window.

Legal Issues:

—Regulation covering on-boarding procedures.

->Grantingrights to the users (individuals fromthe trade and CBRAs) for accessingtheinformation
resources (e.g. web/EDI applications) offered by the Single Window Operator.

—>Regulatory definition of what constitutes user identification and authentication, use of digital
signatures etc.

—>User’s conditions of participationinrelation to each of the services.

R4 Register Economic Operator | The Single Window Operator inrelationto a cross-border
regulation captures all relevant particulars of an economic
operator andregisters the Operator for the requested
services. The economic operator registration leads to the
creation of a “Trader Account” which needs to be managed
by the Single Window for the life-time of its existence.

Legal issues:
- Harmonizinglegal definitions for business entities that deal with CBRA.

- Regulatory verifications concerning economic operators, identity management processes.

- Managingidentities for different CBRAs

—>Managingidentities between NSWs and Community Systems.

2> Managingidentities globally between National Single Windows implemented in different regulatory
territories. (ISW and GNC scenarios)
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REF Business Process Brief Description
R5 Register Authorized IT The Single Window Operator makes the necessary
System arrangements to register the IT systems linked with the
operation of Single window services
Legal Issues:

- Regulation granting rights to the IT applicationsand

IT devices (belonging to Economic operators and CBRAs) for accessingthe information resources (e.g.
web/EDI applications) offered by the Single Window Operator.

—>Regulation specifying the conditions of participation for each of the services.

legislations.

R6 Register Regulatory Location | The Single Window Operator inrelationto a cross-border
regulation captures all relevant particulars of a regulatory
location.

Legal Issues:

- Legally defined locations where goods (and transport means) are approved for crossing the border,
for storage, warehousing, examination, testing or aredealt with otherwise inthe courseof
international trade. Different CBRA legislation defines these locations differently in their respective

R7

Register Regulatory Facility

The Single Window Operator inrelation to a cross-border
regulation captures all relevant particulars of a regulatory

facility.

Legal issues:
Same as those mentioned in R6

R8 Register Regulatory Product | The Single Window Operator inrelationto a cross-border
regulation captures all relevant particulars of a regulatory
product.

Legal Issues:

—>Regulatory processes that register products recognize the productidentities, attributes, regulatory
classification, regulatoryrestrictions, conditions for importand export etc.
- Each CBRA may have different ways of identifyingand classifying tradable goods/products.

R9 Register Regulatory The Single Window Operator inrelationto a cross-border
Transport Means regulation captures all relevantparticulars of a regulatory
transportmeans.
Legal Issues:

- Llaws dealing with regulatory certification of transportmeans that are used to carry goods inand
out of aregulatory territory. These are subjectto global regulations.
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GROUP Il PROCESSES - APPLICATION FOR LICENSES, CERTIFICATES, PERMITS AND
OTHERS

All movement of goods and means of transportacross border aresubjectto tariffand non-tariff regulatory
regimes. With the liberalization of trade, most traded goods inthe world arenot subjectto quantitative
restrictions. However, there still area variety of non-tariff restrictions imposed by national laws and
international conventions. These restrictions impose conditions that must be met before regulatory authorities
permitimports, exports and transit. These conditions are often documented and expressed in terms of licenses,
permits, certificates and other documents that suggest that the transactions meet these conditions. Despite
the variety of goods that are subjectto suchrestrictions, usecases areverysimilar.The process include: (i)
Application forlicenses/ permit/ certificate/ others; (ii) Pre-issuanceverifications; (iii) Transactional
compliancechecks atthe import or export; (iv) Post transactional compliance/analysis.

The broad process of applicationandissuanceofa license, permit or certificateremains the same despite
differences inregulation. These processes vary for different commodities but with the same underlying
patterns. The table below describes the business process.

REF Business Process Brief Description

L1 Application of License, The economic operator applies toa Cross-border regulatory
Permit, Certificateor Others agency for a License Permit or a Certificateand receives a
response. There are pre-issueverification, post-issue
verification and transactional verification processes during
which, the LPCO validity, applicability, quantities, amounts,
etc areverified.

Legal Issues:
- Recognition of certificates and licenses issued in another country.

- Delegation of authority for regulatory verification (where such delegationis envisaged).

GROUP Il PROCESSES - ADVANCE INFORMATION

The mandate laid down for customs under the SAFE Framework of Standards requires the collection of
information on international supply chainsinadvanceofthe transaction. This framework requires advance
information to be supplied to regulatory agencies at export and import respectivelyinthe form of pre-
departure and pre-arrival goods and cargo declaration.Information on the containers loaded on board the
vessel inthe form of a Vessel Stow Plan (VSP) and the Container Status (CS) messages give information about

the status of a container. Table 2 below provides details of the processes for Advance Information

REF Business Process Brief Description
Al SAFE Goods Declaration— The economic operator (exporter) submits a pre-departure
Pre-departure advance export data (SAFE goods declaration) for security risk
export declaration assessment.
A2 & SAFE Cargo Declarationat The economic operator (carrier) submits a pre-departure
A3 export & import and pre-arrival cargo data (SAFE cargo declaration) for
securityriskassessmentatdeparture and destination
respectively
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A4

SAFE pre-arrivaladvance
import declaration

The economic operator (importer) submits a pre-departure
data (SAFE goods declaration) for security risk assessment.

CS#

Container Status Message

The economic operator (Carrier) files status messages of the
container for all container events starting with the booking
of the container.

VSP

Vessel Stow Plan

The economic operator (Master/ Ship’s Agent) files the
container stow plan to the authorities atdestination for
security riskassessment

Legal Issues:common to all processes in Advancelnformation

—>Enablinglegislation for advancereporting.

- Legislation often authorizes 3™ parties to submit this information on behalf of the carrier. Liability
of sucha 3" party needs to be legally defined.

“>What s the legal arrangement for Advance Information that is submitted to the NSW at departure
to be transmitted for onward use by the NSWs attransitand destination? (Consideringthatthe

question of feasibilityand desirability such transmissions would beaddressed separately.)

GROUP IV PROCESSES - GOODS DECLARATION /CARGO REPORT/CONVEYANCE REPORT

The processes T1 to T8 in Table 3 are based largely on the revised Kyoto Convention. Inaddition to the above

models, there is the response package model which depicts the business processes associated witha CBRA’s

responseto a declaration.

Itis assumed thatin Single Window environment, there will be regulatory data harmonizationandthe data

exchange points between the economic operator and Customs will coincide with the relevant exchanges with

a partner CBRA. This would imply that the standard regulatory reporting events for customs also beused as

the reporting events for the Partner CBRAs. This is a logical conclusion fromthe principlethatone time

submission requires harmonized data and documentation.

REF

Business Process

Brief Description

T1

Export Goods Declaration

The necessary arrangements aremade to meet with the
requirements of the Authority to an Exportation Goods
declaration.

T2

Conveyance Report atExit

The necessaryarrangements aremade to meet the
Authority's requirements to take the means of transportfor
commercial useand its crew, cargo, stores and passengers
out of the Customs territory.

T3

Export manifest (Cargo
Report at Export)

The necessary arrangements aremade to enablegoods and
the means of transportfor commercial useto leavethe
Customs territory

T4

Conveyance Report atentry

The necessary arrangements aremade to meet the
Authority's requirements to bringthe means of transport
for commercial useand its crew, cargo, stores and
passengers into the Customs territory.

T5

Import manifest (Cargo
Report at Import)

The necessary arrangements aremade to meet with the
Authority's requirements to bring goods and the means of
transportfor commercial useinto the Customs territory.

T6

TransitDeparture

The necessary arrangements aremade to enablegoods to
be placed under the Customs TransitProcedure.

T7

TransitDestination

The necessary arrangements aremade to terminate the
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Customs TransitOperation.

T8 Import Goods Declaration The necessary arrangements aremade and a declaration
will belodged with Customs to bring goods under the

Customs procedure; Clearancefor home use.

Legal Issues:common to all processes in Goods Declaration/ Cargo Report and Conveyance Report
—Enablinglegislation governingthese declarations —not justfor customs but also for partner CBRAs

[legislation covering obligation to declare — definition of the taxable events, liability of duties taxes

andfee, the manner and measure of the various levies etc.].

- CBRA specific legislation thatenables the receipt of this data digitally, includinglogical and security

controls specifically defined in the legislation/ regulation. Mandate of general e-governance

legislation to move to digital or paperless processes.

- Regulatory Procedures definingthe placeand timingof declarationto be harmonized between

customs and partner CBRAs.

- Authority to access data,usedata and process data received are processes covered by CBR Agency -

specific legislation. CBR Agency authority to view and make determinations based on data received in

the ‘pool’ formed inthe Single Window Environment needs to be addressed specifically. All these
processes haveto be tempered by:

e Inter-agency data exchange procedure and legal liabilities and obligations of agencies handling
the data.

e Treatment of data received as partof declarations and reports which aresubjectto legislation of
dealing with rival concerns of data privacy andinformation transparency.

e Action of checking of declaration, confirmation of verification and legally valid notification of
regulatory determinations arrived atby authority.

e Legislation often authorizes a 3" party to submitthis information on behalf of the carrier or
importer. Liability of sucha 3™ party needs to be legally defined. Ability to use data and exchange
data with Community Systems that act as legally authorized 3™ party suppliers of regulatory
declarations and reports.

e lLegal provisionsina multi-party agreement between the concerned parties to enable filing of
declarations through or by a 3" partyis a pertinent legal issue.

e Whatisthe legal arrangement for the declaration /reports data that is submitted to NSW at
departure be transmitted for onward useby the NSWs attransitand destination? (Considering
that the question of feasibility and desirability such transmissions would be addressed

separately.)
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CHAPTER 8: SINGLE WINDOW DATA HARMONIZATION

The objective of data harmonisationin comparison with the WCO Data Model is to eliminateredundanciesin
required data and duplicationinthesubmission of tradedata to Government authorities such as Customs and
other regulatory agencies. The ultimate outcome should be one set of standardised data requirements and
standardised messages that fully comply with the WCO Data Model. Withincross border transactions Trade
will providethe required WCO Data Model data elements by submitting standardised messages to meet
government requirements for, export, transitand import. This will facilitatetrade, reduce costs and make it
feasibleto provide more timely and accurateinformation.

HARMONISATION POLICY, ORGANISATION, AND COMMUNICATION

HARMONISATION POLICY

UN/ECFACT Recommendation 33 lists key factors in establishing a successful Single Window environment. All
of these factors arecritical for the development of a Single Window environment. A strong lead agency is
criticaltoa successful outcome of the harmonisation process. Itis thelead agency that will beresponsibl efor

draftingthe planningand committing the resources necessary.

ORGANISATION

Itis bestto have a project team executing the data harmonisation process. The project team members must
have extensive knowledge of international trade procedures specifically thearea of regulatoryinformation
requirements. The harmonisation projectteam shouldalsoincludedata architects and Business Process
modellers.ltis also helpful to dedicatea personto serve as a liaison to the participatingagencies. This liaison
serves as a conduit forinformation to and from the lead agency. Also,the participatingagencies mustidentify

a primary contact to for organisingtheagency’s data inventory and harmonisation.

COMMUNICATION

Communication of the harmonisation policy, procedures,and steps is critical. After organisingthe
harmonisation projectteam, the next step is to hold a series of meeting and briefings for all participating
agencies to clearly definethe roles and responsibilities of the harmonisation projectteam. After this “kick-off”
briefing the agency participantsshould understand the overall process by which data harmonisation will be
accomplished, the purpose of one-on-one meetings with the data architects and business process modellers.
They should alsoidentify the work sessions theagency should participateinandthe approach planned for

these work sessions. Needless to say that the participantsarewell aware of agency’s responsibilities

DATA HARMONISATION PROCESS STEPS

Data harmonisationis aniterative process of capturing, defining,analysing,and reconciling regulatory
information requirements. Itis highly unlikelythatanygovernment will be ableto achieve harmonisation of
all agencies atone time. Governments should consider prioritisingagencies and agencies' requirements. The
prioritisation of requirements could be based on volume, revenue, supply chainsecurity, etc. For example,
every international tradetransaction requires information for Customs, transportation,and statisticsand may

be considered as the firsttier of agencies.
The selection of anagency could be basedon its willingnessand desireto participatein the Single Window.

The important pointis thatafter completing the firsttier of agencies, the Data Harmonisation process steps

have to be repeated as additionalagencies participateand as additional requirements areidentified.
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The data harmonisation process steps aredefined as follows:

Data Capturing

Data Capturingmeans making aninventory of identified regulatory agencies' requirements. This can be
accomplishedina number of ways such as the reviewing of agencies' forms, automated systems data
requirements, regulations, etc. This includes the data element name, data element definition, representati on
(format or code), when the informationis required (declaration, release, clearance) and citation of the
relevant authority to collect, validateand view the information. This information can be aggregated inan

Excel spreadsheet or work sheets from any other software tool.

Defining
Definingthe information requirement is critical. Whileinformationisidentified by name, the data element
definition -what informationis conveyed by usingthat data element- is more important.

Analysing
The process of analysingtheinformation consists of gathering similar data element names and havinga full
understanding of the definition and the information required.

Reconciling
This is the final stepin which there is agreement to use one data element name, a common definition,
common code, and standard messagingreconciled with the WCO Data Model standard.

SPECIFIC ILLUSTRATIONS OF THE DATA HARMONISATION PROCESS STEPS

CAPTURING

Inorder to capture data elements and other information requirements developers of a Single Window
environment can begin by reviewing forms. If the country has anautomated trade processingsystem, data
elements can be found by using the systems' logical data model. Initially, data can be arranged on a worksheet.
The worksheet should contain the followinginformation: data element name, data element description
(definition), domain the data element belongs to, representation (alpha, numeric, or alpha-numeric, number
of positions, delimiter), domain (code list), mode of transport(marine, air, rail, road), process (export, transit,
import), whether itis usedfor conveyance, crew, cargo or goods (more specific than cargo) or equipment and
the data source (exporter, carrier,importer, customs broker, driver,agent, bank,insurance company, psi

company,etc).

Another importantelement is the legal authority to collectthe data. It needs to be filed whether the agency
is authorised to collect and/or view the data, the source of the legal authority (law, regulation, executive order,
etc.) and the expiry date of such authority.

Recommended worksheet columns are as follows:

e Agency data element number - A reference number for the data element.

e Data element name - The name of the data element being defined. The namingof the data element
should reflect the common business terminology used by the agency, not a computer related name

e Dataelement description-Adescription ofthe data element with as much detail as possible.

e Representation - The data type can be either N (Numeric), A(Alpha) or AN Alphanumeric andthe
number of positions as well as whether a delimiter —floating or non-floating-is needed).

e Datadomain - Ifthe data element has a discretelistof values or a range of values, providethe list,
range or a reference to the listorrange. For example, the data element country could be restricted to
the values inthe ISO country code table.
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e Mode of transport - Indicatethe mode of transport(road, air, marine, rail, pipeline, cable) for which
the element is used.

e Process -Indicateifrequired for export, transit processes orimport.
e Category of use - Indicateifrequired for conveyance, crew, cargo, goods, or equipment.
e legal permissiontocollectorview - This informationidentifies whether the agency is legally

permitted to collector view this element. Ifauthority allows collections, enter the word COLLECT,
otherwise pleaseenter VIEW

e Source of legal authority - Cite the source of authority to collector to view. The authority may be

derived from a specific form, a regulation, legislative mandate, MOU” or other. Pleasecite all legal
authorities thatapplyifthere are multiplesources. Do not providethe text of the citation.

e Expirationdate of legal authority - Provide the date on which the legal permission toview or collect
the data expires for the agency. Specify N/A2 ifthis authority doesn't expire.

e Datasource-Indicateifthe informationis provided by Trade, Government, or derived from other
sources.<Trade> indicates the data is filed by Trade, <Government> indicates thedata is created by a
regulatory agency. An example of the latter would be the findings froman investigation.Ifunsure,
enter a letter <U> here for unknown. <Derived> data is calculated by or extracted from a reference
file,e.g. the rate of duty could be extracted from a Harmonised Tariff file or derived by the computer
system from a combination of one or more other data elements.

e Trade Source -Indicatethe tradingpartner who is the usual sourceor provides the data. Ifthe data
sourceattribute is <Trade> pleaseidentify which partyin the transactionisresponsiblefor filing the
data element. Suggested values are<T> (importer, exporter, broker, forwarder, etc.). <C> (carrier) or
<TC>. If unsure, enter a letter <U> here for unknown

e Timing, when datais required and provided - Identify the point of the transaction's lifecycleat which

the agency expects have access to the data element. Suggested values are: <PRE-ARRIVAL>,
<ARRIVAL>, <RELEASE>, <CLEARANCE> <POST RELEASE> or <DATAWAREHOUSE> etc.). Ifunsure, enter
a letter <U> here for unknown.

e Agency flow source- If the “Data Source” is <Gopvernment>, identify the agency that creates this
element.

e Remarks/Comments - Free form text that can be used to annotate the data element inany way

Upon receipt of the worksheet survey from the agencies, the data harmonisation projectteam must aggregate
or merge the agency responses intoa comprehensive worksheet. The followingis anabbreviated
representative sample of this aggregation.

Name Description Type Source Mode
Port of Unloading Location where goods are 4 digit Carrier Ship
removed from the ship proprietary
code
Port of unlading Airport where 4 digit Carrier Air
consignment is taken off proprietary
the airplane code
Domestic Port of Domestic port where 4 digit Carrier Air, Rail, Ship,
Unloading merchandiseis removed proprietary | Broker Truck
mode of transport code Importer
UNLOCODE
Domestic Port of Domestic airportwhere UNLOCODE | Carrier Air

! Memorandum Of Understanding

2 Not Applicable
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Unlading consignment is taken off

the airplane
Foreign Port of Foreign port where 5 digit Carrier Air, Rail, Ship,
Unloading merchandiseis unloaded proprietary | Exporter Truck

from the conveyance code
Foreign Port of Foreign airportwhere 5 digit Carrier Air, Ship
Unlading consignment is taken off proprietary

the airplane code

UNLOCODE

lllustration 1 - Sample aggregation of results of agency survey

DEFINING AND ANALYSING

This is the responsibility of the data harmonisation projectteam to conductthe analysis of these elements.

The analysis of these six elements revealed a similarity of names (unlading or unloading) were minor variations
inthe definitions, Withregardto “domestic” or “foreign”; the essence of the definitionis the location where
the goods areremoved from the conveyance. It was determined that the terms "unlading"and "unloading"
were synonyms. It was determined that the terms "foreign" and "domestic" could be defined by the type of

transaction. Anexport would show a foreign locationand animportwould show a domestic location.

The analysis alsorevealed that there were three different coded representations of the element, a four-digit
code, a five-digitcode, and the UNLOCODE .

RECONCILING

The firststep is to reconcileand to arriveatone name. Given the resultof the analysisthatunloadingand
unladingaresynonyms, it was determined to use the term "unlading." Sinceforeign or domestic can be
determined by function (export or importtransaction)these words could be eliminated. The reconciled name
is "port of unlading." After agreeing to the term "port of unlading," this was checked againstthe international
standard of the UNTDED. Port of unladingis nota UNTDED term. The UNTDED term is "placeof discharge."
The issueof coded representation was resolved by agreement to adopt the international standard of the
UNLOCODE.

Currently Collected
Port of unloading
Port of unlading From the WCO DM
Domestic port of unloading C Placeof discharge, coded
Domestic port of unlading UNTDED, 3225
Foreign port of Unloading
Foreign port of unlading

Port Codes | UNLOCODE

4 N Customs Proprietary UNECE Recommendation
5 N Statistical Proprietary I No. 16

The above illustration portraysthe harmonisation and standardisation detailed above.

The lead agency data harmonisation teamcan undertake much of this work takingthe WCO data Model as the
foundation, but these decisions mustbe verified and agreed on by the stakeholder participatingagencies.
Should there be a requirement not availableinthe WCO Data Model, the WCO Data Model can be amended.
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Given the broad range of data requirements itis more efficient to focus these meetings on specific ranges of
data element. Onesuchway to establish thesefocus groups is usingthe data element categories of the
UNTDED. The use of this categorisationcanalsobeincludedinthe spreadsheet to sortthe elements.

= Group 1: Documentation references (0001-1699)

= Group 2: Dates, times, periods of time (2000-2799)

= Group 3: Parties, addresses, places, countries (3000-3799)

= Group 4: Clauses, conditions, terms, instructions (4000-4799)

= Group 5: Amounts, charges, percentages (5000-5799)

= Group 6: Measures, identifiers, quantities (other than monetary) (6000-6799)
= Group 7: Goods and articles: descriptions and identifiers (7000-7799)

= Group 8: Transport modes and means, containers (8000-8799)

=  Group 9: Other data elements (Customs, etc.) (9000-9799)

Continuing with the example of "placeof discharge" a meeting of the agencies interested in Group 3 data
elements: Parties,addresses, places, countries (3000-3799) took place. The agencies agreed that the term
"placeof discharge" and the UN/LOCODE coded representation as expressed inthe WCO Data Model would
meet their requirements. Accordingly,these six data elements were replaced by one, and two coded

representations were replaced by one.

THE SIZE OF THE STANDARD DATA SET

As governments and their trade communities begin to develop a Single Window environment, there is an
understandable concernabout the size of the dataset. Whilethe data set may be large, the intention is thatit
will bethe maximum set of data that Trade may have to provide. The importantmessage to deliver to Tradeis
that the entire data set will never be required for any one transaction. This WCO Data Model based standard
data set covers all transactions (export, national transitand import), all modes (air, maritime, road andrail),
andall requirements of all crossborder activities related agencies. Itis logicallyandlogisticallyimpossibleto

require all of the data for any one transaction.

DATA HARMONNIZATION —OMAN CUSTOMS

Oman Customs followed the process of “capture, define, analyseand reconcile” for every document and every
data element used duringthe cargo clearanceprocess. For examplein Oman, we captured 110 key documents
where we defined 3,783 data elements and produced our firstdraftof a standardized data set, whichincluded
exactly 200 data elements. Of these, we were ableto map 190 data elements to WCO Data Model v3.3, and
for the remainder the Directorate General of Customs, which falls under the jurisdiction of the Royal Oman
Police, submitted Data Maintenance Requests (DMRs) to the WCO, which were approved. Thisis adramatic
reduction and simplification of data achieved by Oman. The WCO Data Model provides a data set that has
been developed as a resultof years of data analysis work done by WCO Members. As more governments
move towards trade facilitation, they will contributeto the WCO Data Model sothat itbecomes an even more

useful data harmonization tool for Single Windows in the future.

As noted inthe example of "placeof discharge"as givenin these guidelines, the elimination of redundancy and
duplicationactually resultedin a net reduction. Six elements were reduced to one andthree codingschemes

were reduced to one.
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DATA SIMPLIFICATION AND STANDARDIZATION —SINGAPORE CUSTOMS

Singapore Customs uses international data standards extensivelyinits Single Window. There are many
international standard codes published and maintained by international bodies like UN, ISO, WTO and WCO.
These standard codes aimto provide uniformity and consistency in the exchange of trade information
between trading partners. Examples of such standard codeare WCO Harmonized System Codes (HS Codes),
ISO3166 Country Codes, 1SO4217 Currency Codes and UN/LOCODE for locations like ports and airports. The
use of these standard codes in the design of the single window system would ensure that the information
submitted conformed to the format set outinthese standard codes. Importers importing the same product
would use the same HS code, thereby giving consistencyinthe import declarations. TheHS code would also
give certainty to traders as they know the classification of their goods and the relevant duties and taxes
accordedto thatitem. Traders canalsodeclarecorrectlythe origin of the goods by selectingthe correct two-
character Country Code from ISO3166, hence eliminating potential data entry erroriftraders areprovided a
free text field to enter the country’s name.

IMPACT ON LEGACY SYSTEMS

One problem that Single Window developers may encounter is the effect of the use of the international WCO
Data Model standards onlegacysystems. For example, ifa country uses proprietary codingfor locations,
legacy systems (screening, targeting, accounting, etc.) arebased on the proprietary codings. Until there is an
overall conversion to the new data element names and codes, countries and traders may have to implement
translation capabilities. This translation mustconvert the new, international WCO Data Model standards and
translatethese to the WCO Data Model data element names familiar to users and into those codes used in the
legacy systems.
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DEMATERIALIZATION OF SUPPORTING DOCUMENTS

Supporting documents are documents required to be submitted inaddition to the regulatory declarations.
These documents arereferred to andrelied upon duringthe releaseand clearance of goods, means of
transportandtransportequipment. Supporting documents can be broadly divided intotwo categories:

(i) Key business documents that form trade and transportexchanges such as the Invoice, Packing
List, PurchaseOrder, Delivery note, Bill of Lading, Consignment Note etc

(ii) Regulatory documents suchas Licenses, Certificates, Permits and Others — referred to inthe
WCO Data Model as LPCO.

DOCUMENTS OR DATA?

A commonly question raised by business managerinrespect of “supporting documents” is thatina Single
Window environment, the aimis to simplify the ‘paperwork’, how are supporting documents relevant? Would
all documents not be converted into data? Most people don’t consider small pieces ofinformation as
documents and make a distinction between highly structured and unstructured information associateonly the
former with documents. Structured data is useful for transactional purposes whileunstructured datais used

for narratives.

Business processes inanautomated environment relate both to data and documents. The WCO Data Model
represents both structured data that can be expressed as both meaningful units of data,and as documents.
Documents are instances of structured data that carry meaning with reference to a business process. Itis well
understood that business data intransactional documents have to move between documents. For instance,
invoices and bills of lading containinformation that ‘moves’ into regulatory documents like Customs goods

declaration.

WCO Data Model identifies ‘Declaration’ and ‘Response’ as the main the elements of Cross-border Regulatory
transactions. Theelectronic declarations madeto the Single Window Environment contain enough information
for the regulatory authorities to take regulatory decisions concerningimport, export and transit of goods. The
information, however, is normally based on a number of other supporting documents, whose references are
providedin the Declaration.These references provide means for the regulatory authorities to verify the
declared information and help validatethem by referringto external sources.Supporting documents provide
solidity and certainty with regardto the information providedinthe Declaration.Itwould of coursebe
preferable ifthe regulatory authorities and businesses can getrid of references to other documents in their
regulatory transactions. Thathowever is far from being the practiceas governments continue to insiston
havingaccess to supporting documents.

Ina Single Window, routines of verification on supportingdocuments can be achieved by accessingthe
systems that host them. Such access to electronic documents is infactaccess to the structured data held in

automated systems.

SUPPLY CHAIN AND SUPPORTING DOCUMENTS

The international tradesupply chainisa highly complex network of business relationshipsand business
processes. Experts have produced analytical models to depict the supply chain for different purposes.

The diagrambelow describes the Buy Ship Pay supply chain.This diagramshows that, all alongthesupply
chain, supporting documents are exchanged. They go with the goods and the means of transportfrom origin
to destination, from the seller to the buyer, from the place of export to the placeof import.
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Fig. 1: Supply Chain and supporting documents

From export to import, four levels can be seen:

- The firstone (L1) is the customs level at the borders: declarationstoday are mostly electronically lodged by
exporters/importers or their customs brokers;

- The transportlevel (L2) may includethe multiple means of transportation fromthe factory or the works
where the goods were produced and shipped to the delivery destination as required by the buyer. The
transportlevel (L2) includes the stops for controls atthe borders where authorities apply controls using
automated systems operated by port or airportborder management authorities for a cargo control, logistics or
traffic purposes.Inseveral countries, these are often the ports and airports Cargo Community Systems. A
Cargo Community System is a local federation of actors implementing a computerized workflow from the

arrivaltothe departure of the goods includingthecustoms clearance;

- L3 is the singlewindow that facilitates simplified cross-border regulatory agencies procedures which use
dematerialized documents and data. All official requirements including certificaterequests (origin, licenses,
quality, sanitary...) are collected. The 'One-stop shop' concept canresultinthe reduction of the number of

physical controls. Limited exchange is envisaged between Customs administrationsi.e. between L3s.

- The commercial level (L4) - sellers, buyers, banks,insurance companies are exchanging many supporting

documents that customs may require for the clearance of the goods or more generally after the clearance.

Supporting documents ‘support’ cross-border exchanges ininternational trade. There are several types of
cross-border exchanges that take placeinthe course of international trade. The diagram below depicts the

B2B, B2G and G2G exchanges.
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Fig. 2: Cross-border exchanges

Inthese cross-border exchanges, cross-border jurisdictionis animportantissue. While domestic exchanges are
governed by national legislation, international exchanges areregulated by international commercial lawand
international agreements. In the flow of data across frontiers, legal issues concerningthelegality and validity

of exchanges must be settled.

STRATEGY

Inorder to achievedematerialization of supporting documents, it would be prudent to followthe steps listed

below:

e identifyall supporting documentationrequired at a national level for regulatory declaration
separatingtrade/ transportand public sector

e establishaninter agencies taskforcewith a mutually defined lead agency

e simplify business processes between agencies

e address legislative/regulationissues

e undertake dematerialization process includingaccessrequirements for privatesector supporting

document data

COLLECTING BASIC DATA ON SUPPORTING DOCUMENTS

A comprehensive listof supportingdocuments used ininternational trademay be prepared nationally.
Customs authorities should collectthe following data in regard to these documents.

e Name of the Document

e |ssuingAuthority / Agency

e Location of the issuingauthority/agency

e Whatis the primarylegislation andregulation governing the supporting document?
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e Does the regulation prescribethe format of the paper form and/or electronic form? Are there data
standards thatgovern the electronic form? Can the issuingauthority be expected to conform with the
standard electronic form?

e At what pointinthe business process is thesupporting document issued?

e At what pointinthe business process is thedocument relied upon?

e Whether the supportingdocument holds deductibleamounts or quantities?

e Whatis the frequency of use of the document?

DEMATERIALIZATION PROCESS

The availability of the supporting documents inreal-time atanaddress in the web to Regulatory authorities is
animportant considerationinthe projectfor dematerialization. Instantaneous access with a mouse-click will
greatly facilitate control and cross-checking. To achieve this, the followingis suggested:

REFERENCING SUPPORTING DOCUMENTS IN A REGULATORY DECLARATION

Customs declarationssuch as goods declarationsand cargo reports thatare filed by actors in the transportand
business levels would include references to the supportingdocuments. The WCO Data Model contains a
groupingof data on supporting documents called ‘Additional Document’. Inthe WCO Data Model, information
on supportingdocuments could be provided at different levels eg at the level of the declaration, atthe means
of transportlevel, at the level of the shipment, as partof the regulatory goods item and at the level of the
product. The Table | of Annex Il provides information regardingthe data elements that captureinformation

concerning supporting documents could be included inany cross-border regulatory declaration.

SECURE ELECTRONIC REPOSITORY OF SUPPORTING DOCUMENTS

These electronic documents arerequired to be stored securelyina trusted facility. Such a facility should meet
the accessibility, security and reliability needs of the parties invol ved. To formalizethe arrangement of secure
storage, the issuer or submitter of the supporting document may enter into a legal agreement with the
subscribing party or the relying party to the document. The validity of secure access mustbe co-terminus with
the validity of the original declaration to the regulatory authority. For instance, the repository service provided
by the exporters/importers/customs brokers or their trusted service providers mustkeep the document
accessibleinrepositories for all regulatory entities including the customs authorities and their designated IT

systems as longas the goods declarationislegallyvalid.

This repository servicecan be provided by a public (eg. Agriculture, defense, culture, etc.) or a private sector
body (eg. Banks, freight forwarders, brokers, individual companies, commercial securestoragecompanies).
The access to private repositories could bealigned to trusted trader preferences.

When considering ports or airports Cargo Community Systems, documents or data relativeto transportwill be
made availableto authorities.

A global repository servicecan also be maintained by the National Single Window in charge of gathering all
documents goingwith goods.

The interface between the cross-border regulatoryservices ITsystems and these storageproviders should be

defined (eg. secured protocols).
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CONTENT OF THE SUPPORTING DOCUMENTS

This guide does notincludethe electronic formats for supportingdocuments. There existseveral
internationally accepted electronic formats to represent supporting documents. The documents can be stored
inthe standard format. The metadata about the document layoutwill provide the means for the subscriber
parties to access data items inthe document. If necessary, the entire content of the document can be
downloaded into the regulatory authorities system. Where electronic documents arenot present, asan
expedient measure, some parties may need scannedimages of the supportingdocuments. In such cases, the

content of the supportingdocument cannotbe processed by a machineas they arenot dematerialized.

Today, the control of authenticity and integrity of many paper documents is based on rubber-stamp (with ink)

or dry stamp. The visa is stamped by the relevant authority on the export side.

When considering dematerializing theses kind of documents the stamp needs to be replaced by something
equivalent in terms of value. Every paper based documentissued by an authority (or delegated to an authority)
on the export sideand presented to another authority on the importsidecan be identified. For example,
preferential and non preferential certificates of origin (CO), certificates of conformity, textile import licenses...

ACCESSING THE SUPPORTING DOCUMENTS

The supporting documents stored inthe secure repository can be accessed through a secure URL link mapped
to the new data element ‘Document Location’.

DIGITAL SIGNATURE OF SUPPORTING DOCUMENTS

This document recommends that supportingdocuments that aredematerialized should be signed usinga
digital signaturecertificate. If not digitally signed, the regulatory authorities should keep a time and date
stamped fingerprint of the document to protectits integrity duringits time life. An incorrectfingerprint

indicates thatthe document has been modified / corrupted sinceitwas fingerprinted.
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Electronicsignatureshould comply with XMLDSIG (or XADES) and be included inthe e-doc (enveloped
signature, time and date of signatureareincluded and are both signed, certificate of the signerisincluded but
is notsigned).

REGULATORY DOCUMENTS

Customs and other Government Agencies need to access to regulatory documents which may be
systematically controlledin order to clear the goods: mostly these aredocuments issued byan authority
(Other Government Agencies - OGA) workingin partnership with customs, for example CITES (Washington

convention on international tradein endangered species)/sanitary/phytosanitary certificates authorities.

It would be beneficial if the IT systems belonging to the main OGAs areconnected and can exchange data with
customs in order to releasethe goods. This scheme is based onthe circular flow of trustbetween Customs

andinternational authorities like CITES.

For example, a CITES certificateis issued by the export CITES authority. This informationis sentto the import
side CITES authority. The export customs needs to access tothe dematerialized CITES mentioned inthe export
declaration. Itis the same for the import customs. The customs canalso updatethe CITES database modifying
the real ex/imported quantity.

CITES CITES

or Sanitary . or Sanitary y
authorities authorities aéiiggg
111 1/ i

b FE T

Customs

Exporter

Fig. 4: Customs has an access to OGAs data

A pilotis under way between the Swiss and UK authorities with the objective of using dematerialized CITES
certificates. Customs could engage with suchinitiatives in order to analyzeand find a new reprocessing
solution.

The question of document content was discussedin 3.3 above. There exists a standard developed for CITES
andis maintained by the United Nations Environment Program (UNEP). The eCert standard developed by
UN/CEFACT may be kept inview.
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OTHER DOCUMENTS

Customs do not request on a general basis certain commonly used supporting documents —i.e. invoices,
transportdocuments. Instead, the customs regulations usually lay down that the importer / exporter — or
other entity responsiblefor payingthe customs debt, must avail these documents on request from customs
and keep them xyears (depending on regulation), giving the customs officers the possibility to scrutinize atan

auditor post-control.

There will invariably beinitial situations where paper cannotbe dropped from the business process asthe
existinglaws and procedures require official sealsand signatures. Apolicy on dematerialization mustaddress
the question of a transitional arrangement to use scanned paper documents and to persuade the document

issuingauthority to move towards an eDocument.

MANAGING A NEW CHAIN OF TRUST FOR AN END-TO-END DEMATERIALIZATION

This projectof dematerialization will only havelimited effect if undertaken solelyata national level. To be
more successful,the management of chain of trust should be addressed ata more global level.

For example, inthe caseof dematerialization of CITES, sanitary certificates, certificates of origin etc., until the
connection between export and importauthorities is available (eg. CITES), the import authority may have to
formalizean understanding with the export authority to guarantee the authenticity of a electronically signed

document circulating between export and import.
An e-doc is trusted ifits digital signatureis valid —i.e.:

e the e-doc has not been altered (integrity)
e theissuerofthe e-doc is safely authenticated

It's easy to check the integrity of the e-doc, but a trust scheme is needed to authenticate the signer.As a
mutual recognition of CAsignatureis stillfaraway, an e-document by e-document /issuer byissuer approach

usinga Valid Certificate List (VCL) is proposed to answer the question: “who is allowed to sign what?”

Computerized checks, which would lead to reconsideration of time-costly (and often not carried out)
controls of paper document:

e the signatureis cryptographically correct
e the certificateused for the signaturebelongs to the VCL
e none of the certificates of the certification path arerevoked (CRL)

This VCL - storingall the approved e-certificates - can be implemented on the export or the import sideand
used to certify the authenticity of the signatory.
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Fig. 5: Import customs has access to e-doc and integrity/authenticity controls

GROUND RULES

The following ground rules should be kept in mind:

E-documents will be referenced incustoms declarations;

These references will identify the permanent location of the e-document;

Digital signaturesarea means for maintainingauthenticity and integrity of the data;

The relying parties (origin and destination countries) agreeon the limited question of accepting the national
Certifying Authority’s (CA) certificates issued to the e-document issuingauthority;

The signatures and the archived informationarelong-livingand will bevalid beyond the life-cycle of the
certificateor the Certifying Authority;

Customs can download e-doc information as and when it needs.

60



