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SUMMARY 
 
Purpose of document 
 
 This document shares experiences and lessons learnt in using technologies contributing 
to, amongst other things, trade facilitation, thus supporting the economy and sustaining supply 
chain continuity during the pandemic, presented at the 2020 WCO TECH-CON held on 11 to 13 
November 2020. 
 
Action required of the TFAWG 
 
 The TFAWG is invited to: 
 
-  take note of the presentations from Members and the private sector; and  
 
-  provide guidance, as appropriate. 
 

 
 
 

I. Introduction 
 

1. The pandemic has unleashed the power of technology, allowing stakeholders to stay 
connected and ensuring that Customs work continues in a safe and reliable manner. 
Social distancing requirements have prompted Customs and businesses to rely more on 
available electronic services, single window solutions, non-intrusive inspection 
equipment, and to introduce innovative technological solutions, providing new 
opportunities for facilitating trade, amongst other things. On the other hand, government-
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imposed measures such as lockdowns, social distancing requirements and closures of 
non-essential businesses led to a boost in e-commerce, including cross-border e-
commerce. This surge in volumes has been having an important impact on Customs, as 
well. 

 
2. The 2020 WCO TECH-CON held virtually from 11 to 13 November 2020 was aimed 

at addressing some of the key challenges faced during the crisis and at sharing effective 
business solutions, supported by innovative and cutting-edge technology, helping 
Customs in addressing the risks and facilitating the movement of essential and other 
goods.  
 

3. The TECH-CON brought together 1300 registered participants from 142 countries. It 
was organized with the objective of maintaining the tradition to have an annual WCO 
Technology Conference & Exhibition, even in a virtual environment. 50 speakers from 
Customs, the private sector, international organizations and academia presented their 
stories on the use of technologies. 
 

4. Members’ experiences showed how the use of technology was accelerated by the 
crisis, including by enhanced use of single window and other services, electronic 
payment solutions and non-intrusive inspection equipment, and explored the impact and 
lessons learnt in moving forward after the crisis.  
 

5. The TFAWG will hear about a Member’s and a private sector entity’s experience 
regarding the use of technologies during the pandemic that contributed to facilitating 
trade in particular, thus supporting the economy and sustaining supply chain continuity.  
 

II. Role of technology during the pandemic 
 

6. Responses to COVID-19 have sped up the adoption of digital technology by several 
years and many of these changes could be here for the long haul (McKinsey, 2020). The 
pandemic has also provided an opportunity to internalize the idea of digitalization, which 
was always an option, but not necessarily a priority for governments and their agencies.  
 

7. Customs administrations have used the opportunity to advance digitalization 
initiatives that were underway, as well as to ignite new technology projects towards 
eliminating hard copy and the use of cash, towards contactless release and clearance of 
goods. It has proved to be a very transformative period. In some instances, governments 
were taking huge leaps and the private sector was struggling to keep up with the change. 

 
8. Those who had single window solutions and electronic payment in place were ahead 

of the game as they allowed for clearance from a distance. Robust risk management 
systems, pre-arrival clearance procedures and reliance on X-ray scanners proved to be 
especially beneficial.  
 

III. Findings from the 2020 WCO TECH-CON  
 
Keeping officers and clients safe 
 

9. The pandemic called for timely solutions and quick wins that would allow for goods to 
continue moving across borders in a safe manner, protecting the Customs officers and 
clients. So, the priority for Customs and other border agencies was adopting and 
developing a number of ‘anti-pandemic solutions’. Some of these included use of infrared 
equipment to identify people with high fever, introduction of Customs inspection shields, 
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safe passage booths and enhanced use of X-ray scanners. Furthermore, equipment that 
could identify existence of the virus on goods has emerged on the market, as well. 
 

10. Members devised a regional electronic cargo and driver tracking system allowing for 
COVID-19 test results performed on lorry drivers to be sent in advance of the arrival of 
the driver in the neighboring country, allowing seamless movement across the border. 
 

11. It was also felt that technology could have been better leveraged for the benefit of 
Authorized Economic Operators (AEOs), including for validating and re-validating their 
status in a remote manner, supporting implementation of Mutual Recognition 
Agreements/Arrangements (MRAs), thus facilitating cross border trade.  
 
Priority for essential goods 
 

12. ‘Green lanes’ supporting prioritized movement of essential goods were established 
by some administrations and secured through electronic dissemination of pre-arrival 
information with notifications on the arrival sent in advance to all agencies involved in the 
clearance of goods, in order for the agencies to prepare in advance and give to those 
consignments a priority passage.  
 
Single window and electronic services 
 

13. Administrations that had in place single window solutions intensified the use of 
electronic services, allowing information to be shared and processed by officers working 
from home. The use of electronic certificates and permits increased rapidly, as did the 
use of electronic payment.  
 

14. Developed countries that already had in place good interagency cooperation, made it 
even more efficient and streamlined. It was necessary to bring every paper out of the 
process and to go fully digital. This was especially important for medical supplies 
requiring rapid processing and its importance was underlined in the context of the 
distribution of vaccines.  
 
Advance electronic information 
 

15. Advance electronic information (AEI) has been one of the critical enablers for 
facilitating both essential and other goods across borders. Lack of information from small 
and medium-sized enterprises (SMEs) has imposed challenges in speeding up the 
clearance of goods. It has become clear that it was necessary to support SMEs by 
developing a system that would allow them to provide this information in advance, thus 
facilitating the movement of their goods across borders, as well.  
 
Big data, data analytics, artificial intelligence and machine learning 
 

16. The biggest challenges were encountered with data availability to Customs and data 
quality, especially with the tremendous growth of e-commerce transactions where there 
are new and not yet clearly identified trading patterns, requiring higher sophistication and 
accuracy of data analytics techniques. Customs should work on increasing data 
availability, including from Internet of Things (IoT) devices, and making them useful in 
their daily operations for risk assessment purposes. 
 

17. Data standardization is essential and the role of the WCO Data Model, devised 
jointly by Customs and the private sector, is critical for successful exchange at both 
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national, bilateral and multilateral levels, through either open source or proprietary 
collaboration platforms. Making data available is required in an electronic form and 
therefore it was highlighted that there is a need to move away from scanned documents, 
since its data cannot be reused in a digital environment.  

 
18. Connectivity and interoperability were revealed as essential in building resilient 

supply chains, where most of the data can be reused for different purposes. Artificial 
intelligence is needed to extract data and to increase its availability. Furthermore, 
allowing export data of one country to serve as import data in another is the direction 
Customs should strive towards. 

  
19. It was felt that not only Customs, but all actors in the supply chain, should make 

better use of technologies such as blockchain, IoT and Artificial Intelligence (AI), which 
can help bridge the gaps mentioned above.  
 
Blockchain 

 
20. One of the prevailing topics of the TECH-CON was deployment and scaling 

implementation of blockchain technology. There was widespread agreement on the 
usefulness of this technology with its transparency, accessibility and immutability of 
information, as well as increased availability of data from the source, enabling the 
concept of a data pipeline, which would contribute to improved risk analyses, better 
controls and ultimately increased trade facilitation.  
 

21. Despite the opportunities it promises, and the pilots carried out to date, only a limited 
number of Customs administrations have embarked on its more enhanced deployment, 
which has been widely implemented by large ocean carriers. Namely, the need for 
neutral blockchains and harmonized regulatory frameworks was encouraged towards an 
enhanced uptake of the technology, the interest in which has increased even more 
during the pandemic. Blockchain can provide tremendous opportunities for paperless 
procedures and a trusted environment that could allow not only big operators, but also 
large numbers of SMEs to make information on their goods readily available.  
 

22. But it’s not about the technology alone, which in this case was felt to be a simpler, 
more secure and economical solution. The relevance of rapid implementation of key 
trade facilitation rules and standards enshrined in the WTO Trade Facilitation Agreement 
and the WCO Revised Kyoto Convention was stressed as a must, while technologies, 
such as blockchain, can serve as a critical means along that way. Other important 
preconditions include the use of international data standards (such as the WCO Data 
Model), change of mindsets towards a paperless environment where more sensitive data 
will be exchanged, and putting in place policies as essential enablers. 

  
Digitization of inspections combined with IoT 

23. During the pandemic, physical inspection was prioritized only for high-risk cargo, 
while the use of non-intrusive inspection (NII) equipment was intensified, thus reducing 
physical contact.  
 

24. It was however underlined at the TECH-CON that with the technologies available 
today, Customs is in a position to make remotely guided controls possible with the use of 
cameras on the ground, i.e. filming the process of inspection that would be remotely 
guided. This way physical contact is reduced and the officer footprint at the inspection 
point minimized, while the efficiency of the inspection process increased.  
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25. Efficiency of controls can also be increased through the use of data collected 

through different IoT devices. Sometimes it is x-ray or facial recognition images, QR 
codes or bio checks, etc. Standardizing the information collected, such as is the case 
with the Unified File Format (UFF) for large scale x-ray images, is a big step towards 
information sharing and the UFF example could be replicated for other types of 
inspection equipment.  
 

26. Collection of such information into a data platform that can be shared with other 
stakeholders, such as other governmental agencies, can help modernize and increase 
the inspection capacity of border agencies. The platform should have sufficient 
flexibilities and be adjustable with respect to specific situations, such as the pandemic, 
and allowing not only modern systems, but also legacy systems to be connected. 
 

IV. The way forward 

 
27. There has been an expectation that Customs should have a strong role in promoting 

digitization not only with public entities, but also with private sector stakeholders 
participating in international trade.  
 

28. The speakers supported the strong role of the WCO in continuing to be a platform for 
Customs multilateral cooperation and sharing of experiences in the area of digitization. 
The WCO should support scaling up the use of blockchain, AI and IoT, which will play a 
critical role in the new era, allowing for frictionless borders in a paperless and 
interoperable environment.  
 

29. Relentless innovation and using the momentum and current agility to progress the 
digital transformation is what was heard from the speakers. Moving away from systems 
operating in silos and meeting the expectation of new generations versed in technology 
that have high expectations on accessibility of information that can be easily analyzed 
and shared.  
 

30. For things to progress more quickly and for desirable results to be achieved, having 
the lobbyist and activists understand the benefits of eliminating paper in the whole of the 
supply chain, and setting up a fund for early adopters, were only a few of the suggestions 
put forward by the speakers. Furthermore, Free Trade Agreements could play a critical 
role in allowing for trusted data sharing amongst countries. 

 
31. Technology also has a huge role to play in implementation of Sustainability 

Development Goals (SDGs). The speakers emphasized the importance of sustainability, 
with investments today being increasingly conditioned by the impact they may have on 
the environment.  

 
32. There is also a need to pay a lot of attention to the people side of things. The 

workforce is expected to come under a lot of disruption in the near future, including in 
terms of roles and responsibilities. Many administrations will also have a big turnover, 
with many officers retiring, so there is the possibility of a huge loss in expertise, if it is not 
managed properly.  
 

33. Lastly, it was recognized that capacity building, skilling and fostering innovation 
needs to be intensified and delivered in a coordinated and targeted manner towards 
modernizing Customs procedures with the use of technology.  
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V. Action required from the TFAWG  
 

34. The TFAWG is invited to: 
 

 take note of the presentations from Members and the private sector; and  
 

 provide guidance, as appropriate. 
 
 

______________ 
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