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1. INTRODUCTION 
 

1.1 Purpose of this document  
 

This document provides the first version of the Globally Networked Customs (GNC) Utility Block (UB) 
for the Certificate of Origin (CO) data exchange. This UB is built on the UB structure endorsed by the 
WCO and established based on the current bilateral projects of CO data exchange and Customs inter-
connectivity under several specific Free Trade Agreements (FTAs). It may also be used in the context of 
bilateral exchanges of CO data between Free Trade Agreement (FTA) Member States and multilateral 
exchanges. 

This USB is primarily intended to specify the process of CO information exchange between countries. Its 
overall purpose is to share information on the origin of exported goods and to enhance cooperation and 
transparency between countries regarding the movement of goods throughout the end-to-end supply 
chain. More specifically, it enables importing countries to access CO information in order to improve the 
efficiency of Customs clearance, conduct their risk analysis and take the necessary organizational 
measures accordingly. Being able to carry out an early risk analysis using available export information 
also helps to reduce the level of fraud and safeguard the end-to-end supply chain between countries. 

The underlying principle of this UB is that any decision on what information to share, how to share it and 
for what business purpose is left to the countries entering into an agreement to use this UB. 

The WCO Secretariat continues to develop further studies on cumulation and to provide technical tools 
in this area. At its 139th and140th Sessions, held in June 2022, the WCO Council endorsed Implemen-
tation Plan 2022/2023 and, among other things, the following was included in the Action Plan on Reve-
nue Collection: 

1.2 Utility block executive summary 
 

PURPOSE There is increased interest from different stakeholders in managing origin-re-
lated procedures of international trade through digitalization. Taking into ac-
count the needs relating to digitalization of the Certificate of Origin (CO), 
Customs administrations are strengthening both operational and organiza-
tional capacities to improve efficiencies within the cross-border trading envi-
ronment.  

One of the key components of the digitalization of the CO is to support sys-
tem interconnectivity. This will ensure that systems are interconnected in or-
der to enhance cooperation for automated data exchange between the ex-
porting authorities and importing Customs administrations, enabling the sim-
plification and harmonization of border procedures, streamlining the entire 
process, and saving time and effort for the businesses and government agen-
cies involved. 

Two types of proof of origin have been assessed: the CO, and the Declara-
tion of Origin (DO). The Feasibility Study on Interconnectivity of CO and the 
Study Report on CO Digitalization indicated that most of the existing prac-
tices on proof of origin interconnectivity were centred on exchanging CO 
data, with only a few exchanging DO data. With this in mind, CO intercon-
nectivity is included in the main body of this document, while DO intercon-
nectivity will be included as additional information, attached as Annex IV to 
this document. 
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The purpose is to specify the process that regulates information interaction 
between partners in the exchange of structured CO data between the ex-
porting and importing countries1 in order to provide partners with: 

- a reference (this CO Interconnectivity Framework) for enabling ex-
change of CO data under bilateral or multilateral FTA; and 

- a guide for the development of a technological solution for CO Inter-
connectivity between parties. 

The Interconnectivity Framework was developed based on the experience on 
preferential CO. However, the framework, Iin particular aspects on business 
process models and technological specifications (Chapter III and IV), could be 
referenced for either non-preferential or preferential CO. Members may de-
cide the type of the CO to be exchanged based on the framework at the im-
plementation level. 

ADVANTAGES 
TO GOVERN-
MENT 

Advantages to government of implementing this CO Interconnectivity Frame-
work include: 

Establishing sustainable trade practices by replacing paper-based CO with the 
electronic document; 

Permitting the electronic data transfer of CO information between exporting 
and importing countries, allowing real-time information sharing, streamlining 
and expediting of the origin-based treatment claim process and enhancing 
trade facilitation; 

Enabling the transmitting of CO data at the commencement of a Customs pro-
cedure in the Country of Export/Exit, and analysis of data using pre-defined 
risk criteria;  

Expedited goods movement processing and better resource planning as a re-
sult of access to CO information provided by the Country of Export/Exit, lead-
ing to reduced fraud and, as a result of a better risk analysis, to better enforce-
ment; and 

Providing a basis for improving rules of origin by monitoring the utilization of 
free trade agreements. 

ADVANTAGES 
TO BUSINESS 

Advantages to business of implementing this CO Interconnectivity Frame-
work include: 

Promoting harmonized processing of regional goods declarations; 

Promoting cross-border reuse of data to expedite Customs declarations; and 

In conjunction with other measures (sharing of advance information, pre-arri-
val processing, One Stop Border Post), reducing processing times at border 
posts from days to hours.   

 

 

 

1 For the purpose of this document, country means Customs territory or Customs Union. 
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LEGAL FRAME-
WORK AND 
COMPLIANCE 

PLACE HOLDER: 2nd Phase of the Study  

ENTITIES LAYER The following entities play roles in the origin interconnectivity: 

Parties involved in FTA 

Applicant 

Issuing authorities 

Outbound data authorities (e.g. Single Window) 

Inbound data authorities (e.g. Single Window) 

Customs of the import country 

Declarant 

With regard to the data exchange interaction, each entity may play a role as 
the “sending entity” and “receiving entity”. 

BUSINESS RULES 
LAYER 

To ensure consistent application of CO interconnectivity, a set of business 
rules has been defined as follows: 

Establishment of contact points between partner countries (BR.1) 

Export countries should establish automated CO issuance systems (BR.2) 

TRIGGER LAYER The UB features the following sequences for choreographing interactions be-
tween the partners. Events which initiate electronic data flow: 

CO issued: when upon the request of the applicant, the issuing authority of 
the export country completes the CO issuance process.  

CO amendment requested: Export/Exit or Transit Country transmits Ex-
port/Transit Message to Transit Country or Import/Entry Country.    

CO claimed: When a decision on origin-based treatment is made, the importing 
Customs will transmit the feedback on origin-based treatment. 

DATA CLUSTER 
LAYER 

Within the CO interconnectivity system, involved parties transmit the follow-
ing information: 

CO data 

Acknowledgement 

CO cancellation notification 

CO cancellation decline/acceptance 

Feedback on the origin-based treatment status 

 

All data is transmitted using the WCO DM-compliant electronic message. 

INTEGRATION 
LAYER 

PLACE HOLDER: 2nd Phase of the Study  
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INTERFACE 
LAYER 

PLACE HOLDER: 2nd Phase of the Study  

COMMUNICA-
TION LAYER 

PLACE HOLDER: 2nd Phase of the Study  

 

1.3 Intended readership 
 

This document is addressed to: 

• The WCO function/entity responsible for the deployment of GNC to review and comment on 
the structure and content of the UB; 

• The WCO Technical Committee on Rules of Origin (TCRO), Permanent Technical Committee 
(PTC) and any other WCO groups deemed necessary to review and comment on the structure 
and content of the UB; 

• Any person involved in the establishment of an international arrangement/agreement on IT con-
nectivity and data exchange on Certificates of Origin, to provide recommendations regarding 
the improvement of the material provided; and 

• Any person responsible for the implementation of information exchange between countries, to 
provide inspiration for setting up such exchange between non-participating countries.  
 

1.4 . Acronyms and abbreviations 

 

Abbreviation or Acronym Description 

BPM Business Process Model 
CO Certificate of Origin 
DO Declaration of Origin 
FTA Free Trade Agreement 
GNC Globally Networked Customs 
UB Utility Block 
UML Unified Modelling Language 
WCO World Customs Organization 
WCO DM v.4 WCO Data Model Version 4.0.0 
WTO World Trade Organization 

 

1.5 . Reference documents 

Ref. Title Publisher Version 

1 Specific Annex K of the Revised Kyoto 
Convention 

WCO  

2 WCO GNC Feasibility Study WCO  
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Ref. Title Publisher Version 

3 WCO Origin Compendium WCO  

4 WCO Data Model WCO 4.0.0 

 

1.6 . Implementation history 

FTA reference Parties Status at date of publishing 

Korea - Indonesia FTA Korea - Indonesia 
 

Testing and piloting  

The implementation history entry above was added only as an example 
 

2. CONTEXT AND PURPOSE 

The CO is a specific form, in which the authority or body of the exporting country empowered to issue 
it certifies expressly that the goods to which the certificate relates originate in a specific country. This 
CO also includes a declaration by the manufacturer, producer, supplier, exporter or other competent 
person. In general, a claim for preferential tariff treatment is required to be supported by a proof of 
origin, which must be presented to the Customs authority of the importing country upon request. 

Traditionally, origin certification processes are manual, paper-based, slow and cumbersome. Exporters 
have to submit a request for a CO to the competent issuing authority and, after the information is verified 
by the competent authority, the CO can be printed on paper with a manual signature and stamp to vali-
date its authenticity. The hard-copy CO is then handed over to the exporter, and afterwards submitted 
to the importing Customs for the Customs declaration. Manual origin certification processes are prohib-
itive to trade and not in line with trade facilitation objectives. In addition, paper-based origin certification 
is prone to origin fraud. 

There is increased interest from different stakeholders in managing origin-related procedures of interna-
tional trade through digitalization. Taking into account the needs relating to digitalization of the CO, 
Customs administrations are strengthening both operational and organizational capacities to improve 
efficiencies within the cross-border trading environment. One of the key components of the digitaliza-
tion of the CO is to support system interconnectivity. This will ensure that systems are interconnected 
in order to enhance cooperation for automated data exchange between the exporting authorities and 
importing Customs administrations, enabling the simplification and harmonization of border procedures, 
streamlining the entire process, and saving time and effort for the businesses and government agencies 
involved.  

In line with the World Customs Organization (WCO) Strategic Plan 2022-2025 to enhance digitalization 
and Customs cooperation (FA1. Technology and innovation), as well as reinforcement of Customs coop-
eration and cooperation with key stakeholders (SP2), and taking into account the need to facilitate the 
establishment of smooth and efficient exchange of information related to CO, in 2022-2023 the WCO 
conducted, with the support of Members, a survey on the digitalization of the CO. The Study on the 
Digitalization of the CO was developed by the WCO Secretariat, based on 84 responses received. The 
survey indicated that 22 Members (26.2% of the Members responding) had implemented a data ex-
change system on Certificates of Origin. Furthermore, 9 Members responded that they were in the pro-
cess of developing or constructing a data exchange system on Certificates of Origin. In addition, data 
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exchange on CO is practised in multiple regions, including Asia and the Pacific, Africa, North America, 
South America, and Europe. 

As for the challenges in establishing an electronic data exchange programme: the alignment of technical 
standards and specifications with other contracting parties was reported as a common challenge. Other 
common challenges were mutually agreeing on the data element standards, message implementation 
guidelines and business process specifications. 

The Interconnectivity Framework for CO aims to provide partners with a reference (this CO Intercon-
nectivity Framework) for enabling exchange of CO data under bilateral or multilateral FTA; and Guide 
the development of a technological solution for CO Interconnectivity between parties; The Interconnec-
tivity Framework helps to develop interconnectivity systems in a cost-effective and faster way. It enables 
the parties involved to reuse their established interconnectivity system for origin certification, verifica-
tion and Customs clearance processes, by ensuring that the CO interconnection developed with new 
partners in accordance with the Framework is fully compatible with the existing system.   

The scope of the Interconnectivity Framework referred to in this document is broadly understood as the 
transmission of electronic data on the CO between two or more governments through the interconnec-
tion of computerized systems administered by Customs or any other government agencies.    

Under the Interconnectivity Framework for Certificates of Origin, two types of proof of origin have been 
assessed: the CO involving a specific form issued by the competent authority, and the Self-Declaration 
of Origin.  

The Feasibility Study results on the Interconnectivity Framework for CO and the Study Report on the 
Digitalization of CO indicated that most of the existing practices on proof of origin interconnectivity 
were centred on exchanging CO data, with only a few exchanging Self-Declarations of Origin. With this 
in mind, CO interconnectivity is included in the main body of the Study, while Self-Declaration of Origin 
(DO) interconnectivity will be included as additional information, attached as Annex IV to this document. 

The Interconnectivity Framework was developed based on the experience on preferential CO. However, 
the framework, in particular aspects on business process models and technological specifications (Chap-
ter III and IV), could be referenced for either non-preferential or preferential CO. Members may decide 
the type of the CO to be exchanged based on the framework at the implementation level. 

2.1 Advantages   
 
2.1.1 Advantages to government 

The following advantages are envisaged for the governments of the countries involved:   

• Permitting the electronic data transfer of CO information between exporting and importing 
countries, allowing real-time information sharing, streamlining and expediting of the origin-based 
treatment claim process and enhancing trade facilitation; 

• risk assessment prior to arrival of goods;  
• data-matching; and  
• Confirmation of origin-based treatment.  
• Expedited goods movement processing and better resource planning as a result of access to CO 

information provided by the Country of Export/Exit, leading to reduced fraud and, as a result of 
a better risk analysis, to better enforcement; and  

• Monitoring the utilization of the FTA, either with regard to specific Certificates of Origin, or to 
specific industries or products, and utilizing it as a reference tool to evaluate the extent to which 
businesses are taking advantage of reduced or eliminated tariffs. 

2.1.2 Advantages to Customs 
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The following advantages are envisaged for Customs administrations: 

• Use of harmonized data which has been validated by the country’s Customs administrations, 
ultimately leading to expedited processing of import of goods and increased data quality be-
tween countries; 

• Better enforcement and alignment of risk assessment criteria;  
• Better information for origin-based risk analysis purposes since approved CO data is available;  
• Cost reductions due to broader cooperation among exporting and importing authorities and use 

of synergies, leading to less fraud;  
• Better information sharing between countries; 
• Low costs to establish the technical annex (using this CO Interconnectivity Framework as the 

template) and a consequent reduction in IT implementation, faster implementation and an in-
creased time span of use;  

• Quick(er) implementation of CO data exchange under international Free Trade Agreements and 
shorter discussions between the parties of the FTAs for establishment of CO data exchange 
arrangements; and 

• Enhanced quality and integrity of data for audit and risk management, etc. 

2.1.3 Advantages to business 
 

The following advantages are envisaged for business/stakeholders:  

• Cost reduction due to harmonized data, processes and statutes;  
• Reduction in processing time at the border; 
• Acceleration of Customs procedures and facilitation of legitimate trade; 
• Cost reductions due to the automated processing of issuance of Certificates of Origin and Cus-

toms clearance. This reduces the need for manual intervention, streamlining the entire process 
and avoiding redundant efforts; and 

• Enhanced transparency and predictability concerning the CO and treatment from Customs au-
thorities, provided by harmonization of processes and data and enhanced cooperation among 
Customs administrations. 

• Economic and societal protection 
- Reduction in origin-related smuggling and boost in the fight against origin-related organized 

crime; 
- Reduction in origin fraud – contributing to the proper collection of Customs duties; 
- Reduction in corruption; 
- Improvement of “Risk analysis” and ”Risk Profiling” on the CO data; and 
- Improvement of overall organizational capacity of partner administrations. 

• Global integration 
- Promote/improve cross-border communication and cooperation; 
- Encourage government agencies to work together; and 
- Provide sustainability in administrative cooperation. 

 

2.2 Legal framework and compliance  
 

PLACE HOLDER: 2nd Phase of the Study  

3. BUSINESS PROCESS MODEL (BPM)   
 

The BPM describes how data exchange on the interconnectivity system take places in the context of 
relevant Customs procedures, such as export, transit and import and the broader supply chain processes. 
The BPM includes additional processes that take place surrounding the data exchange as additional 
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context to provide comprehensive understanding of the data exchange process. The BPM provides an 
overview of several GNC segments, namely, the Entities, Business Rules, Triggers, and Data Cluster.  

 

3.1 Data exchange model    
 

Two data exchange models for the CO were examined, namely, the Push Model and the Pull Model. In 
the Push Model, after the CO is issued, the exporting country’s authority begins the CO data transfer to 
the importing country’s authority. This allows the importing country to receive the CO data almost in 
real time and in advance of the claiming of the origin-based treatment process (i.e. import clearance). In 
contrast, the Pull Model requires that the importing country’s authority initiate access to the CO data 
from the exporting country’s outbound gateway, normally during the claiming of the origin-based treat-
ment. 

Several key points related to both Models include the following: 

• Currently, most data exchanges for the CO practised by several WCO Members in different re-
gions are implemented using the Push Model. The Push Model offers real-time data exchange, 
where the CO can be transmitted by the export country to the import country soon after it is 
issued. 

• However, no fully automated Pull Model practice implemented by WCO Members was ob-
served. 

• The practices on Pull Models take place only in a semi-automated way, where the authority of 
the importing country can get access to the outbound gateway of the exporting country to look 
up the details of the CO, but is not able to process the data in an automated way. 

• In this regard, the Push Model is proposed as the optimal model for the Interconnectivity Frame-
work for the CO, and the Semi-Automated Pull Model will be included as additional information, 
attached as Annex III to this document.  

 

3.2 Entities    
 

The stakeholders involved in the Push Model are described by the Unified Modelling Language (UML) 
Use Case Diagram below. 
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Figure 1 – UML Use Case Diagram 

 

 

Entity Definition National Practices 

Applicant The entity which applies for CO Producer, Consignor, Ex-
porter, Seller 
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Entity Definition National Practices 

Issuing authority The authority of the exporting country which is re-
sponsible for issuing CO 

Customs, Ministry of 
Trade, and authorized issu-
ing body such as Chamber 
of Commerce, 

Outbound  

data authority 

The authority of the exporting country which is re-
sponsible for transmitting CO data to the import-
ing country 

Single Window, Customs, 
other authorized data ex-
change entity 

Inbound data au-
thority 

The authority of the importing country which is re-
sponsible for receiving CO data from the exporting 
country. 

Single Window, Customs, 
other authorized data ex-
change entity 

Customs of the 
importing country 

The Government Service which is responsible for 
the administration of Customs law and the collec-
tion of duties and taxes, and which also has the re-
sponsibility for the application of other laws and 
regulations relating to the importation, exporta-
tion, movement or storage of goods. 

Customs 

Declarant The entity which makes a declaration to Customs 
or – where legally permitted – in whose name, or 
on whose behalf, a declaration to Customs is made. 

Importer, Agent, Con-
signee, Forwarder 

 

 

3.3 Business process flow    
 

The Push Process Model of the CO data exchange is described by the UML Activity Diagram below.  

The diagram organizes the process flow into several phases (Entity Registration, Commodity Registration 
and CO Issuance). Each phase is identified with Phase identification number (P.n). Each phase contains 
actions identified with Action identification number (A.n). The numeric identification does not determine 
the order/sequence of the action in the process flow. Their order only represents the time when the 
actions were introduced in the framework. A detailed process description of the process flow is attached 
as Annex I to this document. 
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Figure 2 – UML Activity Diagram 
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3.4 Data exchange sequence    
 

The data exchange sequence outlines the interaction (i.e. send/receive or request/response) between 
two entities. The sequence is based on the Push Model, where the entity which intends to send data 
initiates the data exchange. The receiving entity is required to provide the applicable acknowledgement 
or error response for each data push. 

The data exchange interaction is illustrated by the UML Sequence Diagram below. 

 Figure 3 – UML Sequence Diagram 
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3.5 Triggers    
 

The Trigger segment outlines the events and the timing of when data exchange takes place, including: 

• CO issued (T1): When upon the request of the applicant, the issuing authority of the ex-
port country completes the CO issuance process. Following this trigger, the export Con-
tracting Party will transmit the issued CO data to the import country. 

• CO amendment requested (T2): When upon the request of the applicant, the issuing au-
thority of the export country requires confirmation from the importing country that the 
CO amendment can be made. Following this trigger, the export country will transmit no-
tification of CO cancellation. 

• CO claimed (T3): When a decision on origin-based treatment is made, the importing Cus-
toms will transmit the feedback on origin-based treatment (e.g. granting or rejection of 
the preferential tariff treatment) to the exporting country. 

 

3.6 Business rules    
 

To ensure consistent application of CO interconnectivity, a set of business rules has been defined as 
follows: 

3.6.1.a. Establishment of contact points between Contracting Party countries (BR.1) 

• Each Contracting Party should establish national contact points dealing with information ex-
changed under this CO Interconnectivity Framework.  

• Each Contracting Party should notify contact details of contact points and any change thereto. 

 

3.7 Data cluster    
 

Within the CO interconnectivity system, parties involved transmit the information below. 

• CO data: CO data issued by the issuing authorities of the export country. 
• CO cancellation notification: Notification of the cancellation of a CO in conjunction with a re-

quest to amend the CO made by the applicant. The notification is required if confirmation of the 
CO cancellation by the export country is required before proceeding with the amendment pro-
cess. 

• CO cancellation decline/acceptance: Confirmation of the decline/acceptance of a CO cancella-
tion provided by the import country as a response to the prior CO cancellation notification. 

• Origin-based treatment status: Status of the origin-based treatment (e.g. granting/rejecting of 
preferential tariff treatment) of the CO provided by the import country to the export country. 

All data is transmitted using the WCO DM-compliant electronic message. 

 

4. TECHNOLOGICAL REQUIREMENTS AND SPECIFI-
CATIONS  
 

PLACE HOLDER: 2nd Phase of the Study  
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ANNEX I: Business Process Description    
 

I. Introduction 

Each Phase/Action is marked with the following status: 

• Recommended practice (RP): Phase/Action recommended by the Interconnectivity Framework 
and essential to ensure harmonized implementation of the Framework, aiming at enabling sys-
tem development and operation to be conducted in an efficient manner. 

• Good practice (GP): Phase/Action that could be omitted from the implementation of the Inter-
connectivity Framework without impacting the system, but whose implementation will bring 
additional benefits for the overall data exchange process. 

II. Phases and Actions 

II.A. Entity Registration Phase (P.1/RP) 

 

 

The applicant is required to register with the issuing authority. The Entity Registration Phase consists 
of the following actions: 
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Action 
Code 

Action Name Status 

Action Description 

A.1 Register Entity RP 

The applicant (companies or individuals) intending to apply for CO are required 
to register with the issuing authority. 

A.2 Validate Entity Registration RP 
The applicant (companies or individuals) intending to apply for CO are required 
to register with the issuing authority. 

A.3 Accept Registration RP 
The issuing authority accepts the applicant’s registration and creates credentials 
for the applicant to enable the applicant to access information related to its enti-
ties, including CO data that belongs to the applicant. 

A.4 Receive Entity Credential RP 
The applicant receives the credential given by the issuing authority. 

A.5 Receive Entity Registration Feedback RP 
The applicant receives feedback from the issuing authority regarding the entity 
registration.  

II.B. Commodity Registration Phase (P.2/GP) 
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Applicants register the commodity with the issuing authority, when required. When commodity regis-
tration is required, applicants can only apply for CO of registered commodities. The Commodity Regis-
tration Phase consists of the following actions: 

Action 
Code 

Action Name Status 

Action Description 
A.6 Register Commodity GP 

The applicant registers the commodity with the issuing authority. 

A.7 Validate Commodity Registration GP 
The issuing authority validates the applicant’s commodity registration.  

A.8 Accept Registration GP 
The issuing authority accepts the applicant's commodity registration.  

A.9 Receive Commodity Registration Acceptance  GP 
The applicant receives the commodity registration given by the issuing au-
thority.  

A.10 Receive Commodity Registration Feedback GP 
If the commodity registration is not accepted by the issuing authority, the ap-
plicant receives feedback from the issuing authority regarding the commodity 
registration. 

II.C. CO Issuance Phase (P.3/RP) 

 
 

The applicant is required to submit the application for the issuance of the CO to the issuing authority. 
The CO Issuance Phase consists of the following actions: 
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Action 
Code 

Action Name Status 

 
Action Description 

A.11 Apply for CO RP 

The applicant applies for the CO to the issuing authority through the CO issu-
ance system or Single Window, by providing other supporting documents/in-
formation as required (China, Japan, Korea, Colombia and Mexico). 

A.12 Process CO Application RP 
The issuing authority examines the application and the supporting docu-
ments/information. 

A.13 Issue CO RP 
The issuing authority issues the CO if all CO application requirements are 
met. 

A.14 Receive CO Identification RP 
The applicant receives notification of the issuance of the CO, which includes 
the CO identification number (China, Japan, Korea, Colombia and Mexico). 

A.15 Print Certificate RP 
When applicable, the applicant can print the CO themselves. The self-printed 
CO requires a digital stamp and/or signature to be in place.  

Three practices related to the validity of the printed CO are observed: the 
first is that the printed CO is regarded as the validated CO, which can be used 
as a hard-copy version as an origin document; the second practice is that the 
printed CO has a watermark indicating it is NOT a validated CO and is for in-
formation ONLY; and the third practice is that the printing of CO is not availa-
ble once the data is transmitted. 

A.16 Retrieve CO Details RP 
The applicant is able to retrieve the details of the CO, identified by the availa-
ble CO identification number. 

A.17 Transmit CO Data RP 
The issuing authority transmits the CO data to the outbound data authority, 
e.g. Single Window. 

A.18 Receive and Transmit CO Data RP 
The outbound data authority receives the CO data from the issuing authority 
and transmits the CO data to the inbound data authority of the importing 
country.  

A.19 Receive and Transmit CO Data RP 
The inbound data authority receives the CO data from the outbound data au-
thority of the exporting country and transmits the CO data to Customs of the 
importing country. 

A.20 Receive CO Data 
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The Customs of the importing country receives the CO data from the inbound 
gateway. 

RP 

II.D. CO Amendment Phase (Cancellation and Re-Issuance) (P.4/GP) 

 

The applicant is allowed to submit the application for amendment of the CO to the issuing authority. 
The CO Amendment Phase consists of two steps, namely, cancellation of the previous CO and re-issue 
of the amended CO, which consists of the following actions: 

Action 
Code 

Action Name Status 

Action Description 

A.21 Apply CO Amendment RP 

The applicant applies for the CO amendment to the issuing authority through 
the declaration system or Single Window, with other supporting documents as 
required. 

A.22 Process CO Amendment Request RP 
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The issuing authority examines the application for amendment and the sup-
porting documents. If all relevant requirements are fulfilled, the CO can be 
amended, if not, the issuing authority will reject the amendment of the CO and 
return the application to the applicant. 

A.23 Process Original CO Cancellation RP 
The issuing authority makes a cancellation of the original CO. 

A.24 Notify CO Data Cancellation RP 
The issuing authority notifies Customs of the importing country of the CO data 
amendment through outbound and inbound data authorities. 

A.25 Receive and Transmit CO Data Cancellation Notification RP 
The outbound data authority receives the CO data cancellation notification 
from the issuing authority and transmits the CO data cancellation notification 
to the inbound data authority of importing countries.  

A.26 Receive and Transmit CO Data Cancellation Notification RP 
The inbound data authority receives the CO data cancellation notification from 
the outbound data authority and transmits the CO data cancellation notifica-
tion to Customs of the importing country. 

A.27 Check Origin-based Treatment Claim Status GP 
The Customs of the importing country checks if a decision on the origin-based 
treatment for the original CO has been made. 

A.28 Decline/Accept CO Data Cancellation GP 
The Customs of the importing country makes a decision to decline or accept 
the CO data cancellation based on the origin-based treatment claim status and 
responds to the notification provided by the issuing authority through inbound 
and outbound data authorities. 

A.29 Receive and Transmit CO Cancellation Decline/Acceptance GP 
The inbound data authority receives the decision of the Customs of the import-
ing country on the decline or acceptance of the CO amendment and subse-
quently transmits the decision to the outbound data authority.  

A.30 Receive and Transmit CO Cancellation Decline/Acceptance GP 
The outbound data authority receives the decision on the decline or ac-
ceptance of the CO amendment and subsequently transmits the decision to the 
issuing authority.  

A.31 Decline Amendment Request GP 
The issuing authority declines the application for the CO amendment based on 
the decision of the Customs of the importing country transmitted by the in-
bound and outbound data authorities. 

A.32 Receive CO Amendment Decline GP 
The applicant receives a CO amendment decline notification from the issuing 
authority.  

A.33 Cancel Original CO 
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The applicant receives a CO amendment decline notification from the issuing 
authority. 

GP 

A.34 Proceed with Issuance of a New CO RP 
The issuing authority proceeds with issuing a new CO. 

II.E. Origin-Based Treatment Claim Phase (P.5/RP) 

 

The declarant claims for the origin treatment for the shipment as part of the Customs clearance of the 
importing country. The Origin Treatment Claim Phase consists of the following actions: 

Action 
Code 

Action Name Status 

Action Description 
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A.39 Request CO Identification Number RP 

The declarant requests the CO identification number(s) relevant for the ship-
ment from the applicant. 

A.40 Share CO Identification Number RP 
The issuing authority examines the application for amendment and the support-
ing documents. If all relevant requirements are fulfilled, the CO can be amended, 
if not, the issuing authority will reject the amendment of the CO and return the 
application to the applicant. 

A.48 Access CO Details RP 

The declarant accesses the CO details with the CO identification number. 

Different practices related to accessing CO details are observed. The platform to 
access the CO details varies from country to country, e.g. National Single Win-
dow, Customs Systems. 

The identification method to get access to the CO details is either to use the CO 
identification number as the primary key, or a combination of the CO identifica-
tion number and invoice number/company number/tax identification as the pri-
mary keys for looking up the correct CO data. 

A.41 Prepare Customs Declaration RP 
The declarant prepares the Customs declaration and includes the CO identifica-
tion number in the Customs declaration. 

A.42 Submit Customs Declaration RP 
The declarant submits the Customs declaration to the Customs of the importing 
country. 

A.43 Validate Customs Declaration RP 
The Customs of the importing country validates the Customs declaration. 

A.44 Look Up CO Details RP 
The Customs of the importing country looks up the CO details based on the CO 
identification number included in the Customs declaration. 

A.45 Reconcile Declaration against CO Details RP 
The Customs of the importing country examines the CO Details against the Cus-
toms declaration. 

A.46 Require Customs Declaration Resubmission RP 
The Customs of the importing country requires the declarant to resubmit the 
Customs declaration. 

A.47 Make Decision on the Origin-Based Treatment Based on the CO Data RP 
The Customs of the importing country, based on the CO data, makes a decision 
on the origin-based treatment. 

A.48 Notify Origin-Based Treatment GP 
The Customs of the importing country send notification to the outbound data 
authority on the origin-based treatment 
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A.49 Receive and transmit origin-based treatment notification GP 

The inbound data authority of the exporting country receives origin-based treat-
ment notification and afterward transmit the notification to outbound data au-
thority. 

A.50 Receive and transmit origin-based treatment notification GP 

The outbound data authority of the importing country receives origin-based 
treatment notification and afterward transmit the notification to Issuing author-
ity. 

A.51 Receive origin-based treatment notification GP 

The issuing authority of the exporting country receive the origin-based treat-
ment notification 
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ANNEX II: Data Elements to be Exchanged       
 

Information package: https://datamodel.wcoomd.org/#/infopack/scope/national/bceed8417e 

Dataset: https://datamodel.wcoomd.org/#/mydataset/code/mapping/e448a5c010  

 

WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

D011 Document issu-
ing date/time 

Date and time the document 
was issued and, when appropri-
ate, signed or otherwise authen-
ticated. 

X 
 

LPCO/D011 

D013 Document 
name code 

Code specifying the name of a 
document. 

X 
 

LPCO/D013 

61B Authentication Details related to the authenti-
cation of a document. 

X 
 

LPCO/Authenti-
cation 

104 Authentication 
statement 

Statement providing proof that 
the document has been authen-
ticated. 

X 
 

LPCO/Authenti-
cation/104 

539 Document au-
thentication lo-
cation name 

Name of a location where a doc-
ument was signed or otherwise 
authenticated. 

X 
 

LPCO/Authenti-
cation/539 

12A Authenticator Details related to an authenti-
cating party. 

X 
 

LPCO/Authenti-
cation/Authenti-
cator 

R007 Authenticator 
name 

Name of the party which certi-
fies that a document is authen-
tic. 

X 
 

LPCO/Authenti-
cation/Authenti-
cator/R007 

03A Additional In-
formation 

Details related to the special re-
quest from declarant to govern-
ment to take or not to take ac-
tion. 

X 
 

LPCO/Addition-
alInformation 

369 Additional 
statement type 
code 

Code specifying the subject of 
the additional statement. 

X 
 

LPCO/Addition-
alInfor-
mation/369 

28A Consignment Details related to the transport 
between a consignor and a con-
signee as specified in the 
transport contract document. 

X 
  

15A Border 
Transport 
Means 

Details related to the means of 
transport crossing the border of 
the Customs territory. 

X 
  

https://datamodel.wcoomd.org/#/infopack/scope/national/bceed8417e
https://datamodel.wcoomd.org/#/mydataset/code/mapping/e448a5c010
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

T005 Crossing the 
border 
transport 
means name 

Name to identify the means of 
transport used for the carriage 
of the goods in crossing the bor-
der. 

X 
 

LPCO/Consign-
ment/Border-
TransportMeans
/T005 

T006 Transport 
means crossing 
the border 
identifier 

Identification of the means of 
transport used in crossing the 
border. 

X 
 

LPCO/Consign-
ment/Border-
TransportMeans
/T006 

T010 Type of means 
of transport 
crossing the 
border code 

Code specifying type of means 
of transport used for the car-
riage of the goods in crossing 
the border. 

X 
 

LPCO/Consign-
ment/Border-
TransportMeans
/T010 

149 Conveyance 
identifier 

Identification of the journey of a 
means of transport, for example, 
voyage number, flight number, 
trip number. 

X 
 

LPCO/Consign-
ment/Border-
TransportMeans
/149 

27A Consignee Details related to the party to 
which goods are consigned. 

X 
  

R014 Consignee 
name 

Name of the party to which 
goods are consigned. 

X 
 

LPCO/Consign-
ment/Con-
signee/R014 

R015 Consignee 
identifier 

Identification of a party to which 
goods are consigned. 

X 
 

LPCO/Consign-
ment/Con-
signee/R015 

R005 Role code Code specifying the role of a 
party. 

X 
 

LPCO/Consign-
ment/Con-
signee/R005 

04A Address Details related to an address. X 
  

410 Address type 
code 

Code specifying the type of ad-
dress. 

X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/410 

241 City name Name of a city. X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/241 

242 Country code Code specifying the name of the 
country or other geographical 
entity as specified in ISO 3166 
and UN/ECE Rec 3. 

X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/242 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

412 Country name Name of the country or other 
geographical entity. 

X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/412 

244 Country sub-
entity identifi-
cation code 

Code specifying the name of a 
country subdivision. 

X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/244 

243 Country sub-
entity name 

Name of a country subdivision. X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/243 

239 Street and 
number/P.O. 
Box 

Specification of the postal deliv-
ery point such as street and 
number or post office box. 

X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/239 

245 Postcode iden-
tifier 

Identification of the postal zone 
or address. 

X 
 

LPCO/Consign-
ment/Con-
signee/Ad-
dress/245 

29A Consignment 
Item 

Details related to an item in a 
consignment. 

X 
  

006 Sequence num-
ber 

Number indicating the position 
in a sequence. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/006 

03A Additional In-
formation 

Details related to the special re-
quest from declarant to govern-
ment to take or not to take ac-
tion. 

X 
  

23A Commodity Details related to the properties 
of the goods. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Com-
modity 

137 Goods descrip-
tion 

Description of the nature of a 
goods item sufficient to identify 
it for cross-border regulatory 
purposes such as Customs, phy-
tosanitary, statistical or 
transport. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Com-
modity/137 

65A Goods Measure Details related to goods weight, 
quantities, and amounts. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Good
sMeasure 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

131 Gross weight Weight of goods including pack-
ing but excluding carrier's equip-
ment. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Good
sMeasure/131 

128 Net weight Weight of the goods themselves 
without any packing. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Good
sMeasure/128 

92A Origin Details related to the origin of 
the goods. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Origi
n 

063 Country of 
origin code 

Code specifying the country in 
which the goods have been pro-
duced or manufactured, accord-
ing to criteria laid down for the 
application of the Customs tariff 
or quantitative restrictions, or 
any measure related to trade. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Origi
n/063 

93A Packaging Details related to packaging. X 
 

LPCO/Consign-
ment/Consign-
mentItem/Pack-
aging 

142 Shipping marks Marks and/or numbers on a 
transport unit or package. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Pack-
aging/142 

144 Number of 
packages 

Quantity specifying the number 
of individual items packaged in 
such a way that they cannot be 
divided without first undoing 
the packing. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Pack-
aging/144 

141 Type of pack-
ages identifica-
tion code 

Code specifying the type of 
package of an item. 

X 
 

LPCO/Consign-
ment/Consign-
mentItem/Pack-
aging/141 

30A Consignor Details related to the party 
which, by contract with a carrier, 
consigns or sends goods with 
the carrier, or has them con-
veyed by him. 

X 
  

R020 Consignor 
name 

Name of the party consigning 
goods as stipulated in the 
transport contract by the party 
ordering transport. 

X 
 

LPCO/Consign-
ment/Con-
signor/R020 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

R021 Consignor iden-
tifier 

Identification of the party con-
signing goods as stipulated in 
the transport contract by the 
party ordering the transport. 

X 
 

LPCO/Consign-
ment/Con-
signor/R021 

R005 Role code Code specifying the role of a 
party. 

X 
 

LPCO/Consign-
ment/Con-
signor/R005 

04A Address Details related to an address. X 
  

410 Address type 
code 

Code specifying the type of ad-
dress. 

X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/410 

241 City name Name of a city. X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/241 

242 Country code Code specifying the name of the 
country or other geographical 
entity as specified in ISO 3166 
and UN/ECE Rec 3. 

X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/242 

412 Country name Name of the country or other 
geographical entity. 

X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/412 

244 Country sub-
entity identifi-
cation code 

Code specifying the name of a 
country subdivision. 

X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/244 

243 Country sub-
entity name 

Name of a country subdivision. X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/243 

239 Street and 
number/P.O. 
Box 

Specification of the postal deliv-
ery point such as street and 
number or post office box. 

X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/239 

245 Postcode iden-
tifier 

Identification of the postal zone 
or address. 

X 
 

LPCO/Consign-
ment/Con-
signor/Ad-
dress/245 

83A Loading Loca-
tion 

Details related to the location at 
which the goods (i.e. consign-
ments) are loaded onto the ac-
tive means of transport. 

X 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

L009 Loading loca-
tion name 

Name of a seaport, airport, 
freight terminal, rail station or 
other location at which goods 
are loaded onto the means of 
transport being used for their 
carriage. 

X 
 

LPCO/Consign-
ment/Load-
ingLoca-
tion/L009 

L010 Loading loca-
tion identifier 

Identification of a seaport, air-
port, freight terminal, rail station 
or other location at which goods 
are loaded onto the means of 
transport being used for their 
carriage. 

X 
 

LPCO/Consign-
ment/Load-
ingLoca-
tion/L010 

31B Transport 
Equipment 

Details related to transport 
equipment used for the consign-
ment. 

X 
  

152 Equipment size 
and type code 

Code specifying the characteris-
tics (e.g. size and type of a piece 
of transport equipment). 

X 
 

LPCO/Consign-
ment/Trans-
portEquip-
ment/152 

44B Seal Details related to the seal af-
fixed to a piece of transport 
equipment, used to secure an 
object and protect from unau-
thorized entry or tampering. 

X 
  

006 Sequence num-
ber 

Number indicating the position 
in a sequence. 

X 
  

165 Seal identifier Identification of a seal affixed to 
a piece of transport equipment 
by number. 

X 
 

LPCO/Consign-
ment/Trans-
portEquip-
ment/Seal/165 

38B Unloading Lo-
cation 

Details related to the location at 
which the goods (i.e. consign-
ment) are unloaded from the ac-
tive means of transport having 
been used for their carriage. 

X 
  

L012 Unloading loca-
tion name 

Name of the unloading location, 
seaport, airport, freight terminal, 
rail station or other location at 
which the cargo is to be un-
loaded from the means of 
transport having been used for 
their carriage. 

X 
 

LPCO/Consign-
ment/Unload-
ingLoca-
tion/L012 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

L013 Unloading loca-
tion identifier 

Identification of a seaport, air-
port, freight terminal, rail station 
or other location at which goods 
are unloaded from the means of 
transport having been used for 
their carriage. 

X 
 

LPCO/Consign-
ment/Unload-
ingLoca-
tion/L013 

451 Actual Authen-
tication Date 

Actual date and optional time 
when this authentication was 
signed or otherwise authenti-
cated. 

X X LPCO/Authenti-
cation/451 

L098 Actual Authen-
tication Loca-
tion, coded 

Identifier of a location where a 
document was signed or other-
wise authenticated. 

X X LPCO/Authenti-
cation/544 

D017 Place of au-
thentication of 
document 

Name of a location where a doc-
ument was signed or otherwise 
authenticated. 

X X LPCO/Authenti-
cation/539 

R005 Role code Code giving specific meaning to 
a party. 

X X 
 

105 Free text Free text field available to the 
message sender for information. 

X X 
 

21A Classification Details about the non-commer-
cial categorization of a com-
modity by a standard-setting or-
ganization. 

X X 
 

145 Commodity 
Classification 

The non-commercial categoriza-
tion of a commodity by a stand-
ard-setting organization. 

X X LPCO/Consign-
ment/Consign-
mentItem/Com-
modity/Classifi-
cation/145 

337 Commodity 
Classification 
Type 

A qualifier to describe the com-
modity classification, e.g. Har-
monized Tariff Schedule (HTS), 
Export Control Classification 
Code (ECCC), UNDG Code list, 
International Code of Zoological 
Nomenclature (ICZN). 

X X LPCO/Consign-
ment/Consign-
mentItem/Com-
modity/Classifi-
cation/337 

130 Tariff quantity/ 
Supplementary 
quantity 

Quantity of the goods in the unit 
as required by Customs for tar-
iff, statistical or fiscal purposes 
or as indicated in Type. 

X X LPCO/Consign-
ment/Consign-
mentItem/Good
sMeasure/130 

78A Invoice Information of a commercial in-
voice. 

X X 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

D016 Invoice number Reference number to identify an 
invoice. 

X X LPCO/Consign-
ment/Consign-
mentItem/In-
voice/D016 

D015 Invoice date Date of issue of an invoice. X X LPCO/Consign-
ment/Consign-
mentItem/In-
voice/D015 

436 Rule of origin, 
coded 

Code specifying the criterion of 
determination as to whether a 
good qualifies as an originating 
good in accordance with the 
rules. 

X X LPCO/Consign-
ment/Consign-
mentItem/Origi
n/436 

306 Value of goods FOB value - Monetary amount 
that has to be or has been paid 
as calculated under the applica-
ble trade delivery. 

X X LPCO/Consign-
ment/Consign-
mentItem/Com-
modity/306 

K9 Third country 
invoice country 

The country of the company is-
suing the invoice in cases where 
the invoice is issued by a third 
country. 

X X 
 

K10 Third country 
invoice com-
pany 

The name of the company issu-
ing the invoice in cases where 
the invoice is issued by a third 
country. 

X X 
 

K11 Third country 
invoice address 

The address of the company is-
suing the invoice in cases where 
the invoice is issued by a third 
country. 

X X 
 

K12 Exhibition 
name 

The name of the exhibition in 
cases where goods are sent 
from the territory of the export-
ing Party for exhibition in an-
other country and sold during or 
after the exhibition for importa-
tion into the territory of a Party. 

X X 
 

K13 Exhibition ad-
dress 

The address of the exhibition in 
cases where goods are sent 
from the territory of the export-
ing Party for exhibition in an-
other country and sold during or 
after the exhibition for importa-
tion into the territory of a Party. 

X X 
 

K14 Issued retroac-
tively 

Yes in the case that CO is issued 
retroactively. 

X X 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

K15 Back-to-back 
CO 

Yes in the case of back-to-back 
CO. 

X X 
 

K16 Document type 
code 

To indicate under which trade 
agreement (or any other prefer-
ential/non-preferential trade 
scheme) the CO is issued. 

X X 
 

K17 Operation 
mode 

Operation mode code to com-
mand whether to issue or delete 
CO message. 

X X 
 

D014 Document ref-
erence number 

Reference number identifying a 
specific document. 

X X LPCO/D014 

D031 Document cat-
egory, coded 

Code specifying the category of 
a document. 

X X 
 

D012 Document issu-
ing place, coded 

Place at which a document was 
issued and, when appropriate, 
signed or otherwise authenti-
cated. 

X X LPCO/D012 

D034 Document issu-
ing place 

Place at which a document was 
issued and, when appropriate, 
signed or otherwise authenti-
cated. 

X X LPCO/D034 

019 Docu-
ment/message 
status, coded 

Code specifying the status of a 
document. 

X X 
 

501 Origin type, 
coded 

Code to differentiate between 
different types of origin, e.g. 
preferential and non-preferen-
tial Country of Origin codes. 

X X 
 

413 Country of 
origin name 

The name of the country in 
which the goods have been pro-
duced or manufactured, accord-
ing to criteria laid down for the 
application of the Customs tariff 
or quantitative restrictions, or 
any measure related to trade. 

X X LPCO/Consign-
ment/Consign-
mentItem/Origi
n/413 

066 Region of 
origin, coded 

Region in which the goods have 
been produced or manufac-
tured, according to criteria laid 
down for the purposes of appli-
cation of the Customs tariff, or 
quantitative restrictions, or of 
any other measure related to 
trade. 

X X LPCO/Consign-
ment/Consign-
mentItem/Origi
n/066 
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WCO  

ID 

Name Definition IWG 

USE 

NEW Path 

436 Rule of origin, 
coded 

Code specifying the criterion of 
determination as to whether a 
good qualifies as an originating 
good in accordance with the 
rules. 

X X 
 

01B Producer Details related to the producer 
of the product. 

X X 
 

R034 Producer name Name of the party or person 
who has produced the product. 

X X LPCO/Consign-
ment/Consign-
mentItem/Com-
modity/Pro-
ducer/R034 

04A Address Details related to an address. X X 
 

324 Tariff quantity 
amount 

Amount reported in 1st, 2nd or 
3rd tariff quantity. 

X X 
 

156 Departure 
date/time 

Date and time of departure of 
the means of transport. 

X X 
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ANNEX III: Semi-Automated Pull Model for Certificate 
of Origin       
 

I. Introduction 

In addition to CO Interconnectivity through the Push Model, Korea Customs Service (KCS) has imple-
mented a Semi-Automated Pull Model with the Customs authority of one of its FTA partner countries.  

CO Interconnectivity through the Semi-Automated Pull Model is characterized by an electronic verifi-
cation system, an official website/platform operated by the issuing authorities for the authentication of 
the CO, and an agreement between the exporting and importing Customs authorities to replace the 
original paper-based CO with the electronic copies when importers claim preferential tariff treatment.  

In this Model, the Customs authority in the importing country, in accordance with the agreement with 
the exporting Customs authority, verifies the CO in the electronic verification system using the elec-
tronic copy of the CO, instead of receiving the paper CO submitted by the importer.  

For the purposes of claiming preferential tariff treatment, an exporter does not need to send an original 
paper CO to the importer. Instead, he sends an electronic copy of the CO to the importer, who uses the 
information received to make a claim to the Customs authority for preferential tariff treatment. 

In terms of application, the Push Model of CO Interconnectivity is a much more efficient option as it 
allows the automatic and simultaneous exchange of CO data between exporting and importing coun-
tries. However, considerable resources and expertise are required to set up a secure communication 
platform for the cross-border exchange of sensitive data. In addition, the participating authorities need 
to address legal issues, data protection issues and the risk of system failure. 

In this sense, the Semi-Automated Pull Model can offer a more practical and affordable solution, espe-
cially if an electronic verification system is already in place. However, making a query in respect of each 
CO can be time-consuming, and for this reason the Semi-Automated Pull Model is recommended for 
countries with moderate to low trade volumes.  

In the initial negotiation phase, KCS and the partner Customs authority agreed to establish CO inter-
connectivity through the Push Model. However, at a later stage both authorities decided that it would 
be preferable to switch to a Semi-Automated Pull Model, taking into account the frequency of CO issu-
ance and the volume of trade between the two countries.  

Korean issuing authorities operate their own electronic verification systems, where users can make 
queries on COs by entering a unique CO Reference Number and a Reference Code – see KCS 
(https://customs.go.kr/co.html) and Korea Chamber of Commerce and Industry (KCCI) 
(http://cert.korcham.net/search/index.htm). In particular, the KCS system allows users to verify COs 
issued by KCCI, as KCS supervises the issuance of preferential COs.  

II. Entities 

The Stakeholders involved in the Semi-Automated Pull Model are described in the following table.  

 

https://customs.go.kr/co.html
http://cert.korcham.net/search/index.htm


WCO  I   Interconnectivity Framework for Certificates of Origin - Annex IV 

 40 

Entity Definition Korean Practice 

Applicant The entity that applies for a CO Producer, exporter or its au-
thorized representative 

Issuing Authority The authority in the exporting country 
which is responsible for issuing the CO and 
operating the electronic verification sys-
tem for the authentication of CO 

Korea Customs Service (KCS), 
Korea Chamber of Commerce 
and Industry (KCCI) 

CO Verification 
Portal Authority 

The authority in the exporting country re-
sponsible for the management/operation 
of online CO verification systems. This au-
thority may be the same as or different 
from the issuing authority. The Single Win-
dow authority is well placed to take on this 
role. 

Korea Customs Service (KCS), 
Korea Chamber of Commerce 
and Industry (KCCI) 
 
* The electronic verification sys-
tem of the KCS is able to verify 
CO issued by both the KCS and 
the KCCI 

Customs of import-
ing country 

The Government Service which is respon-
sible for the administration of the Customs 
law and the collection of duties and taxes, 
and which also has responsibility for the 
application of other laws and regulations 
relating to the importation, exportation, 
movement and storage of goods 

 

Declarant The entity that makes a declaration to Cus-
toms or - where legally permitted - in 
whose name, or on whose behalf, a decla-
ration is made to Customs 

Owner of goods, licensed Cus-
toms broker 

 

III. Business Process for CO Issuance/Amendment 

Diagrams showing the phases from Entity Registration (Phase 1) to CO Amendment (Phase 4) have 
been omitted, as they are identical or similar to those of the Push Model.  

Entity Registration (Phase 1) and Commodity Registration (Phase 2) are the same as in the Push Model.  

With regard to CO Issuance (Phase 3) and CO Amendment (Phase 4), the action flow ends when the 
CO or amended CO is issued and the data is transmitted to the Outbound Gateway, enabling a query to 
the electronic verification system. In the Semi-Automated Pull Model, the Inbound Gateway and Cus-
toms in the importing country do not receive the data – this is the main difference between this Model 
and the Push Model.   

The Origin Treatment Claim (Phase 5) in the Semi-Automated Pull Model consists of several phases, 
which are shown in the UML Activity Diagram set out below.  
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IV. Origin Treatment Claim 

The Origin Treatment Claim phase (Phase 5) covers the process by which the declarant clears the ship-
ment and claims preferential tariff treatment for it through Customs in the importing country. This 
phase consists of the following actions:  

Action 
Code 

Action Name 

Action Description 

A.48 Request CO 

The declarant requests the CO details or softcopy from the applicant, in order to claim 
preferential tariff treatment for the shipment. 

A.49 Share CO 
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The applicant shares the CO of the shipment with the declarant. 

A.50 Prepare Customs Declaration 

The declarant prepares the Customs declaration using the CO received from the appli-
cant, and other supporting documents. 

A.51 Submit Customs Declaration 

The declarant submits the Customs declaration to Customs in the importing country. 

A.52 Validate Customs Declaration 

Customs in the importing country validates the Customs declaration. 

A.53 Retrieve CO Data 
Customs in the importing country retrieves the CO details from the Customs declara-
tion and makes a query to the Outbound Gateway regarding the authenticity of the CO. 

A.54 Display CO Data 

The Outbound Gateway displays the CO data.  

A.55 Reconcile Declaration against CO Details Manually 

Customs in the importing country verifies the authenticity by manually examining the 
Customs declaration against the CO details. 

A.56 Make decision on the Origin based on the CO data 

If the CO is valid, Customs in the importing country makes a decision regarding prefer-
ential tariff treatment. 

A.57 Conduct Additional Origin Verification 

If the CO is not valid, Customs in the importing country conducts additional origin veri-
fication. 
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ANNEX IV: Push Model for Self-Declaration of Origin      
 

I. Introduction 

In addition to CO Interconnectivity through the Push Model, China Customs has implemented a Push 
Model for self-declaration of origin with the Customs authorities of its FTA partners.  

Since 2022, China Customs has implemented a unified Approved Exporters Scheme across all the eligi-
ble FTAs. The management of the Approved Exporters Scheme is operated via an IT system, which is 
one of the modules of China Customs’ Rules of Origin Management Platform. The main functions of 
the system consist of:  

a. The application and approval of the approved exporter, 

b. The issuance of Declarations of Origin (DO), 

c. The management of DO data and approved exporters list. 

To apply for approved exporter status, an enterprise must submit the required information on its oper-
ations and commodities to the IT system, for Customs to review. Once it has been granted approved 
exporter status, the enterprise will be able to issue DOs in the system.  

The approved exporter can issue two kinds of DO via the IT system. 

a. Formatted DO (e.g. DO of RCEP).  

The system provides a user-friendly interface for approved exporter to submit the infor-
mation of the DO with the autofill function for the information that already stored in the sys-
tem. After the submission, the system will generate the DO in compliance with the require-
ments of different FTA with a unique serial number.  

b. DO based on commercial documents (e.g. DO of China-Switzerland FTA).  

The approved exporter uploads the scan copy of its commercial documents, and based on the 
information provided by approved exporter, the system will generate the DO in PDF format 
with a unique serial number, attaching the standardized statement of origin and the commer-
cial documents.  

This IT system provides a convenient and error-free way for the approved exporters to issue their DO, 
while enables China Customs to monitor the statistic of DO, as well as gathers all the necessary data 
for carrying out DO data exchange with its FTA partners. Currently, China Customs is exchanging DO 
with Switzerland and New Zealand and sharing the approved exporter list with multiple trading part-
ners. As China Customs is technically ready to carry out DO data exchange, it is actively working with 
its trading partners to explore the possibility of establishing such cooperation.  

The following diagrams and tables explain the business model of China Customs’ DO data exchange. 

II. Entities 

The Stakeholders involved in the DO Push Model are described in the following table. 
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Entity Definition National Practices 
Applicant Entity applying for approved exporter authoriza-

tion and eligibility to complete DOs 
Exporter 

Approving authority Authority of the exporting party responsible for 
authorizing approved exporters and allowing 
them to complete DOs 

China Customs 

Outbound data au-
thority 

Authority of the exporting party responsible for 
transmitting data of DOs to the importing party 

China International 
Trade Single Window, 
China Customs 

Inbound data au-
thority  

Authority of the importing party responsible for 
receiving data of DOs from the exporting party 

Single Window, Customs 
of the importing party 

Declarant of the im-
porting party  

The entity that makes a declaration to Customs 
or - where legally permitted - in whose name, or 
on whose behalf, a declaration is made to Cus-
toms  

Importer/ licensed cus-
toms broker/ Consignee 
/ Forwarder  

Declarant of the ex-
porting party 

The entity that received the authorization of ap-
proved exporter and being eligible to complete 
DOs. 

Approved exporter 

III. Phases and Actions 

III.A. Registration Phase (P.1) 

 

Before they can complete Declarations of Origin, applicants must apply to Customs for authorization as 
approved exporters. The Registration phase consists of the following actions： 
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III.B. “Completing the Declaration of Origin” Phase (P.2) 

 

 

The approved exporter completes DOs for its commodity via IT system. The “Completing the Declara-
tion of Origin” phase consists of the following actions: 

 

Action 
Code 

Action Name 

Action Description 

A.1 Register  

Exporter applies for the authorization of approved exporter at Customs. 

A.2 Validate Registration 

Customs receives and reviews application for authorization. 

A.3 Accept Registration 

Customs authorizes applicant who meets the requirements for approved exporter status. 

A.4 Receive Credential 

Applicant receives feedback from Customs on the application and will be granted an au-
thorization code. 

A.5 Denial Feedback 

Where the application that does not meet the requirement will receive the denial feed-
back from Customs. . 
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III.C. Origin-based Treatment Claim (P.3) 

Action 
Code 

Action Name 

Action Description 

A.6 Prepare DO 

Applicant prepares the necessary information for completing the DO. 

A.7 Submit DO 
Applicant completes and submits the DO via the Single Window, and supplies Customs with the 
DO data. 

A.8 Transmit DO Data 
Customs receives the DO data from the applicant and transmits the data to the Outbound data 
authority. 

A.9 Receive and Transmit DO Data 
The Outbound data authority receives the DO data from Customs and transmits the data to the 
Inbound data authority of the importing party. 

A.10 Receive and/or Transmit DO Data 
The Inbound data authority of the importing party receives the DO data and transmits the data to 
Customs in the importing party. 

A.11 Receive DO Data 
Customs in the importing party receives the DO data. 
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The declarant claims Origin treatment for the shipment as part of Customs clearance in the importing 
party. The Origin Treatment Claim phase consists of the following actions: 

   Action 
   Code 

Action Name 

Action Description 

A.12 Prepare Import Declaration 
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The declarant prepares the Customs declaration and includes the DO identification 
number in the Customs declaration. The declarant requests from the applicant the rele-
vant DO identification number(s) for the shipment. 

A.13 Submit Import Declaration 
The declarant of the imported goods submits the Customs declaration to Customs of 
the importing party. 

A.14 Validate Import Declaration 
Customs of the importing party validates the import declaration. 

A.15 Look up DO details 
Customs of the importing party looks up the DO details with reference to the DO iden-
tification number included in the Customs declaration. 

A.16 Reconcile Declaration against DO details  
Customs of the importing party checks the DO details against the Customs declaration. 

A.17 Require Customs Declaration Resubmission 
In cases where the DO data does not match the information about the goods which is 
contained in the import declaration, or the DO data cannot be found, Customs of the 
importing party will conduct further verifications regarding the origin of the goods.   

A.18 Make decision on the Origin-based treatment based on the DO data 
If the DO details match the Customs clearance data, Customs of the importing party 
will grant the corresponding Origin-based treatment to the goods. 
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