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1.INTRODUCTION

1.1 Background

The stated mission of the World Customs Organization (WCO) is to facilitate legitimate trade, to secure a
fair revenue collection and to protect society. At its 139th and140th Sessions, held in June 2022, the WCO
Council endorsed the Strategy Plan 2022-2025 and Implementation Plan 2022/2023. Among other
things, the following action plan was included in the Action Plan on Revenue Collection:

e Astudy of the requirements for the establishment of inter-Customs cooperation on information
exchange and the digitalization of origin-related procedures.

As an initial step towards this goal, the WCO Secretariat undertook a study survey in autumn 2022 to
capture the situation at the time regarding digitalization of the certificate of origin, including the practices
of Members on electronic certificate of origin issuance, as well as the origin data exchange system.

The WCO Secretariat sent out a questionnaire?! to all WCO Members in September 2022. The question-
naire was issued in English and French (please see Annex | to this report). Out of 184 WCO Member Cus-
toms administrations, a total of 84 responses were received and then analysed for this study.

This report presents the outcome regarding the use of certification of origin and the digitalization of the
certificate of origin. Further, it aims to identify the factors for success and well as the challenges and diffi-
culties faced by Members. The findings will provide a useful resource to inform future technical assistance
activities. A further aim of the Study Report is that it be used as a part of the basis for the WCO to prepare
guidance for Members on digitalization of certificates of origin.

The analysis of the study is under consideration by the Technical Committee on Rules of Origin (TCRO).
This document will be updated as required when the analysis of the consideration is completed.

1.2 Structure

This Study is divided into five sections:

Section One sets out the study background and initiatives, the structure of the report, the methods used
in the study, and key definitions.

Section Two provides an overview of the information received from Members on the certification of origin
systems in use.

Section Three provides an overview of Members’ existing practices in relation to electronic certificates of
origin (e-CO).

Section Four provides an overview of the use of electronic data exchange in relation to certificates of
origin.

Section Five provides an overview of the use of self-certification of origin.

1.3 Methodology

! For more detailed information on the questionnaire, please refer to Annex |.



The Study was developed during the period September 2022 - March 2023, mainly by way of the invalua-
ble information provided by Members through their questionnaire responses. The report contains two
key elements: (1) Describing the state of play and good practices among Members on digitalization of the
certificate of origin; (2) Identifying and summarizing the challenges and success factors in establishing dig-
italization of the certificate of origin programme.

Key Definitions from the WCO Guidelines on Certification of Origin

a. “Certification of Origin” means a series of procedures to establish the originating status of
the goods through the presentation of a proof of origin;

b. “Self-Certification of Origin” means a type of certification of origin which utilises a declara-
tion of origin or a self-issued certificate of origin as a means to declare or affirm the originat-
ing status of goods;

c. “Proof of Origin” means a document or statement (either in paper or electronic format)
which serves as a prima facie evidence to support that the goods to which it relates satisfy
the origin criteria under applicable rules of origin. It includes a certificate of origin, a self-is-
sued certificate of origin, or a declaration of origin;

i “Certificate of Origin” means a specific form, whether on paper or electronic, in
which the government authority or body empowered to issue it expressly certifies
that the goods to which the certificate relates are considered originating according
to the applicable rules of origin;

ii  “Self-issued Certificate of Origin” means a specific form in which the producer, man-
ufacturer, exporter or importer expressly certifies that the goods to which the certifi-
cate relates are considered originating according to the applicable rules of origin;

iii “Declaration of Origin” means a statement as to the originating status of goods
made by the producer, manufacturer, exporter or importer on the commercial invoice
or any other document relating to the goods

Definitions for the purposes of this document

1. Paper-Based Certificate of Origin (CO): refers to a “certificate of origin” as defined above,
issued on paper (hard copy) and normally signed and stamped by hand by the government au-
thority or body empowered to issue it.

2. Electronic Certificate of Origin (e-CO): refers to a “certificate of origin” as defined above,
where the application and issuance are completed electronically and normally signed and
stamped digitally by government authority or body empowered to issue it.

3. Electronic Data Exchange for Certificates of Origin: refers to the electronic exchange of cer-
tificates of origin or data relating to certifications of origin between the relevant authorities.
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The present version of the Study was completed in April 2023. However, digitalization is an evolving con-
cept and, as such, so are the practices presented in this publication. The Study Report reflects the state of
play among Members at the time of writing, and efforts will be made to update it in the future to expand
and keep relevant the information provided.

2. CERTIFICATION OF ORIGIN

2.1 State of Play Among Members on Certification System

There are various ways to certify origin, and different approaches taken, including the certification of
origin by a competent authority of the exporting country, and the system of self-certification of origin.

Of the 84 Customs administrations that responded to the survey on the format of the proof of origin, 82
stated that they implemented an authority issuance system (paper-based certificate of origin and/or
electronic certificate of origin). Of the total respondents, 62 Members (73.8%) stated that they imple-
mented both an authority issuance and a self-certification system, while another 20 Members (23.8%)
responded that they implemented an authority issuance system only.

There were 2 Members (Bermuda and the Democratic Republic of the Congo) who responded indicating
other practices (see Chart 1). The Customs Department of Bermuda does not require certificates of
origin as it does not have preferential tariffs or countervailing tariffs. At the time of writing, the Demo-
cratic Republic of the Congo was at the stage of finalizing its national legislation laying down the proce-
dures for issuing origin documents.

Chart 1:

Certification System Practices of Members

Authority only
23,8%

Authority issuance
+ self-certification
73,8%
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Of 82 Customs administrations implementing an authority issuance system, 48 Members? (58.5%) re-
sponded that they implemented both paper-based and electronic certificates of origin. 33 Members
(40.2%) responded that they implemented paper-based certificates of origin only, while Saudi Arabia
(1.2%) indicated that it implemented electronic certificates of origin only. (See Chart 2.)

Chart 2:

Authority Issuance System of Members

Electronic only
1,22%

Paper-based
only

Paper-based +
electronic
58,54%

40,24%

M Paper-based + electronic M Paper-based only ~ m Electronic only

2.2 Competent Authority for the Issuance of Certificate of Origin

2.2.1 Non-preferential certificate of origin

Of the 84 respondents, 70 Members? stated that the competent authority issued the non-preferential
certificate of origin. 14 Members did not list a competent authority for non-preferential certification.

Part of the explanation for this may be that not all Members have their own non-preferential rules of
origin. Consequently, the existence of non-preferential certificates of origin in those jurisdictions never-
theless may not be regarded as issued by those Members.

Of 70 respondents on this question, some accepted multiple competent authorities, with the following
entities mentioned as issuers:

e Chamber of Commerce - 54 Members;
e Customs authority - 10 Members;
e  Ministry of Trade - 8 Members; and

2The respondents are Argentina, Australia, Brazil, Canada, Chile, China, Colombia, Ethiopia, European Union (BE, DE, GR, ES, LV,
LT,NL,AT,SI,SK, Fl,SE), Hong Kong, China, Indonesia, Korea, Japan, Macau, China, Madagascar, Malaysia, Mauritius, Mexico,
Moldova, Morocco, Myanmar, New Zealand, Nigeria, North Macedonia, Oman, Paraguay, Peru, Saudi Arabia, Singapore, Switzer-
land, Thailand, Togo, Turkiye, United Kingdom, Ukraine, Uruguay, Vietnam.

% Please refer to Annex |1l for more detailed information on the issuing authority of Members.
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e “Other” 19 Members.

Of the Members that indicated “Other” and indicated other Ministries and government agencies as the
issuer, the typical ones mentioned were those in charge of industry, agriculture or fisheries. Also, some
Members stated that private entities, such as the association of manufacturers or exporters, were em-
powered to issue non-preferential certificates of origin. For example, the Brazilian Government does not
regulate the issuance of non-preferential certificates of origin. In fact, any entity that complies with the
importing country’s regulations on this matter can issue the non-preferential certificate of origin.

Chart 3:

Non-preferential CO Issuing Authority
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54
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19
20
10
) . 8
0 L
Chamber of Commerce Customs Authority Ministry of Trade Other

eThe total number exceeds the number of responding Members because there is more than one issuing
authority in some Member countries.

2.2.2 Preferential certificate of origin

Out of 84 respondents, 81 Members stated that the competent authority issued preferential certificates
of origin.

Of the Members who responded to this, some accepted multiple competent authorities, with the following
entities mentioned as issuers:

Customs authority - 46 Members;
Chamber of Commerce - 26 Members;
Ministry of Trade -14 Members; and
Other - 20 Members.

Of the Members that indicated “Other” and indicated that other Ministries and government agencies were
issuers, Ministries in charge of industry, agriculture or fisheries were mentioned. Also, some Members
stated that private entities, such as the association of manufacturers or exporters, were empowered to
issue preferential certificates of origin. For example, in Brazil, several private entities can issue a prefer-
ential certificate of origin. The list of entities is stated in Annex XXIII to Secex Ordinance No. 23/2011.
Similarly, in Peru, the Association of Exporters is authorized to issue the preferential certificate of origin.

10



Chart 4:

Preferential CO Issuing Authority
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e The total number exceeds the number of responding Members because there is more than one
issuing authority.

2.3 Comparison between Paper-Based and Electronic Certificates of
Origin

As part of the efforts to accelerate paperless trade, the development and use of the e-CO has seen much
progress in recent years.

Potential advantages for traders and authorities noted by some Members in using e-CO include:

Ease of submitting the application, checking the data and obtaining certificates;

Faster completion of transactions;

Lower management costs for operators and lower administrative costs for issuing authorities;
Reduced risk of misconduct by individual issuing authority officers;

Better security, with greater ease of verifying the validity of the certificate data and preventing
forgery.

As part of the survey, 26 Members provided comparisons of the issuance-related costs and times between
paper-based COs and electronic COs.

Regarding the cost of fees for the issuing of certification, 26 respondents replied. Of these, 18 Members
(69.2%) indicated that there was no difference in issuance fees between the paper-based type and elec-
tronic type, with 5 of these Members* responding that both were zero cost. Where there was a differen-
tial between the fees for electronic and paper certification, 3 Members responded that their paper-based

“Three (3) Members responded that there was no issuance fee for any issuing authority, and two (2) Members responded that
there was no issuance fee for the Customs issuing authority only.

11
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model cost more than the electronic system; another 3 responded that the electronic type incurred a
higher charge than the paper-based type. Lastly, another 2 responded that they were unaware of the cost.

While the lower costs were mentioned as an advantage by some, within the group of Members who re-
sponded to this question, this was not commonly reflected in lower fees. This could in part reflect the
number of agreements with statutory fees set, not allowing flexibility in issuance fees, or the set-up costs
of implementing e-CO, but further information would be required to properly determine the factors in-
volved in this.

Chart 5:

Comparison of Issuance Fee

Unknown cost - 2
E-CO charge higher - 3
Paper-based charge higher - 3
Same issuance fee _ 18

0 5 10 15 20 25

Regarding the issuance times for the two types, 26 respondents answered this question. Of these, 10
Members (38.5%) stated that the issuance time for non-preferential and preferential certificates of origin
was the same. The remaining 16 Members (61.5%) indicated that the electronic system was faster than
the paper-based system.

Chart 6:

Comparison of Issuance Time
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In terms of the issuance time for the e-CO, 12 Members (46.1%) indicated that it was within 1 hour. 4
Members (15.4%) indicated that it was within 1-4 hours, 5 Members (19.2%) responded that it was within
8 hours, 3 Members (11.5%) responded that it was within 3 working days, and 2 Members (7.7%) did not
mention the specific time.

Chart 7:

Issuance Time of e-CO
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3. ELECTRONIC CERTIFICATE OF ORIGIN

3.1 State of Play among Members Using E-CO

Among 49 Members who implemented an electronic system, 17 Members? indicated that electronic issu-
ance was implemented for both non-preferential and preferential certificates of origin (the type of pref-
erential certificate of origin should be stipulated under the FTA).

The remaining 32 Members indicated that they only implemented e-CO for either preferential or non-
preferential, with an equal split between respondents on which type of scheme.

°>The respondents are Australia, Canada, China, Ethiopia, Hong Kong, China, Japan, Korea, Mauritius, Mexico, North Macedonia,
Oman, Saudi Arabia, Singapore, Thailand, Tlrkiye, United Kingdom.

13
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Chart 8:

Type of COs Issued Electronically

m BothCOs = Preferential COonly = Non-preferential CO only

In relation to the volume of e-COs, millions are issued yearly. For example, China responded that, in 2021,
they issued 8.4 million e-COs and Tirkiye reported that 4.1 million e-COs were issued in the same year.

According to the survey, there was a steady increase in the volume of electronic certificates of origin in
the 13 Members during the COVID-19 pandemic. The e-CO proved to be a good option during this time,
as its issuance and handling did not involve any physical contact between the issuing bodies, trade opera-
tors and Customs officials.

Even before the outbreak of COVID, it is well documented that there was a trend towards increasing use
of e-COs in several Members' jurisdictions, presumably as it facilitates certificate issuance.

Examples

Australia: From 2019 to 2021, the volume of paper-based COs dropped from 3,555 copies (in
2019) to only 2 copies (in 2021), while the volume of e-COs rose from 22,022 (in 2019) to 26,822
(in 2021), representing an increase of more than 2,000 copies yearly.

China: From 2019 to 2021, the volume of e-COs increased by 0.7 million copies, while paper-based
COs decreased by 0.6 million copies.

Colombia: From 2019 to 2021, the volume of e-COs issued increased steadily from 84,193 (in
2019) to 90,656 (in 2020) and then to 118,383 (in 2021). At the same time, paper-based COs de-
creased steadily from 164,837 (in 2019) to 136,034 (in 2020), and then to 127,888 (in 2021).

Korea: The volume of e-COs issued increased from 497,000 in 2019 to 516,000 in 2020, and then
to 556,000 in 2021.

Morocco: From 2020 to 2021, the volume of e-COs increased by 35.9%, from 212,421 to 288,777.
In the meantime, the number of paper-based COs fell by 10.0%, from 10,753 to 9,673.

Singapore: In the year 2020, the volume of e-COs issued surged to 56,392, from 8,780in 2019 - an
increase of 542%. And during the year 2021, it grew steadily to 84,252, accelerating by 49%.

14



Tiirkiye: In the year 2020, the use of e-COs intensified rapidly to 2,604,183, from 1,755,245 in
2019 - an increase of 48.4%. This trend was accentuated in 2021, with an increase to 4,169,003,
multiplying by 160.1%.

3.2 Acceptance of E-CO

Of the total 84 respondents, 60 Members answered the question on whether they accepted e CO.

Of these, 19¢ (31.7%) stated that they accepted both electronic non-preferential and preferential certifi-
cates of origin. The type of preferential certificate of origin accepted for each agreement was stipulated
by mutual agreement under the FTA.

Notably, there were 22 Members’ (36.7%) who responded by saying that they did not accept any e-CO
(either non-preferential or preferential).

Afurther 5 Members®(8.3%) stated that, for the time being, they were accepting only electronic non-pref-
erential certificates of origin.

The remaining 14 Members? (23.3%) stated that they accepted electronic preferential certificates of
origin when permitted by the terms of an FTA, or in certain circumstances. By way of example of such
circumstances, in Belgium, a preferential certificate of origin was accepted in digital form as part of spe-
cific measures triggered by the sanitary crisis (COVID-19), and only if general technical conditions were
met.

Chart 9:

Acceptance of e-CO

Accept non-preferential CO only

Accept preferential CO only _ 14
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Accept both _ 19
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¢ The respondents are Albania, Algeria, Australia, Brazil, China, Ethiopia, Korea, Japan, Jordan, Myanmar, Malaysia, North Macedo-
nia, Oman, Saudi Arabia, Singapore, Switzerland, Tunisia, Ttrkiye, United Kingdom.

7 The respondents are United States, Madagascar, Seychelles, Togo, Bosnia and Herzegovina, EU (AT, HR, DK, FI, FR, DE, GR, HU,
LV, LT, LU, NL, PT, SI, SK, ES, SE).

8 The respondents are Angola, Belize, Kazakhstan, Russian Federation, and Ukraine.

? The respondents are Argentina, Azerbaijan, Botswana, Colombia, Belgium, Hong Kong, China, Indonesia, Mauritius, Moldova,
Peru, Paraguay, Thailand, Uruguay, and Vietnam.

15
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In practice, where the e-CO is not accepted by contracting parties, it is usually for the following reasons:

e Theunderlying agreement does not include electronic certification of origin;

e Theformat used inthe issuing country for the e-CO is not in line with what the importing country
accepts;

e Thereisnodigital signature;

e Thedigital signature cannot be verified; or

e Various key data elements are missing.

3.3 Irregularity/Fraud Detected Related to E-CO, and Potential Solutions

Many respondents indicated that the reduction of irregularity/fraud was not the main driver behind
adopting electronic e-CO.

In practice, irregularity/fraud cases related to the e-CO were similar to or the same as those related to
paper-based certificates of origin, with goods not meeting the applicable rules of origin, or false/incorrect
information being furnished. There were still fraud cases where, for instance, the e-COs (PDF format) sub-
mitted to importing Customs were forged, the goods were not produced by the exporter or manufacturer
stated on the e-CO, or the product cost list submitted for issuance of an e-CO was manipulated.

Example

China: In 2020, a company imported fresh durian (HS code 0810.60) from Thailand under the
ASEAN-China FTA. The importer submitted several e-COs (as scanned copies) at the time of entry
to claim preferential tariff treatment. However, according to the results of a post-clearance audit
(PCA) for this case, China Customs found that the signatures and seals on the e-COs were blurred
and looked similar. By conducting a retroactive check, Thailand responded that these e-COs were
not authentic. China Customs therefore denied the preferential tariff treatment and, in addition,
carried out further investigations on the importer. Finally, it was concluded that this was a case of
forgery.

The survey mentioned different approaches in terms of the solutions to irregularities/fraud related to e-
COs:

e Having available a form of online verification portal provided by the issuing authority to under-
take checks of the certificate of origin’s authenticity (by number, QR code or other means);

e Using specimen information (signature and seal) provided by the issuing authority (in the same
manner as for paper CO);

e Utilizing a risk-based approach, supported by self-assessment by importers and brokers to en-
courage compliance (in the same manner as for paper CO); and

e Implementing a post-clearance audit (PCA) on the goods granted preferential tariff treatment (in
the same manner as for paper CO).

Apart from the use of on-line verification tools, no specific additional solutions to the detection of fraud
or other issues with e-CO were mentioned. However, the ability to use on-line verification tools could
have significant benefits in reducing the time and costs of checks.

3.4 Challenges in Establishing an E-CO Issuance Programme

Key challenges faced in establishing an e-CO programme can be summarized from Members’ responses
as follows:

e Developing and passing national legislation on electronic certificates to form the basis for the ap-
plication, completion, signing and issuing of COs electronically;

16



e Achieving and concluding negotiation within the framework of an FTA with contracting parties to
reach mutual agreement on the e-CO, noting that e-COs will not be accepted without the agree-
ment of importing countries;

e Selecting the best technology and design to fulfil the needs of the business and the management
needs of the issuing authority;

e Securingsufficient time and resources (both technical and human) necessary for the development
of e-CO systems;

e Providing strong advocacy for, and acceptance of, the effectiveness of using e-CO among traders
and Customs officials;

e Addressing hesitancy on the part of officials in some countries to accept e-CO, given the absence
of manual stamps and signatures, as valid in practice; and

e Overcoming the challenges of updating previously negotiated FTAs to include the use of e-CO.

3.5 Key Success Factors in Establishing an E-CO Issuance Programme

Success factors critical in establishing an e-CO programme can be summarized from the survey and rec-
ognised when the following statements apply.

e The administration has a strong political drive and the firm intention to create a modern elec-
tronic means by which to deliver the issuing of e-COs, as well as a willingness to learn from the
experiences of other countries which have already implemented e-CO.

e Mutual recognition of the e-COs between the contracting parties is achieved as the key factor for
preferential COs is good cooperation and understanding amongst the contracting parties.

e Thereis an approach that focuses on fostering both government to government (G2G) and gov-
ernment to business (G2B) cooperation.

e The key need of creating good awareness of the proposed/new system among exporters, suppli-
ers, and producers is recognised and acted on.

e Sufficient resources dedicated to the implementation of the digital certificate of origin, including
financial resources, are made available for both implementing and maintaining the systems.

e ltisensuredthatthere is sufficient technical knowledge in the teams involved.

e The teams involved in the implementation work in cooperation with all relevant units, linking
these through a well-functioning technical infrastructure.

4. DATA EXCHANGE ON CERTIFICATE OF ORIGIN

4.1 State of Play among Members on Data Exchange on CO

New developments on digitization are taking place at a rapid rate. However, many respondents have not
digitalised the complete process (application, issuance and transmission).

In the absence of automating the transmission of certificates, they are shared between the relevant par-
ties as paper documents, which are then shipped by courier, leading to potential delays and errors.

Having certificates of origin as EDI documents enables their electronic transmission between exporting
and importing parties. More and more Members have started to develop and implement full electronic
transmission of certificates of origin, thereby eliminating the need for hard copies to be dispatched over-
seas.

With data exchange systems, besides a shorter lead time to send certificates of origin from the exporting
country to the importing country and vice versa, it provides for better assurance of authenticity of the
certificate when transmitted authority to authority. In addition, as the electronic format of the certifica-
tion datais available, the importing parties are able to utilize automated systems to examine and validate

17
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the certificate data, increasing the efficiency of the available resources by reducing the need for human
intervention, and speeding up the origin control process.

4.1.1 Implementing status

The survey indicates that the first data exchange on certificates of origin took place in 2004, when China
implemented preferential origin data exchange with Hong Kong, China and Macau, China. In another ex-
ample, Colombia commenced the digitalization of origin data with Mexico in 2009. From 2016 onwards,
more and more Members have developed and implemented data exchange on certificates of origin, such
as Korea, ATIGA Members, Argentina, Uruguay, Chile and Peru.

22 Members!! (26.2% of the Members responding) communicated that they had implemented a data ex-
change system on certificates of origin. Also, another 9 Members!? responded that they were in the pro-
cess of developing or constructing a data exchange system on certificates of origin. Data exchange of COs
is practised in multiple regions, including Asia, Africa, North America, South America, Europe and Aus-
tralia.

The United States responded that Customs and Border Protection (CBP) had yet to implement a data ex-
change system related to the CO. At the same time, they communicated that work is ongoing to develop
enhanced messaging of electronic data, something they commenced in 2019. They are currently working
with the United States Department of Homeland Security’s Science and Technology Directorate on five
distributed ledger technology (DLT) pilots. The pilots will capture electronic entry data that will assist with
determining the country of origin of products/commaodities.

The EU responded that they were examining the possibility of issuing digital certificates and of establish-
ing a database for certificates issued by EU Member States. Certificates are intended to be exchanged as
XML messages with EU partners through a secured channel.

In addition, since 2019, the Common Market for Eastern and Southern Africa (COMESA) and Southern
African Development Community (SADC) have started working on e-COs and are currently piloting the
projects.

SADC issuance of e-COs will be implemented in three (3) phases: Manual Processing (pre-printed forms,
physical signatures, and stamps); then Electronic Processing, where a printout of issuance takes place
through an electronic system); and finally, the move to e-CO data exchange. Eswatini, Malawi, Namibia
and Zambia are currently in the stage of project piloting the concept. SADC encourages its members to
move from the manual issuance of the certificate of origin to the electronic version.

Of the 22 Members which had implemented data exchange on the CO, 19 stated that this was for prefer-
ential certificates of origin only, 1 Member (Belgium) responded that this was for non-preferential certif-
icates of origin, and 2 Members (Switzerland and Ethiopia) that their procedures covered both non-pref-
erential and preferential COs. (See Chart 10.)

10 ATIGA refers to the ASEAN Trade in Goods Agreement, which was signed by the Economic Ministers of the Governments of
Brunei Darussalam, Cambodia, Indonesia, Lao PDR, Malaysia, Myanmar, Philippines, Singapore, Thailand and Vietnam, Member
States of the Association of Southeast Asian Nations (ASEAN) on 26 February 2009 at Cha-am, Thailand.

1 The respondents are Argentina, Australia, Ethiopia, Chile, China, Colombia, Costa Rica, EU (BE), Korea, Hong Kong, China, Indo-
nesia, Macau, China, Madagascar, Malaysia, Mexico, Myanmar, New Zealand, Peru, Singapore, Switzerland, Thailand and Uruguay.
12 The respondents are Algeria, Botswana, Céte d'Ivoire, EU (DE), Mauritius, Morocco, North Macedonia, Russian Federation and
Tarkiye.

18



Chart 10:

Type of CO Implementing Data Exchange

B Data exchange on preferential CO only
B Data exchange on non-preferential CO only

m Data exchange on both types

18 Members responded to the question on the number of contracting parties with which they had imple-
mented data exchange.

Of these, 7 Members had 1-3 contracting parties, 3 Members had 4-6 contracting parties, 6 Members had
7-9 contracting parties, 1 Member had 10-14 contracting parties, and 1 Member had more than 15 con-
tracting parties. More specifically, according to the survey, China had implemented data exchange with
16 Members, Indonesia with 12 Members, Singapore, Myanmar, Thailand, and Chile with 9 Members, and
the average number of respondents’ contracting parties was 5. (See Chart 11.)

Chart 11:

Number of Contracting Parties

With 2 15 contracting parties - 1

With 10-14 contracting parties - 1

With 7-9 contracting parties — 6
With 4-6 contracting parties _ 3
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Examples of volumes of data exchanged

Argentina: From January to August 2022, 171,474 e-COs were exchanged, which constitutes
96.66% of the total number of e-COs.

Chile: The figure is 30% of the total number of COs.

China: China responded that it was annually exchanging 3.3 million e-COs with FTA partners, and
the proportion of the certificates amounted to 28.3% of the total annual certificates of originissued
by China’s issuing authorities.

Colombia: In Colombia, in 2021, the ratio of electronic certificates of origin transmitted to part-
ners was 48.07%, up from 33.80% in 2019.

Singapore: On average, between 2019 and 2021, a total of 49,805 electronic certificates of origin
were transmitted by Singapore to the contracting parties yearly. The average ratio of electronic
certificates of origin compared to the total volume of certificates of origin was 1:4.

4.1.2 Data standard

18 Members responded to the question regarding their data exchange format, with 17 Members already
implementing data exchange and 1 Member on track to develop a system.

10 Members (55.6%) responded that the data exchange format of their electronic CO was based on the
WCO Data Model (DM), or regional data models which were compatible with the WCO DM.

In addition, the following data exchange formats were reported by Members:

The Memorandum of Understanding (MoU) between contracting parties on the Implementation
of Electronic Origin Data Exchange System, and the Operational Certification Procedure for the
Rules of Origin under the FTA.

Message Implementation Guide of e-Form D implemented by ASEAN Single Window.

W3C XML standards and Public Key Infrastructure (PKI) Technical Standards.

XML messages/ebXML.

UN/CEFACT.

International standard and coding, such as listed under the United Nations UNLOCODE.

W3C model.

The countries' own databases that exchange e-CO information.

Several own standards according to agreements, such as with ALADI and the Pacific Alliance. The
formats of the digital certificates of origin developed under some trade agreements in force for
Colombia are PDF files and XML files.

Regional standard model used by ALADI (Latin American Integration Association).

JSON, as it is considered to be simpler and clearer than XML.

The Edifact tables, which are officially approved with reference to the tables of the T.I.C.A. na-
tional system.

Regional data models (as in SADC), while also following WCO standards.

4.1.3 Technology used in the data exchange system

Members reported the use of the following technology or systems:

Australia: The Intergovernmental Ledger (IGL) utilizes blockchain technology. The Digital Verification
Platform (DVP) will use a different technology approach, with Verifiable Credentials (VCs), to that of
blockchain, and the Platform is still in the redevelopment phase.
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Belgium: The implementation of data exchange on non-preferential certificates of origin uses blockchain
technology. Belgium uses APls and blockchain to integrate the issuing system with the ERP systems of
exporters and the electronic systems of other players in the supply chain (Customs and freight forward-
ers).

Ethiopia: Uses EDIFACT, XML and JSON.

Hong Kong, China: The system is based on IBM Messaging Queue (MQ) server technology. Data is ex-
changed in XML format and secured using Public Key Infrastructure (PKI) technology.

Madagascar: The system functions with SOAP (Simple Object Access Protocol) web service exchange
technology.

Mexico: The Mexican Single Window (Spanish acronym “VUCEM”) uses the format XML. In other cases,
the document is digitized and attached to the request as an e-document. However, in the future, when the
National Customs Agency of Mexico is able to receive the information on requests through its new sys-
tems, it is intended that the certificates be digitized in PDF and that they form part of the electronic doc-
umentation of requests, but this has not yet been implemented.

New Zealand: Customs uses the Simple Object Access Protocol (SOAP) message format for sending CO
datain XML format

Peru: The information exchange system uses an interoperability platform that unites the Single Windows
of the country of origin and the country of import to transmit XML files of the electronic certification of
origin. Certificates of origin are issued through the “Ventanilla Unica de Comercio Exterior” (VUCE) of the
country of origin.

Singapore: The exchange of electronic CO data under ATIGA is undertaken via the ASEAN Single Window
(ASW), which connects and integrates the National Single Window of ASEAN Member States (AMS) in
order for the electronic exchange of data between AMS to take place. The exchange of electronic CO data
with China, the transmission of origin data from Singapore to China, as well as the retrieval of origin data
issued by China, is done through the International Connectivity Preferential Certificate of Origin (PCO)
service on the Networked Trade Platform. The Networked Trade Platform (NTP) is a one-stop trade and
logistics ecosystem which supports digitalization efforts and connects entities across the trade value
chain. It is a one-stop trade information management system linked to other platforms, and also offers a
wide range of trade-related services.

4.1.4 Verification function

Verification for Customs

The data exchange system in its basic form is not intended for verification of origin, but for transmitting
certificate of origin data.

If any doubts are raised related to the originating status of goods or information shown on a certificate of
origin, the importing Customs normally conducts verification through the administrative cooperation
component of the FTA. However, some Members are also considering expanding the data exchange sys-
tem function by enabling it to transmit a verification request to exporting countries.

Using the data exchange system, the electronic origin data is transmitted G2G, ensuring the authenticity
of the electronic origin data as the data does not go through a third party. This potentially facilitates as-
surance by the importing Customs of the authenticity of the certificate of origin.

The authenticity can be checked by way of the system confirming the identity of the sender and recipient.
This is used to present the encrypted certificate data, which can be extracted and interpreted by author-
ized persons.
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Examples

Chile: Several steps are followed:

v' Firstly, verification by ID reference;
v" Secondly, XML verification;

v" Thirdly, QR code verification;

v" Finally, electronic data exchange.

Ethiopia: The electronic certification system is part of the Ethiopian Electronic Single Window.
Stamps and signatures of authorized officials have been replaced by Licences, Permits, Certifi-
cates and Others (LPCO) ID and the signatory’s name, so that importing countries can easily check
their authenticity by inserting the LPCO ID number on the specified website address.

Indonesia: First, the e-CO is being used for document validation (number and date of e-CoO). Sec-
ond, the e-CO is available on the Customs system as a reference for Customs officers when con-
ducting documentary inspections.

New Zealand: The IT system of New Zealand Customs can identify data errors (e.g. incorrect port
code used) or data omissions before sending out COs; and the receiving Customs authority (e.g.
China Customs) undertakes an auto-matching process to compare the e-CO details with the Cus-
toms Import Declaration.

Verification of authenticity for stakeholders other than administrations and issuing authori-

ties

In addition to systems for authorities and administrations, there are Members who provide options for
other entities to verify the authenticity of the CO by accessing an electronic verification system. This en-
ables stakeholders who are presented with an origin certificate, such as logistics companies and importers,
to check that it is authentic by checking the number given or scanning its QR code where this is used.

Examples

1. Colombia: The digital certificates of origin under the Pacific Alliance Agreement can be con-
sulted through the foreign trade single window of the Ministry of Commerce, Industry and
Tourism and the DIAN Visualizer; under other commercial agreements that have a digital cer-
tificate of origin, they can be checked using the repository of the Colombian Customs admin-
istrator and in the digital platforms of the Party countries, such as the computer system “Ec-
uapas” (Customs system of Ecuador).

2. CostaRica: Through the systems managed by the Central American Economic Integration
Secretariat (SIECA), the DUCA F (electronic COs) can be scrutinized using the corresponding
number. Each national system has enquiry points on the web, e.g. Costa Rica uses the TICA
national system. A DUCA F issued to other Party States can also be consulted using the TICA
web portal. Some DUCA Fs are accessible using the consignee identification number and date.

3. Korea: The authenticity of the CO can be verified through public websites of the Korea Cus-
toms Service (KCS) and Korea Chamber of Commerce and Industry (KCCI), using the refer-
ence number and code of the CO.

4.2 Challenges in Establishing an Electronic Data Exchange Programme
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The main challenges for Customs administrations in establishing an e-CO programme can be summarized
from Members’ responses as follows.

a)
b)
c)
d)
e)

Challenges Before Establishment

Establishing the electronic data exchange of COs requires mutual agreement and commitment
with the contracting parties.

Aligning the technical standards and specifications with the contracting party. It requires consid-
erable time to negotiate technical specifications and to address the difficulties involved in mutu-
ally agreeing the standard of data element, message implementation guidelines and business pro-
cess specification. The following issues should be taken into consideration:

Trade system adopted by the other party,

Verifiable credentials,

Data exchange format,

Technology used for the data exchange system,

Different Information and Communications Technology (ICT) and legal set-up.

Domestically, the establishment of an electronic data exchange system requires the following:
Establishment of the legal basis for the e-CO data exchange;

Making any required improvements in the rectification, forwarding and reception processes, with
a comprehensive review of the current internal processes;

Addressing exporter concerns that trade secrets and sensitive information might be disclosed to
an overseas authority along with the CO data;

Securing a budget for the system development and developing software, including with a view to
extending the IT capabilities of the issuing system and Customs clearance system in the contract-
ing parties;

Identifying and resolving any connectivity issues requiring updates to the existing domestic sys-
tems in use and ensuring that they meet the minimum specification requirements for data ex-
change.

Challenges After Establishment

It is crucial to conduct system monitoring on a regular basis and the parties should closely com-
municate and cooperate on any maintenance work which may affect system performance, such
as the migration of servers, replacement of the equipment, or replacement of digital certificates.
At the beginning of the establishment of data exchange, there may be variable quality in the trans-
mission of the e-CO and relevant receipt messages, resulting in delayed troubleshooting. Com-
munication between the parties is crucial to resolve any such inconveniences and errors that may
arise in the electronic exchange.

Once established of one or more agreements, it should be intended that the electronic data ex-
change of COsiis also incorporated in those agreements signed that do not envisage it: with a view
to end the paradigm of paper certification and promote a completely paperless system.

The way in which different agreements in the field of certificates of origin might be harmonized,
and, ideally, the establishment of a single model if there are different requirements, would then
become the new challenges after establishment of the initial data exchange system.

4.3 Success Factors in Establishing an Electronic Data Exchange Pro-
gramme
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Key success factors in establishing an e-CO programme can be summarized from Members’ responses as

follows.

Political support: political commitment and drive to make the data exchange programme a suc-
cess is a crucial factor;

Communication between all relevant parties during development: undertaking open discussions
with all parties is important and effective communication and cooperation are necessary between
the government agencies, private stakeholders and contracting parties.

Clear agreement on technical standards between exchanging parties: it is important to reach a
common understanding of the cross-border exchange of e-CO data with all stakeholders, includ-
ing the agency in the partner country/countries, exporters and Customs officials - in particular,
reaching consensus with contracting parties on the standard of information technology (IT) sys-
tem to be used, standard of data element, message implementation guidelines and business pro-
cess specification is essential. In addition, if there are any related regional or international com-
puter systems in use for origin exchange, the national systems need to be compatible.

Sufficient technical resources to set up and bed-in the system: to ensure the success of these cer-
tification of origin systems, a robust and secure technological infrastructure is required. A dedi-
cated team should be established to facilitate stakeholder discussion, and to detect and rectify
errors involved in the process.

Ongoing technical resources to support operation of system: as with all IT systems, ongoing ca-
pacity to support the system is necessary.

Awareness and engagement: domestically in each partner country, awareness raising on the ben-
efits of using e-COs, along with support and training for users, needs to be on-going.

5.SELF- CERTIFICATION OF ORIGIN

5.1 State of Play among Members on Self-Certification

The self-certification system allows exporters, producers or importers, depending on the specific Free
Trade Agreement (FTA), to self-certify the originating status of their goods in order to have preferential
tariffs applied on imports. The state of play on FTAs indicates that there is self-certification based on ap-
proved exporter, registered exporter, full exporter, importer, and others.

Of the 84 Members that replied to the survey on the format of the proof of origin, 62 Members (73.8%)
responded that they implemented a self-certification system, while 22 Members (25.9%) stated that they
did not implement a self-certification system.

Of the 62 Members implementing self-certification, the following systems were reported as in use:

approved exporter-based self-certification system - 48 Members (77.4%);

registered exporter-based self-certification - 38 Members (61.3%);

full exporter-based self-certification - 31 Members (49.2%);

importer-based self-certification - 32 Members (50.8%); and

other (including producer self-certification, and/or self-certification based on advance rulings) 10
Members (15.9%).

Chart 12:
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Types of Self-certification of Members

Approved exporter-based

Full exporter-based

Importer-based

e The total number exceeds the number of responding Members because several Members imple-
ment more than one type of self-certification.

5.2 Procedure for Self-Certification

There is no standard procedure and/or requirement on self-certification, given that each Free Trade
Agreement establishes its own issuance procedure and/or requirement for certificates of origin.

However, the practices observed from Members on self-certification indicate that, in most cases, it in-
volves up to four major processes or steps.

Authorization of the entity

Generally, under either the approved exporter self-certification system or the registered exporter self-
certification system, the exporter must first apply to the competent authority to be an approved or regis-
tered exporter that is assessed based on the specific requirements of the scheme.

For approved exporter-based systems, a risk assessment is made on whether the applying entity has the
capacity to comply with the requirements to be an approved exporter for the relevant self-certification
system. In some schemes, this may also require an interview to assess the knowledge of origin of the per-
sons designated by the company)

For the registered exporter-based system, the entity is only required to provide certain prescribed items
of information.

Once approved/registered, the exporter can start self-certifying without needing to present certificates
for stamping by the competent authorities.

This step of being pre-approved or pre-registered is generally not required for full exporter or importer
self-certification.

Authorization/Registration of the self-certified goods

Under most FTAs, the approved entities can make out the self-declaration documents once they receive
authorization from the competent authorities.
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However, for some FTAs or Members there is an additional requirement before they can undertake self-
certification that the approved entities must conduct an “authorization/registration” procedure for a list
of the goods that they can self-certify.

Examples

China: “Article 3.21: Approved Exporter” states that it is necessary to adhere to provision 4 of the
Regional Comprehensive Economic Partnership (RCEP) Agreement. This provision states: “Each
Party shall promptly include the following information of its approved exporters in the approved
exporter database: ... d) a list of goods subject to the authorization, at least at the HS chapter
level” In China, approved exporters should have registered a list of goods at chapter level before
they make out a self-certification document.

Indonesia: Indonesian exporters register themselves by submitting documents and a list of 6-digit
HS goods to the competent authority. The competent authority checks the validity and suitability
of the documents, as well as the fulfilment of the rules of origin for each item. Once approved, the
exporter can make an origin declaration.

Issuing of the self-declaration document for shipments

Self-certification is a declaration by the exporter/importer/producer on a document. These self-certifica-
tions can be statements on origin, origin declarations or invoice declarations, depending on the relevant
preferential arrangement and the value of the originating products in the consignment.

Two types of data provision and recording can be summarized from Members’ responses. The first type
allows the exporter to make out each self-declaration themselves, without providing any data/infor-
mation on the self-declaration to the competent authority; the second type requires the exporter, when
making out each self-declaration themselves, to provide data/information on each self-declaration to the
competent authority.

In cases where Members also have data exchange on certificates of origin, their exporting authority some-
times also forwards the self-declaration data to importing Customs.

Example

New Zealand: Under the New Zealand-China Free Trade Agreement, New Zealand exporters who
wish to make an origin self-declaration must make an application to New Zealand Customs. On
authorization, the approved exporter is required to send their CO data to New Zealand Customs.
The New Zealand Customs IT system verifies the data received, forwarding this to China Customs
through JEVS.

Administrative management

The competent authority monitors the use of the status and, based on risk analysis, may order the subse-
quent verification of the exporter’s use of self-certification. If the approved exporter does not fulfil its ob-
ligations, the competent authority withdraws its status. Also, approved/registered exporters may be
obliged to give the competent authority of an exporting party access to records and premises for the pur-
poses of monitoring the use of the authorization.
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5.3 IT Systems for Supporting Self-Certification

Self-certification normally requires the exporters, producers or importers to make an origin declaration
on a commercial document (such as the commercial invoice, packing list, delivery note or bill of lading).

Several Members responded that they had developed a specific IT system to facilitate the private sector’s
use of self-certification.

In the majority of cases, the IT system was used solely for applications to be an approved/registered enti-
ties, but some systems were also able to be used by registered exporters to create a certification docu-
ment for preferential origin.

Examples

China: To facilitate self-certification, China Customs has developed a unified Self-Certificate of
Origin IT system, which is a separate module in Single Window. Applicants can log into
https://www.singlewindow.cn or http://online.customs.gov.cn to apply for approved exporter sta-
tus and, on authorization, documents can be self-certified by the approved exporter in the system.

European Union: Under the “Registered Exporter System” (the REX system), there is a database
system used for the registration of “registered exporters. For the time being, the REX system is
used by EU exporters in the context of some FTAs, in respect to the EU’s GSP scheme and in the
context of the Overseas Association Decision. It is also used by exporters in EU GSP beneficiary
countries and Overseas Countries and Territories (OCTs). The main functionalities of the REX da-
tabase system are:

a. Registration of exporters: Exporters apply to become registered exporters by filling in an
application form. The competent authorities register exporters who submit complete and
correct application forms.

b. Modification of registration data: Once registered, a registered exporter has the obliga-
tion to communicate to his competent authorities any changes to his registered data. The
competent authorities then perform the modifications in the REX system for the regis-
tered exporter.

c. Revocation of exporters: In some cases, a registered exporter will be revoked from the
REX system. This can happen for instance if the company ceases to exist or the registered
exporter commits fraud. Depending on the reason, the revocation is undertaken either on
request of the registered exporter or on the initiative of the competent authorities.

The data of the REX system is published and may be accessed to initiate searches online.
Thanks to this facility, economic operators using statements on origin in the importing party
can verify the validity of the registrations of the registered exporters who submit the state-
ments on origin to claim preference 3.

Honduras: There is a system of self-certification of origin for exporters using statements on
origin (replacing certificates Form A). Exporters fill out an application (electronically or on pa-
per) and are then registered in a database by the competent authorities. The competent

13 For more information on the procedures for self-certification, see the guidance on the REX system mentioned above and the

guidance on Approved Exporters (https://taxation-customs.ec.europa.eu/system/files/2019-02/guidance-on-approved-export-
ers.pdf).
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authority encodes the registered exporter in the REX system, assigns a REX number, a regis-
tration date and a validity date, and informs the exporter of the registration. In the case of
Honduras, the “Centro de Tramites de Exportacion” (CENTREX) manages the system.

Indonesia: Indonesia has developed the website e-ska.kemendag.go.id for self-certification.
Exporters register themselves with the competent authority at e-ska@kemendag.go.id, by at-
taching supporting documents and a “list of 6 digit HS goods”. The competent authority
checks the validity and suitability of the documents, as well as compliance with the rules of
origin for each item. Once approved, the exporter can make an origin declaration.

Korea: Korea Customs Service has developed and distributed FTA-PASS to support the origin
management of exporters. Exporters can input the origin of the materials and goods they pro-
duce, identify (calculate) origin and print origin-related documents, including a self-issued
origin declaration.

New Zealand: New Zealand is using JEVS (Joint Electronic Verification System), the same sys-
tem as China Customs:

a. NZ exporters who wish to make an origin self-declaration must make an application and
then be approved by NZ Customs;

b. the approved exporters send their CO data to NZ Customs;

c.the NZ Customs IT system verifies the data received;

d. the CO data is then forwarded to China Customs through JEVS.

Singapore: Singapore importers who wish to claim preferential tariff treatment for their
goods may indicate this in their import declaration via Singapore’s National Single Window,
submitting the supporting documents electronically to Singapore Customs. At the same time,
itis mandatory for Singapore exporters to ensure that “PRI” is selected under the “Preferen-
tial Indicator” field in their export permit if the importer intends to claim preferential tariff
treatment under FTAs with self-certification regimes.

South Africa: SARS operates the Registration, Accreditation and Licensing System (RLA) to
register approved exporters. SARS uses the European Union Registered Exporters System for
exports under the Norway Generalized System of Preferences (GSP).

United States: The certificate of origin may be uploaded to the Automated Commercial Envi-
ronment (ACE) system using the Document Image System (DIS) for goods claiming preferen-
tial tariff treatment, upon request to CBP.

5.4 Irregularity/Fraud Detected on Self-Certification, and Potential Solu-

tions

5.4.1 Irregularity

It was noted by some Members that there was low level of knowledges about the requirements for self-
certification resulting in higher irregularity/error rates in cases of self-certification. The types of errors
and non-compliance noted included:
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Self-certification document issued by operators outside the territory of the parties;
Self-certification document issued by Customs agents, shipping agencies or other entities that
were not the entities entitled to self-certify;

Self-certification document issued in formats not meeting that pre-established by the parties;
Self-certification document indicating wrong/incorrect origin criteria;



e) Self-certification document not meeting the minimum information requirements;

f)  Missing supplier declarations;

g) Inconsistencies in the marking or labelling of the goods compared to the details in the certificate
of origin;

During the verification process, there were issues noted where the self-certifying entities:

a) Failed to provide information to prove the origin of the goods or presented improper or incom-
plete information; or
b) Did not understand the requirements for merchandise to qualify as originating.

5.4.2 Fraud

From Members’ responses, incidents of fraud related to self-certification were similar to those detected
in other certification methods, including:

e Documents fraudulently altered after presentation of the original documents to Customs offices
of the exporting country (with or without the knowledge of the of the exporter);

e Fraudulent documents, e.g. use of falsified authorisation numbers or authorisation numbers as-
signed to another company or using the name/credentials of a self-certifying entity that was not
related to the goods and did not issue the document; and

e False claims inrelation to the originating status.

5.4.3 Potential methods to reduce irregularities or fraud within self-certification sys-
tems

The methods for reducing irregularities or fraud are common across certification systems.

However, itis noted that for irregularities, self-certification can mean that a lack of knowledge and under-
standing of responsibilities requirements can be a much more significant problem than more restricted
certification systems. Ongoing awareness raising, education and accessible and easily understood infor-
mation on origin requirements, responsibilities of self-certifiers and consequences of incorrect certifica-
tion should be factored in with even more priority than normal when moving to self-certification.

Providing training for Customs officials in matters of origin, especially front-line officers, also needs to be
factored in to increase error detection, ease verification of origin and increase detection of potential
fraud.

In addition, the regular verification and audit procedures need to factor in the increased range of entities
producing certifications. Annual compliance plans for origin, based on a risk management framework, can
help to ensure a compliance aware mind-set, particularly when it is publicly known that checks and post-
import audits are carried out.

Sharing the result of the origin verifications with the relevant risk management area and compilation an-
nually of a report on incidents, presented according to areas of risk, for use in the further development of
appropriate risk profiles and the next year’s compliance plans is good practice and if changing to a self-
certification system helps to detect if there are any changes to the risks.

Depending on the national legislative framework, sharing of information with the Taxation administration
can also increase the detection of fraud or errors.

The development of an online system for the declaration of origin can be very effective in enabling the
importing Customs to check quickly and easily that a declaration/certification was made by the entity
stated and has not been altered.
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Example

Portugal: in Portugal, information is published on the website, and questions can be clarified by
the competent services to ensure that companies are fully aware of all the information and docu-
ments they should have in their possession to claim preferential origin.

6. SUMMARY FINDINGS

6.1 Certification System

The majority of Members (73.8%) who responded indicated the implementation of multiple origin certifi-
cation systems (i.e., competent authority and self-certification), within their country.

This would indicate complex situations for Customs in managing origin matters are common.

6.2 Electronic Certificate of Origin

More than half of Members (58%) indicated the implementation of electronic issuance of certificates of
origin.

This would indicate that there is increasing use of digital processes in relation to the certification of origin.
This will also impact on the level of requests to Members from their trading partners to accept and use
digital processes.

As the network of bilateral and regional trade agreements keeps spreading, there is high value in working
on standard formats and datasets to help reduce the risks of having to revise systems to new agreements
or having to run more than one system.

The use of e-CO itself was not flagged as increasing, decreasing or altering risk itself when it comes to
irregularities/fraud. However, the availability of electronic verification systems (e.g., web-based checking
of CO) was positively indicated as improving ease of verification.

This would indicate that there is potential for improving the efficiency and cost effectiveness of verifica-
tion procedures by introducing associated systems when changing from paper-based systems and this can
be built-in to new systems.

6.3 Self-certification

Self-certification has a high usage rate with 62 Members reporting is use.

This reflects the push for greater facilitation of origin certification to increase usage of agreements and to
reduce the costs of such usage. Again, the increase in use will also increase requests to Members from
trading partners to accept self-certification.

The use of self-certification itself did not introduce new forms of risk, but the increase in poorly informed
certifiers was flagged as a specific issue in increasing the risk of errors.

Self-certification is a positive approach for facilitating the use of Free Trade Agreement (FTA), but should
be balanced by an increase in outreach and education on requirements and responsibilities.
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6.4 Origin Data Exchange

Origin data exchange programmes are reported to be implemented in multiple regions, and some Mem-
bers have reported that they have started pilots on a data exchange system for COs. The WCO Data
Model is commonly recognized and utilized as the basis for the message format for data exchange.

As with digital certification processes for origin, there is also an upwards trend in the use of electronic data
exchange for origin purposes and this will also impact on the level of requests to Members from their trad-
ing partners to become partners in such exchanges.

Itis noted that the WCO Data Model is commonly, but not exclusively used as the basis. It would be noted
by the Secretariat that use of the systems compliant with the WCO Data Model will increase the future
interoperability of exchange systems as use spreads, giving better future-proofing of the investment in
systems.

Origin data exchange programmes were reported positively in risk reduction in that electronic transmis-
sion between governments was positively indicated in improving assurance of authenticity.

This would indicate that there is potential for reducing risks levels in relation to fraudulent documents
through the use of government-to-government electronic data exchange mechanisms.

Mutual agreement with contracting parties, especially in terms of the data standard format and business
process specification, along with consistent political will and sufficient resources for system development,
upkeep and education are the key challenges and success factors for the digitalization of COs.

Toolbox on Training

Brazil: The website of the Ministry of Economy is a source of information about the digital
certificate of origin for trade operators (available in Portuguese only):
https://www.gov.br/produtividade-e-comercio-exterior/pt-br/assuntos/comercio-exterior/re-
gimes-de-origem/certificado-de-origem-digital-cod-1

Canada: Useful information on the e-CO can be found in the Departmental Memorandum at:
https://www.cbsa-asfc.gc.ca/publications/dm-md/d11/d11-4-2-eng.html

Colombia:
https://www.dian.gov.co/aduanas/aspectecmercancias/Documents/Instrucciones-diligen-
ciamiento-DJ-C0O-2021.pdf

European Union:

General information:
= Guidance on preferential origin: https://taxation-customs.ec.europa.eu/system/files/2022-
08/Guidance%20Preferential%200rigin%20%28Helsinki%29%20July%202022%20.pdf

= Guidance on non-preferential origin: https://taxation-customs.ec.europa.eu/sys-
tem/files/2022-03/Guidance%200n%20non-preferential%20rules%200f%20origin.pdf

Pan-Euro-Med zone - Transitional rules of origin (enabling clause)

The EU introduced an enabling clause to use electronic certification in several bilateral agree-
ments with the following partners:
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https://www.gov.br/produtividade-e-comercio-exterior/pt-br/assuntos/comercio-exterior/regimes-de-origem/certificado-de-origem-digital-cod-1
https://www.gov.br/produtividade-e-comercio-exterior/pt-br/assuntos/comercio-exterior/regimes-de-origem/certificado-de-origem-digital-cod-1
https://www.cbsa-asfc.gc.ca/publications/dm-md/d11/d11-4-2-eng.html
https://www.dian.gov.co/aduanas/aspectecmercancias/Documents/Instrucciones-diligenciamiento-DJ-CO-2021.pdf
https://www.dian.gov.co/aduanas/aspectecmercancias/Documents/Instrucciones-diligenciamiento-DJ-CO-2021.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-08/Guidance%20Preferential%20Origin%20%28Helsinki%29%20July%202022%20.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-08/Guidance%20Preferential%20Origin%20%28Helsinki%29%20July%202022%20.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-03/Guidance%20on%20non-preferential%20rules%20of%20origin.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-03/Guidance%20on%20non-preferential%20rules%20of%20origin.pdf
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Albania, Faroe Islands, Georgia, Iceland, Jordan, Palestine 4, Norway, Switzerland, North Mac-
edonia, the Republic of Moldova, Serbia, Montenegro and within the EEA.

Kosovo* > applicable as of 15 October 2022.
DG TAXUD website:

The pan-Euro-Mediterranean cumulation and the PEM Convention (europa.eu): - https://taxa-
tion-customs.ec.europa.eu/customs-4/international-affairs/pan-euro-mediterranean-cumu-
lation-and-pem-convention en

Covid-19 - Webpage, information note and tables

General page on DG TAXUD webpage (EU Commission):
COVID-19: Customs guidance for trade (europa.eu) - https://taxation-customs.ec.eu-
ropa.eu/business/covid-19-customs-guidance-trade _en

Information note issued on 31/03/2020:

https://taxation-customs.ec.europa.eu/system/files/2020-03/200331-information note cer-
tificates en_and_fr.pdf

Table for EU MS:

20220901 - covid-19-crisis-exceptional-measures-proods-of-preferential-origin-eu-ms 0.pdf
(europa.eu) - https://taxation-customs.ec.europa.eu/system/files/2022-09/20220901%20-
%20covid-19-crisis-exceptional-measures-proods-of-preferential-origin-eu-ms_0.pdf

Table for PEM partners:
covid-19-crisis-exceptional-measures-proods-of-preferential-origin-pem-cp.pdf (europa.eu)
https://taxation-customs.ec.europa.eu/system/files/2021-02/covid-19-crisis-exceptional-
measures-proods-of-preferential-origin-pem-cp.pdf

Table for other EU partners (non-PEM):
untitled (europa.eu) - https://taxation-customs.ec.europa.eu/system/files/2022-09/covid-19-
crisis-exceptional-measures-proofs-of-preferential-origin-non-pem-countries%20%286-12-

2021%29.pdf

The REX system:
More information may be found using the following link: https://taxation-customs.ec.eu-
ropa.eu/online-services/online-services-and-databases-customs/rex-registered-exporter-

system en

A guidance document on the REX system may be found at https://taxation-customs.ec.eu-
ropa.eu/system/files/2022-05/Registered%20Exporter%20System%20%28REX%29%20-
%20Guidance®%20document.doc.pdf.

Indonesia: User manual for the Indonesia electronic certificate of origin:

4 This designation shall not be construed as recognition of a State of Palestine and is without prejudice to the in-
dividual positions of the Member States on this issue.
*15 This designation is without prejudice to positions on status, and is in line with UNSCR 1244/1999 and the ICJ
Opinion on the Kosovo declaration of independence.
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https://taxation-customs.ec.europa.eu/customs-4/international-affairs/pan-euro-mediterranean-cumulation-and-pem-convention_en
https://taxation-customs.ec.europa.eu/customs-4/international-affairs/pan-euro-mediterranean-cumulation-and-pem-convention_en
https://taxation-customs.ec.europa.eu/customs-4/international-affairs/pan-euro-mediterranean-cumulation-and-pem-convention_en
https://taxation-customs.ec.europa.eu/customs-4/international-affairs/pan-euro-mediterranean-cumulation-and-pem-convention_en
https://taxation-customs.ec.europa.eu/business/covid-19-customs-guidance-trade_en
https://taxation-customs.ec.europa.eu/business/covid-19-customs-guidance-trade_en
https://taxation-customs.ec.europa.eu/business/covid-19-customs-guidance-trade_en
https://taxation-customs.ec.europa.eu/system/files/2020-03/200331-information_note_certificates_en_and_fr.pdf
https://taxation-customs.ec.europa.eu/system/files/2020-03/200331-information_note_certificates_en_and_fr.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/20220901%20-%20covid-19-crisis-exceptional-measures-proods-of-preferential-origin-eu-ms_0.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/20220901%20-%20covid-19-crisis-exceptional-measures-proods-of-preferential-origin-eu-ms_0.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/20220901%20-%20covid-19-crisis-exceptional-measures-proods-of-preferential-origin-eu-ms_0.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/20220901%20-%20covid-19-crisis-exceptional-measures-proods-of-preferential-origin-eu-ms_0.pdf
https://taxation-customs.ec.europa.eu/system/files/2021-02/covid-19-crisis-exceptional-measures-proods-of-preferential-origin-pem-cp.pdf
https://taxation-customs.ec.europa.eu/system/files/2021-02/covid-19-crisis-exceptional-measures-proods-of-preferential-origin-pem-cp.pdf
https://taxation-customs.ec.europa.eu/system/files/2021-02/covid-19-crisis-exceptional-measures-proods-of-preferential-origin-pem-cp.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/covid-19-crisis-exceptional-measures-proofs-of-preferential-origin-non-pem-countries%20%286-12-2021%29.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/covid-19-crisis-exceptional-measures-proofs-of-preferential-origin-non-pem-countries%20%286-12-2021%29.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/covid-19-crisis-exceptional-measures-proofs-of-preferential-origin-non-pem-countries%20%286-12-2021%29.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-09/covid-19-crisis-exceptional-measures-proofs-of-preferential-origin-non-pem-countries%20%286-12-2021%29.pdf
https://taxation-customs.ec.europa.eu/online-services/online-services-and-databases-customs/rex-registered-exporter-system_en
https://taxation-customs.ec.europa.eu/online-services/online-services-and-databases-customs/rex-registered-exporter-system_en
https://taxation-customs.ec.europa.eu/online-services/online-services-and-databases-customs/rex-registered-exporter-system_en
https://taxation-customs.ec.europa.eu/system/files/2022-05/Registered%20Exporter%20System%20%28REX%29%20-%20Guidance%20document.doc.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-05/Registered%20Exporter%20System%20%28REX%29%20-%20Guidance%20document.doc.pdf
https://taxation-customs.ec.europa.eu/system/files/2022-05/Registered%20Exporter%20System%20%28REX%29%20-%20Guidance%20document.doc.pdf

https://e-ska.kemendag.go.id/uploads/UM-eSKA.pdf

Japan: For more information on the self-certification system in Japan:
https://www.customs.go.jp/roo/english/procedure/index.htm

Oman: https://drive.google.com/file/d/14hP8Au-
QtXXmbNA19dMkMDOmMd5BK4K52Y/view?usp=drive web

In addition to this, specifications and guidelines are provided by Latin American Integration
Association (LAIA) Doc. No. 2327, which can be consulted using the following link (available in
Portuguese and Spanish only): https://www.aladi.org/sitioaladi/facilitacion-de-comer-
cio/cod/documentos-cod/

South Africa:
https://www.sars.gov.za/sc-cf-19-registration-licensing-and-designation-externalpolicy/

Singapore: Singapore Customs publishes information/handbooks on its website (below) to
guide private sector traders on how they can transmit their e-COs electronically to the im-
porting country.
https://www.customs.gov.sg/businesses/certificates-of-origin/asw
https://www.customs.gov.sg/businesses/certificates-of-origin/eodes-with-china
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Annex I: Questionnaire on Digitalization of Certificates
of Origin

REMARKS:

The purpose of this questionnaire is to conduct a study on digitalization of certificates of
origin (CoO). The study will be used as a basis to provide guidance for WCO Members on
digitalization of certificates of origin as stipulated in the WCO Implementation Plan
2022/2023. Your active feedback BEFORE 30 September, 2022 would be much appre-
ciated and very important for the WCO Secretariat to develop the study.

Electronic certificate of origin (e-CoO) refers to certificate of origin which is applied and
issued in an electronical way, complete with digital stamps of the issuing authority and
signatures of authorized officials.

The questions are indicative. The questions do not limit the scope of the answers, and if
some of the questions are not relevant, these questions can be disregarded.

1. Certification of origin

Please indicate the types of certification of origin (CoO) your country has implemented:

Type of certification of origin YES NO

Authority is- paper based certificate of origin

suance electronic certificate of origin

Self-certification

2. Authority issuance of certificate of origin

Please indicate the competent authority or body for the issuance of non-preferential /
preferential certificate of origin:

Non-preferential Preferential
Issuing authority or body
certificate of origin certificate of origin

The Chamber of Commerce

The Customs Administration

The Ministry of Trade

Others (please specify)
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Electronic certificate of origin (if not applicable in your country, please skip these ques-

tions)

3.1 Please specify the type of certificate of origin which can be electronically issued:

Type of certificate of origin YES NO

Non-preferential certificate of ori-
gin

Preferential certificate of origin

3.2 Comparison between electronic and paper-based CoO.

Type of certificate of origin Electronic CoO Paper based CoO

The cost of issuance
(in US dollar)

The time of issuance
(e.g. 1 hour, 1-4 hours, 4-8 hours,
2-3 days, more than 3 days)

How many CO have beenissued in
year 2021?

How many CO have beenissued in
year 2020?

How many CO have beenissued in
year 2019?

3.3 If electronic issuance is applicable for preferential certificates of origin in your coun-
try, for how many Free Trade Agreements (FTAs) have you implemented e-CoO?
Please specify the relevant agreements.

3.4 Admissibility/acceptance of e-CoO:
3.4.1 Does your Administration accept non-preferential e-CO issued by other
countries?

3.4.2 Isthere any country(s) by which non-preferential e-CO issued could NOT be
accepted by your Administration? What are the reasons?
(For example, some non-preferential e-CO cannot be accepted because of the ab-
sence of digital signature, the digital signature cannot be verified, missing key data
elements, etc.)

3.4.3 Does your Administration accept preferential e-CO issued by other contract-
ing parties?

3.4.4 Isthere any country(s) by which preferential e-CO issued could NOT be ac-
cepted by your Administration? What are the reasons?
(For example, some preferential e-CO cannot be accepted because of the absence of
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digital signature, the digital signature cannot be verified, missing key data ele-
ments, the underlying agreement does not include electronic exchange of infor-
mation, etc.)

3.4.5 What are the reasons the e-COs issued by your country are not accepted by
other contracting parties, if any?

3.5 Has the Customs Administration detected any origin fraud regarding e-CoQO? If yes,
please provide examples of the fraud.

3.6 What measures or solutions has the Customs Administration taken in order to pre-
vent this kind of fraud?

3.7 What are the challenges in establishing an e-CO issuance programme, if any?
3.8 What are the key success factors in establishing an e-CO issuance programme?

4. Data exchange system / blockchain technology platform (if not applicable in your coun-
try, please skip these guestions)

These questions are pertinent to the type of CO in “Electronic Data Exchange Format” where the
CO is available as electronic data. This type of e-CO may be transmitted electronically between
the competent authorities in the exporting party and the importing party as electronic messages
by following certain electronic message format (e.g., EDIFACT, XML, JSON, etc.), which enables
automated data processing automated data processing (e.g., automated data validation, verifi-
cation, reconciliation or risk management system).

4.1 Please specify from which year a data exchange system between your Administra-
tion and other contracting parties has been implemented? If not, is there a plan to
develop one in the near future?

4.2 |Is the data exchange format of the electronic CO developed based on a particular in-
ternational standard, such as the WCO Data Model? Please specify.

4.3 Does the data exchange system use an advance technology such as blockchain?
Please describe how the system works.

4.4 With how many contracting parties has data exchange of certificates of origin been
implemented?

If there are more than one contracting party:
4.4.1 Please specify the contracting parties

4.4.2 Please specify the type of certificate of origin which can be electronically ex-
changed with other contracting parties
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5.

38

\ee . . Number of Con-
Type of certificate of origin NO YES tracting Parties *
Non-preferential certificate
of origin
Preferential certificate of
origin

* Number of contracting parties with which the type of electronic CO is exchanged

4.5 Can the Information Technology (IT) system be used for verification of certificates of
origin? If yes, please describe the procedure.

4.6 How many electronic certificates of origin are exchanged yearly and what is the ratio
compared with the total amount of certificates of origin?

4.7 What are the challenges faced in establishing electronic data exchange of CO with
other contracting parties, if any?

4.8 What are the key success factors in establishing electronic data exchange of CO with
other contracting parties?

Self-certification (if not applicable in your country, please skip these questions)

5.1 Please specify the types of self-certification your country have implemented:

Type of self-certification YES NO

Approved exporter based

Registered exporter based

Fully exporter based

Importer based

Other (please specify)

5.2 Isthere any IT system in place for self-certification? If yes, please specify the system.

5.3 What is the procedure for self-certification in your country? If possible, please pro-
vides details or guiding material.

5.4 Has the Customs Administration detected any origin fraud regarding self-certifica-
tion? If yes, please specify.

5.5 What measures or solutions has the Customs Administration taken in order to pre-
vent this kind of fraud?
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6. Other

6.1 Is the digitalization of certificates of origin included in the training to private sector /
traders? If possible, please provide guiding material on digitalization of certificate?

6.2 Please provide typical examples (actual cases) or good practices on digitalization of
Co0O?

@,
0.0

Please provide us with any other information that you consider to be helpful to our sur-
vey. Where applicable, please indicate references to the legal instruments.
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Annex Il: List of Members That Replied to the Question-

naire
Algeria Fiji North Macedonia
Albania Guatemala Oman
Angola Honduras Palestine
Argentina Hong Kong, China Paraguay
Australia Iceland Peru
Azerbaijan Indonesia Russian Federation
Belize Iraq Saudi Arabia
Bermuda Japan Seychelles
Bosnia and Herzegovina Jordan Singapore
Botswana Kazakhstan South Africa
Brazil Korea Switzerland
Burkina Faso Macau, China Thailand
Canada Madagascar Togo
Central African Republic Malaysia Tunisia
Chile Mauritius Tarkiye
China Mexico Ukraine
Colombia Moldova United Kingdom
Congo Mongolia United States
CostaRica Morocco Uruguay
Coted'lvoire Myanmar Vietnam
Cuba New Zealand Zimbabwe
Ethiopia Nicaragua
European Union* Nigeria

*Reply from the EU were provided by the EU and the following Member States: Austria (AT), Belgium (BE),
Croatia (HR), Denmark (DK), Finland (Fl), France (FR), Germany (DE), Greece (GR), Hungary (HU), Latvia
(LV), Lithuania (LT), Luxembourg (LU), Netherlands (NL), Portugal (PT), Slovenia (Sl), Slovakia (SK), Spain
(ES), and Sweden (SE).
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Annex Ill: Table of Issuance Authority of Certificate of

Origin

Competent Authority of Non-preferential Certificate of Origin

Member Chenis; ¢ Customs b TR Other
Commerce of Trade
Albania v
Algeria v
Angola v
Argentina
Saudi Arabia Ministry of Commerce
Australia v Australian Industry Group
Azerbaijan Ministry of Economy
Belize v
Bermuda
Bosnia and
Herzegovina v
Botswana v
The Brazilian Government does not regu-
late the issuance of non-preferential cer-
tificates of origin. Any entity that complies
with the importing country regulations on
that matter can issue the non-preferential
Brazil certificates.
Burkina Faso Direction en charge de I'Industrie
Canada Exporter/Producer
1. Agriculture Department for Agricultural
products 2.Minis-
try of Forest for wood product
Central Afri- 3.All certificate signed by authorised offi-
can Republic v v cials
Chile Not mentioned
China v v
Colombia importer
Congo Not mentioned
Promotora de Comercio Exterior (PRO-
Costa Rica v COMER)
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Member Chenis; ¢ Customs b TR Other
Commerce of Trade
Céte d'lvoire v v
Cuba v
Ethiopia v
BE, DE, GR,
ES, FR, HR,
LV, LT, LU,
HU, NL, AT,
European PT, SI, SK, FI, BE (Diamond office)
Union SE DK, S, DK (Industry associations )
Fiji Not mentioned
Guatemala v
Honduras v
Hong Kong,
China v Trade and Industry Department
Iceland v
Indonesia v
Iraqg Not mentioned
Japan v
Jordan v
Kazakhstan the National Chamber of Entrepreneurs
Korea v
Economic and Technological Development
Macau, China Bureau
Madagascar Not mentioned
Malaysia
Mauritius v
Mexico Ministry of Economy
Moldova v
Mongolia v
Morocco v v
Myanmar v
Other 2 Certification Bodies as authorized
New Zealand v by NZ Customs
Nicaragua v
Nigeria v
North Mace-
donia v
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Member (iRl o Customs bS] Other
Commerce of Trade
Oman v
Palestine
Paraguay
National Society of Industries, and Associ-
Peru v ation of Exporters
Russian Fede-
ration v
Seychelles v
Singapore v v Singapore Manufacturing Federation
South Africa v
Switzerland v
Thailand Not mentioned
Togo Not mentioned
Tunisia v v
Tiirkiye v
United King-
dom v v Institute of Chartered Shipbrokers
Ukraine v
Uruguay v
United States N/A
Vietnam v v
Zimbabwe v
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Competent Authority of Preferential Certificate of Origin

Member e Customs ALy Other
Commerce Trade
Albania v
Algeria v v
Angola N/A N/A N/A N/A
Argentina v
Australian Industry Group,
Oz Docs, Wine Australia
Australia v (ChAFTA only)
Azerbaijan Ministry of Economy
Belize v
Bermuda Not mentioned
Bosnia and Her-
zegovina v
Botswana v
Several private entities can
issue a preferential certifi-
cate of origin. The list of enti-
ties states at Annex XXIII of
Secex Ordinance No.
Brazil 23/2011.
Burkina Faso v
Canada Exporter/Producer
1. Agriculture for Agricul-
tural products
2.Ministry of forest for wood
product 3.all
Central African certificate signed by author-
Republic v v ised officials
e Federation of Chilean In-
dustry-SOFOFA
e Central Unit of Origin Cer-
Chile v tification- UCCO
China v v
Colombia v producer/exporter
Congo Not mention
Promotora de Comercio Ex-
Costa Rica terior (PROCOMER)
Céte d'Ivoire v v
Cuba v
Ethiopia v v
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Member PRl Customs AL @ Other
Commerce Trade
BE, DK, DE, GR,
ES, FR(the certif-
icates are pur-
(NL) Certifi- chased by the
cates areis- operators from
sued by a approved print-
chamber of ers or completed
European Union | commerce but online onthe
P Netherlands | chamber of com-
Customs is merce platform
stamping them | and presented to
ina manual the customs ser-
way; (SE) Yes. vices for visa.),
HR, LV, LT, LU,
HU, NL, AT, PT,
SI, SK, FI, SE
Fiji v v
Guatemala v
Honduras v
Hong Kong, Trade and Industry
China v Department
Iceland v
Indonesia v
Iraq v
Japan v
Jordan v
the National Chamber of En-
Kazakhstan trepreneurs
Korea v v
Economic and
Technological
Macau, China Development Bureau
Madagascar v
Malaysia v
Ministry of Commerce and
Mauritius v Consumer Protection
non-pre or pre CoO, not
mention, Ministry of Econ-
Mexico omy
Moldova v
Mongolia v
Morocco v
Myanmar v
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Member Chamber of Customs Ministry of Other
Commerce Trade
Other 2 Certification Bodies
as authorized by NZ Cus-
New Zealand v toms
Nicaragua CETREX
Nigeria v V(REX)
v (Movement
certificates
North Macedo- EUR.1/EUR
nia v(Form A) MED)
Oman v v
Palestine v
Paraguay v v
National Society of Indus-
tries, and Association of Ex-
Peru v porters
Russian Fede-
ration v
Saudi Arabia Ministry of Commerce
Seychelles v
Singapore v
South Africa v
Switzerland v
Thailand Not mentioned
Togo v
Tunisia v
Tirkiye v
Institute of Chartered
United Kingdom v Shipbrokers
Ukraine v v
v (only back to Other Chambers and
Uruguay v back CO) v Ministries
United States Self-certification
Vietnam v
Zimbabwe v
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Annex IV:Table of Members’ Self-Certification of Origin
System

Self-Certifica- | Approved Registered

Member tion System exporter exporter sl | Uit

(Yes or No) based based terbased based
Albania +
Algeria NO
Angola NO
Argentina NO
AUSFTA: Im-
porter
Knowledge
ChAFTA: Ex-
porter DOO
with Advanced
Australia v Rulings
Azerbaijan NO
Belize NO
Bermuda Not mentioned
Bosnia and
Herzegovina v
Botswana v
Producer
Brazil v based
Burkina Faso +
Canada +
Central Afri-
can Republic NO
Producer
Chile + based
Based on Ad-
China v vance Rulings
Producer
Colombia v based
Congo Not mentioned
Costa Rica v
Coéte d'lvoire +
Cuba NO
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Self-Certifica- | Approved Registered

Fullexpor- Importer

tion System exporter exporter
(Yes or No) based based terbased based
Ethiopia v v
European
Union v v v v v
Fiji v v
Guatemala NO
Producer
Honduras v v v v v based
Hong Kong,
China NO
Iceland v v
Indonesia v v v
Iraq NO
Producer
Japan v v v v based
Jordan v v
Kazakhstan v v
Korea v v v v
Macau, China NO
Madagascar v v
Malaysia v v
Mauritius v v v
Mexico v
Moldova v v v
Mongolia v v
Morocco v v v
Myanmar v v
New Zealand v v
Producer
Nicaragua v v v based
Nigeria v v
North
Macedonia NO
Oman NO
Palestine NO
Paraguay NO
Producer
Peru v v v v based
Russian
Federation NO
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Self-Certifica- | Approved Registered

Full expor- Importer

tensten swoter e (IR
Saudi Arabia NO
Seychelles NO

Producer

Singapore v v v v based
South Africa v v v
Switzerland v v v v
Thailand v
Togo NO
Tunisia v v
Tirkiye v v v
United
Kingdom v v v v
Ukraine v v
Uruguay NO
United States v v
Vietnam v v v
Zimbabwe v v
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